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FLEX 1/0 Dual-port EtherNet/IP Adapters User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before you
install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to
requirements of all applicable codes, laws, and standards.

Activitiesincludinginstallation, adjustments, puttinginto service, use, assembly, disassembly,and maintenancearerequired to be carried out by suitably trained
personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.
Inno event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with any
particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.
Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: |dentifiesinformationaboutpracticesorcircumstancesthatcancauseanexplosioninahazardousenvironment,which
may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or ecanomic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential
& requirements for safe work practices and for Personal Protective Equipment (PPE).

The following icon may appear in the text of this document.

Q Identifies information that is useful and can help to make a process easier to do or easier to understand.

Rockwell Automation recognizes that some of the terms thatare currently usedin our industry and in this publication are notin alignment with the
movement toward inclusive language in technology. We are proactively collaborating with industry peers to find alternatives to such terms and
making changes to our products and content. Please excuse the use of such terms in our content while we implement these changes.
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Preface

About This Publication

This manual describes how you can use your FLEX™ I/0 EtherNet/IP™ adapter with your

controller. The manual helps you install, program, and troubleshoot your module.

Download Firmware, AOP,
EDS, and Other Files

Download firmware, associated files (such as AOP, EDS, and DTM), and access product release
notes from the Product Compatibility and Download Center at rok.auto/pcdc.

Studio 5000 Logix Designer The Studio 5000 Logix Designer® application is the re-branding of RSLogix 5000® software

Application and continues to be the product to program Logix 5000° controllers for discrete, process,
batch, motion, safety, and drive based solutions.

Summary of Changes This publication contains the following new or updated information. This list includes
substantive updates only and is not intended to reflect all changes.
Topic Page
Updated Additional Resources 1
Updated topic Configuration Requirements 19
Updated section Implicit Protection Mode 22
Updated section Enable or Disable Web Server and SNMP Agent 24
Updated section Enable or Disable the Web Server 49
Updated section Mandatory First-time Password Change 51
Updated section Unsuccessful Login Attempts 51
Added section Session Timeout - Inactivity Timeout 51
Updated topic Access Configuration Pages 54 and 56

Additional Resources

These documents contain additional information concerning related products from Rockwell

Automation. You can view or download publications at rok.auto/literature.

Additional Resources

Resource

Description

FLEX 1/0 and FLEX I/0-XT Selection Guide, publication 1794-S6002

A description and overview of the FLEX I/0 and FLEX 1/0-XT™ modules and compatible control
platforms.

FLEX 1/0 Dual-port EtherNet/IP Adapters Installation Instructions,
publication 1794-IN131

Provides information on how to install the FLEX I/0 redundant EtherNet/IP adapters.

FLEX 1/0 Power Supply Modules Installation Instructions,
publication 1794-IN069

Provides information on how to install the FLEX 1/0 DC power supply modules.

Interconnect Cable Installation Instructions, publication 1794-IN012

Provides information on how to install the extension cables.

EtherNet/IP Device Level Ring Application Technique,
publication ENET-AT007

Describes Device Level Ring (DLR) network operation, topologies, configuration
considerations, and diagnostic methods.

EtherNet/IP Network Devices User Manual, publication ENET-UM006

Describes how to configure and use EtherNet/IP devices to communicate on the EtherNet/IP
network.

Ethernet Reference Manual, publication ENET-RM002

Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

System Security Design Guidelines Reference Manual,
publication SECURE-RM001

Provides guidance on how to conduct security assessments, implement Rockwell Automation
products in a secure system, harden the control system, manage user access, and dispose of
equipment.

Industrial Components Preventive Maintenance, Enclosures, and Contact

Ratings Specifications, publication IC-TD002

Provides a quick reference tool for Allen-Bradley® industrial automation controls and
assemblies.

Safety Guidelines for the Application, Installation, and Maintenance of

Solid-state Control, publication SGI-1.1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides general
guidelines for the application, installation, and maintenance of solid-state control in the form
of individual devices or packaged assemblies incorporating solid-state components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and other certification details.
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Chapter ]

The FLEX 1/0 System

Adapter

Adapter Features

Overview of FLEX 1/0 and Your Redundant
EtherNet/IP Adapter

This chapter provides a description of the FLEX 1/0 dual-port EtherNet/IP adapters and an
overview of how they communicate with programmable controllers.

The FLEX I/0 system is a small, modular I/0 system for distributed applications that performs
all of the functions of rack-based I/0. Figure 1 shows the components of a FLEX |/0 system.

Figure 1- FLEX I/0 System Components

Terminal base 1/0 module
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« Adapter - Transfers read and write configuration data to and from the 1/0 module
 Terminalbase - Containsaterminal strip to terminate wiring for two- or three-wire devices

» 1/0 module - Contains the bus interface and circuitry that is needed to perform specific
functions that are related to your application

The FLEX system consists of an adapter, terminal base unit, DIN rail, power supply, and
adapter cabling components. You can use up to eight terminal bases per adapter.

For detailed instructions on how to set up and install your module, see Install Your FLEX I/0
Adapter on page 13.

The 1794-AENTR and 1794-AENTRXT adapter features include:
» Use of EtherNet/IP messages encapsulated within standard TCP/UDP/IP protocol
«  Common application layer with ControlNet® and DeviceNet®
« Interfacing via Category 5 rated twisted-pair cable
«  Half/full duplex 10 Mbit or 100 Mbit operation
+  DIN rail mounting
»  Communication to and from other FLEX 1/0 modules on the same DIN rail
«  Communication supported by RSLinx® software
+ |P address assigned via standard BOOTP/DHCP tools
« 1/0 configuration via Studio 5000 Logix Designer application
»  No network scheduling required
« Norouting tables required

Rockwell Automation Publication 1794-UMO66E-EN-E - December 2025 9



Chapter 1 Overview of FLEX 1/0 and Your Redundant EtherNet/IP Adapter

Types of Adapters The adapter refers to the following catalogs.
Catalog Number |Voltage |Module Capacity, Max |Description
1794-AENTR Dual-port EtherNet/IP adapter
T794-AENTRXT 24VDC |8 Dual-port EtherNet/IP adapter with extended

temperatures range

Hardware and Software The adapters and the applications that are described in this manual are compatible with the
M following firmware revisions and software releases. Contact Rockwell Automation if you need
compatlblllty software or firmware updates to use this equipment.

Table 1- Hardware and Software Compatibility

Crmears R
FLEX 1/0 redundant EtherNet/IP adapter 1.xx or higher
— - —

Eﬂgtr[joﬂhg?xlx%?gi%n[i?[mg?LLog|x 5570, GuardLogix® 5560, and 20 or higher
ControlLogix 5580 and GuardLogix 5580 controllers 28 or higher
CompactLogix® 5370 and Compact GuardLogix 5370 controllers 20 or higher
CompactLogix 5380 and Compact GuardLogix 5380 controllers 28 or higher
CompactLogix 5480 controller 32 or higher

Studio 5000 Logix Designer application 20 or higher

RSLinx software 2.59 or higher

See FLEX 1/0 and FLEX I/0-XT Selection Guide, publication 1794-SG002, a for description and
overview of the 1794 series FLEX 1/0 and FLEX I/0-XT modules and compatible control
platforms.

What the Adapter Does The 1794-AENTR and 1794-AENTRXT adapters perform two primary tasks:

«  Control of real-time 1/0 data (implicit messaging). The adapter serves as a bridge
between 1/0 modules and the network.

ControlLogix
chassis

o—-INZm

o0~ 00O

EtherNet/IP network

N\

A E . Other
/ E \\FLEXI/U N | ControlLogix 1/0 network
| ¥ % devices
\|r |/ R
\

-—

- Support of messaging data for configuration and programming information (explicit
messaging).
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Use of the Common
Industrial Protocol (CIP)

Understand the Producer/
Consumer Model

Specify the Requested
Packet Interval (RPI)

Rack-optimized and Direct
Connection Support

The 1794-AENTR and 1794-AENTRXT adapters use CIP™. CIP is the application layer protacol
that is specified for EtherNet/IP, the Ethernet Industrial Protocol, as well as for ControlNet and
DeviceNet. It is a message-based protocol that implements a relative path to send a message
from the producing device in a system to the consuming devices.

The producing device contains the path information that steers the message along the proper
route to reach its consumers. Since the producing device holds this information, other devices
along the path simply pass this information; they do not need to store it.

This has two significant benefits:

» You do not need to configure routing tables in the bridging modules, which greatly
simplifies maintenance and module replacement.

»  You maintain full control over the route that is taken by each message, which enables
you to select alternative paths for the same end device.

The CIP Producer/Consumer networking model replaces the old source/destination (master/
slave) model. The Producer/Consumer model reduces network traffic and increases speed of
transmission. In traditional I/0 systems, controllers poll input modules to obtain their input
status. In the CIP system input modules are not polled by a controller. Instead, they produce
(multicast) their data either upon a change of state (COS) or periodically. The frequency of
update depends upon the options that are chosen during configuration and where on the
network that the input module resides. The input module, therefore, is a producer of input data
and the controller is a consumer of the data.

The controller can also produce data for other controllers to consume. The produced and
consumed data is accessible by multiple controllers over the EtherNet/IP network. This data
exchange conforms to the Producer/Consumer model.

The RPI is the update rate that is specified for a particular piece of data on the network. The
RPI can be specified for the adapter and include all of the I/0 modules communicating through
it (using a rack-optimized connection) or specified for a particular module (using direct
connection). When you add a module or an adapter to the 1/0 configuration of a controller, you
must enter the RPI as a parameter. This value specifies how often to produce the data for that
device. For example, if you specify an RPI of 50 ms, it means that every 50 ms the device
should send its data to the controller or the controller should send its data to the device.

RPIs are only used for devices that produce data. For example, a ControlLogix EtherNet/IP
bridge in the same chassis as the controller does not require an RPI because it is not a data-
producing member of the system; it is used only as a bridge to remaote racks.

The 1794-AENTR and 1794-AENTRXT adapters support both direct and rack-optimized
connections. A direct connection is a real-time data transfer link between the controller and
the device that the configuration data references. Direct connection messaging occurs at a
cyclic rate that is specified by the RPI during configuration. A rack-optimized connection is a
grouping of data from multiple I/0 module into a single block of data sent over a single
connection at the same data rate.

Rack-optimized connections reduce the total number of connections that are needed to
transfer data when using many 1/0 modules in a system. The following example illustrates the
benefit of rack-optimized connections.

Assume you have set up a system that contains eight discrete I/0 modules interfaced to an
adapter. If you use direct connections to transfer data to each of these I/0 modules, you need
eight connections to transfer all of the data, one to each of the eight I/0 modules. If you use a
rack-optimized connection to transfer the data, you only need a single connection - The
connection to the adapter.

Rockwell Automation Publication 1794-UMO66E-EN-E - December 2025 n
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Overview of FLEX 1/0 and Your Redundant EtherNet/IP Adapter

12

IMPORTANT  Although rack-optimized connections offer an efficient way to use
resources, there are a few limitations on their use:

« You can only use rack-optimized connections to send data to and from
discrete /0 modules. Analog 1/0 requires direct connections.

« Rack-optimized connections can contain /0 data and status
information only. Additional module information, such as diagnostics, is
not available through a rack-optimized connection.

« All data is sent simultaneously at the RPI rate of the adapter.

See EtherNet/IP Device Level Ring Application Technique, publication ENET-ATO07, for more
information on connections.

Mixing Rack-optimized and Direct Connections

You can mix communication formats for different /0 modules communicating through the
same adapter. I/0 modules set up to use rack optimization communicates at the rate of the
RPI configured for the T794-AENTR or 1794-AENTRXT adapter. 1/0 modules that are configured
for direct communication communicate at their own set RPIs and ignore the adapter RPI.

Rockwell Automation Publication 1794-UMO66E-EN-E - December 2025


https://literature.rockwellautomation.com/idc/groups/literature/documents/at/enet-at007_-en-p.pdf

Chapter 2

Module Components

Install Your FLEX 1/0 Adapter

This chapter describes how to physically install the 1794-AENTR or 1794-AENTRXT adapter on a
DIN rail, panel, or wall, and connect it to the EtherNet/IP network.

Use Figure 2 to identify the external features of the FLEX 1/0 EtherNet/IP adapter.

Figure 2 - Dual-port EtherNet/IP Adapter - 1794-AENTR, 1794-AENTRXT

REDUNDANT MEmIA

Vo =7 4

EtherNet/IP

ADAPTER

Component Identification

1

Dual-port EtherNet/IP adapter

Module locking tab

Flexbus connector

Network cable RJ45 connectors (underside)

24V common connections

MAC D label

24V DC connections

O|loo| | o

Status indicators

Ol | SN N

IP address switches
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Chapter 2 Install Your FLEX 1/0 Adapter

Mount Your Adapter

Mount on a DIN Rail

Follow these steps to mount the adapter on a new system before installing any 1/0 modules.

ATTENTION: During mounting of all devices, be sure that all debris (for
example, metal chips, wire strands) is kept from falling into the module.
Debris that falls into the module could cause damage on power-up.

> >

ATTENTION: Do not remove or replace an adapter while power is applied.
Interruption of the backplane can result in unintentional operation or machine
motion.

1. Position the adapter (A) on an IEC standard (35 x 7.5 x 1 mm) top-hat DIN rail (B) at a
slight angle (DIN rail: Allen-Bradley part number 193-DR1; 46277-3; EN50022).

2. Hook the lip on the rear of the adapter onto the top of the DIN rail, and pivot the adapter
onto the rail.

3. Press the adapter down onto the DIN rail until flush. Locking tab (C) snaps the adapter
into position and locks it onto the DIN rail.

4. If the adapter does not lock in place, use a screwdriver or similar device to move the
locking tab down while pressing the adapter flush onto the DIN rail, and release the
locking tab to lock the adapter in place. If necessary, push up on the locking tab to lock.

5. Connect the adapter wiring. See Connect Wiring on page 16.

Mount on a Panel or Wall

To mount this adapter on a panel or wall, see the Panel Mounting Kit Cat. No. 1794-NM1/B
Installation Instructions, publication 1794-IN135.

A\

ATTENTION: If you insert or remove the module while backplane power is on,
an electric arc can occur. This could cause an explosion in hazardous location
installations. Be sure that power is removed or the area is nonhazardous
before proceeding.

A\

WARNING: When used in a Class | Division 2, hazardous location, this equipment
must be mounted in a suitable enclosure with proper wiring method that
complies with the governing electrical codes.

Mount or Replace the Adapter on an Existing System

1. Disconnect any wiring jumpered to the adjacent terminal base.
2. Remove the Ethernet connectors from the bottom of the adapter.

14 Rockwell Automation Publication 1794-UMO66E-EN-E - December 2025
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Chapter 2 Install Your FLEX 1/0 Adapter

8.

power that is applied to the adapter or any device on the network, an
electric arc can occur. This could cause an explosion in hazardous
location installations. Be sure that power is removed or the area is
nonhazardous before proceeding.

j WARNING: If you connect or disconnect the communication cable with

Disconnect any user power wiring connections to the adapter.

Open the module latching mechanism and remove the module from the base unit to
which the adapter is attached.

Push the Flexbus connector toward the right side of the terminal base to unplug the
backplane connection.

the adapter. The slide must be completely to the right and the raised

ATTENTION: Verify that the Flexbus connector is completely clear of
A spot on the slide visible.

Release the locking tab and remove the adapter.

Before installing the new adapter, notice the notch on the right rear of the adapter. This
notch accepts the hook on the terminal base unit. The notch is open at the bottom. The
hook and adjacent connection point keep the terminal base and the adapter tight
together, reducing the possibility of a break in communication over the backplane.

i

Complete the adapter mounting as shown.
Push down and in simultaneously to lock the adapter to the DIN rail.

If the adapter does not lock in place, use a screwdriver or similar device to move the
locking tab down while pressing the adapter flush onto the DIN rail, and release the
locking tab to lock the adapter in place. If necessary, push up on the locking tab to lock.

‘ ﬁ

When the adapter is locked onto the DIN rail, gently push the Flexbus connector into the
adapter to complete the backplane.

Reinstall the module in the adjacent terminal base unit.

Rockwell Automation Publication 1794-UMO66E-EN-E - December 2025 15



Chapter 2 Install Your FLEX 1/0 Adapter

Connect Wiring
Allen-Bradiey F— —E
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an electric arc can occur. This could cause an explosion in hazardous location
installations. Be sure that power is removed or the area is nonhazardous before
proceeding.

1. Connect an Ethernet network cable to the RJ45 connector (A).

2. Connect the redundant Ethernet network cable to the RJ45 connector (B).

j WARNING: If you connect or disconnect wiring while the field-side power is on,

0.8 Nem (7 Ibein).

If multiple power sources are used, do not exceed the specified isolation
voltage.

Power wiring must be less than 10 m (32.8 ft.) in length.

Do not wire more than two conductors on any single terminal.
3. Connect 24V DC common to the left side of the upper connector, terminal F.
Connect +24V DC input power to the left side of the lower connector, terminal C.

5. Use connections D and E to pass +24V DC common (E) and 24V DC power (D) to the next
module in the series (if necessary).

2 ATTENTION: When connecting wiring, torque terminal screws C, D, E, and F to

Set the Network Address

The adapter ships DHCP-enabled and with the thumbwheel switches set to 999. You can set
the network Internet Protocol (IP) address in these ways:

« Use the pen-push thumbwheel switches on the adapter. Press either the + or the -
button with a pen tip to change the number.

16 Rockwell Automation Publication 1794-UMO66E-EN-E - December 2025



Chapter 2 Install Your FLEX 1/0 Adapter

« Use a Dynamic Host Configuration Protocol (DHCP) server, such as Rockwell
Automation® DHCP.

« Retrieve the IP address (if previously set) from nonvolatile memory.

The adapter reads the thumbwheel switches first to determine if the switches are set to a
valid number. You set the node address by using the three-position pen-push thumbwheel
switch using a pen tip.

Press a pen tip into the center and perpendicular to the + or the - button to change
the number. You only need a small amount of force to press the button
(approximately 2 N).

When the switches are set to a valid number, the adapter IP address is 192.168.1.xxx (where xxx
represents the number set on the switches). The adapter subnet mask is 255.255.255.0. The
adapter gateway address is set differently depending on the firmware revision:

«  For firmware revision 1.013 and earlier, when the address switches are set to 001...254,
the adapter gateway address is set to 0.0.0.0.

« For firmware revision 1.014, when the address switches are set to 001, the adapter
gateway address is set to 0.0.0.0. When the address switches are set to 002...254, the
adapter gateway address is set to 192.168.1.1.

The adapter does not have a host name that is assigned, or use any Domain Name System
(DNS) when using the thumbwheel settings.

Press the + or - buttons to
change the numbers

If you set the switches to an invalid number (such as 000, or a value greater than 254), the
adapter checks to see if you enabled DHCP.

Mounting Dimensions

The module has the following mounting dimensions.

1794-AENTR shown

Allen-Bradiey T
50
(1.96)
80.4 MOD NET
Flex §O0
(3.16) &
od
LINK1  LINK2 EtherNet/IP
874 *}{* —O0 ——
(8:44) H 304
OO — (119)
dlee ]
______ I
—?
I
Millimeters 1794-AENTR, 1794-AENTRXT
(Inches) 87.4Hx94Wx92D

(344Hx3.7Wx3.6D)
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Notes:
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Chapter 3

Configuration
Requirements

Configure the Adapter for Your EtherNet/IP
Network

This chapter describes how to configure the 1794-AENTR or 1794-AENTRXT adapter for the
ControlLogix 5580 system.

Before you can use your 1794-AENTR or 1794-AENTRXT adapter, you must configure its IP
address, and optionally, its subnet mask and gateway address. You can use the Rockwell
Automation BOOTP/DHCP utility to perform the configuration. You can also use generic BOOTP
software or, within some limitations, a DHCP server. You can use the thumbwheel switches on
the module to set the IP address.

IMPORTANT  When using the BOOTP protocol, you must enter the Ethernet hardware
address of your adapter. Rockwell Automation assigns each 1794-AENTR
or 1794-AENTRXT adapter a unique 48-bit hardware address at the
factory. The address is printed on a label on the front of your
1794-AENTR or 1794-AENTRXT adapter. It consists of six hexadecimal
digits that are separated by colons. This address is fixed by the
hardware and cannot be changed.

If you change or replace the 1794-AENTR or 1794-AENTRXT adapter, you

must enter the new Ethernet hardware address of the adapter when you
configure the new adapter.

IP Address

The IP address identifies each node on the IP network (or system of connected networks).
Each TCP/IP node on a network (including the 1794-AENTR or 1794-AENTRXT adapter) must
have a unique IP address.

The IP address is 32 bits long and has a Net ID part and a Host ID part. Networks are classified
A, B, C, or other. The class of the network determines how an IP address is formatted.

0 8 9 3
Class A |0 NetID | Host ID |
0 6 17 3
Class B |10 Net ID Host 1D |
0 2% 95 3
Class C |no Net ID | Host ID |

You can distinguish the class of the IP address from the first integer in its dotted-decimal IP
address as follows:

Range of First Integer | Class Range of First Integer | Class
0..127 A 192...223 C
128..191 B 224...255 other

Each node on the same physical network must have an IP address of the same class and must
have the same Net ID. Each node on the same network must have a different Host ID thus
giving it a unique IP address.

IP addresses are written as four decimal integers (0...255) separated by periods where each
integer gives the value of 1byte of the IP address.
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EXAMPLE For example, the 32-bit IP address:
10000000 00000001 00000000 00000001 is written as 128.1.0.1.

Contact your network administrator or the Network Information Center for a
Q unique fixed IP address to assign to your module.

Gateway Address

The Gateway Address is the default address of a network. It provides a single domain name
and point of entry to the site. Gateways connect individual physical networks into a system of
networks. When a node needs to communicate with a node on another network, a gateway
transfers the data between the two networks. The following figure shows gateway G
connecting Network 1with Network 2.

A
128.10.1
Network 1 128.1.0.2
G
B C
128.2.0.1 128.2.0.2 128.2.0.3
Network 2

When host B with IP address 128.2.0.1 communicates with host C, it knows from C's IP address
that C is on the same network. In an Ethernet environment, B then resolves C's IP address into
a hardware address (MAC address) and communicates with C directly.

When host B communicates with host A, it knows from A's IP address that A is on another
network (the net IDs are different). To send data to A, B must have the IP address of the
gateway connecting the two networks. In this example, the gateway's IP address on Network 2
i$128.2.0.3.

The gateway has two IP addresses (128.1.0.2 and 128.2.0.3). The first must be used by hosts on
Network 1and the second must be used by hosts on Network 2. To be usable, a host's gateway
must be addressed using a net ID matching its own.
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Other Methods to Set the
IP Address

Subnet Mask

The subnet mask is used for splitting IP networks into a series of subgroups, or subnets. The
mask is a binary pattern that is matched up with the IP address to turn part of the Host ID
address field into a field for subnets.

EXAMPLE Take Network 2 (a Class B network) in the previous example and add
another network. Selecting the following subnet mask would add two
additional net ID bits, allowing for four logical networks:

1111111 11111111 11000000 00000001 = 255.255.192.0

These 2 bits of the host ID used to extend the
netID

2 bits of the Class B host ID have been used to extend the net ID. Each unique combination of
bits in the part of the Host ID where subnet mask bits are 1specifies a different logical
network.

The new configuration is:

A
128.10.1
Network 1 128.1.0.2
G
B ¢ 128.2.64.3
128.2.128.3
Network 2.1
62
D E 128.2.128.3
128.2.128.3 128.2.128.3
Network 2.2

A second network with Hosts D and E was added. Gateway G2 connects Network 2.1 with
Network 2.2.

Hosts D and E use Gateway G2 to communicate with hosts not on Network 2.2.

Hosts B and C use Gateway G to communicate with hosts not on Network 2.1.

When B is communicating with D, G (the configured gateway for B) routes the data from B to D
through G2.

The FLEX I/0 adapters support the following additional methods to change the IP address:
«  BOOTP/DHCP tool
»  RSLinx Classic software

For more information on how to use these methods, see EtherNet/IP Network Devices User
Manual, publication ENET-UMOOG.
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Implicit Protection Mode

22

fixed network address. The IP address of this adapter must not be
dynamically provided.

Failure to observe this precaution may result in unintended machine motion
or loss of process control.

2 ATTENTION: The 1794-AENTR or 1794-AENTRXT adapter must be assigned a

Implicit Protection Mode helps prevent configuration changes that can affect system behavior
and cause unintended and unforeseen changes.

This security enhancement is automatically triggered as soon as one of the following occurs:
«  When an adapter has an open I/0 mode connection in a RUN mode
»  When an |/0 module in the rack has an open I/0 connection

In Protection Mode, the device deactivates services that could disrupt the operation of the
device. For example, configuration operations or firmware updates are disabled to not impact
the operation of the device.

Enter and Exit Implicit Protection Mode

The adapter enters Implicit Protection Mode as soon as 1/0 connections are established
through or to the adapter. The adapter exits Implicit Protection Mode as soon as all I/0
connections through or to the adapter are stopped.

Restrictions Imposed By Implicit Protection Mode

When the adapter is in Implicit Protection Mode, it helps prevent the following actions:
«  Changing Ethernet configuration settings
» Changing IP address settings
« Disabling/enabling the Ethernet ports
+  Updating the module firmware
« Performing a module factory reset and an adapter reset
» Disabling/enabling the web server
« Disable/enabling the Simple Network Management Protocol (SNMP) server

» Changing the settings on the |dentity, Network, and Services pages under the
Configuration tab in the web server

«  Changing the web server login password

Perform Tasks When Restricted

If the adapter is in Implicit Protection Mode and you attempt to perform any of the restricted
tasks, you are alerted that such a task cannot be performed because the adapter is in Implicit
Protection Mode.

The following are example alerts that result from an attempt to set IP values on the adapter
when the adapter is in Implicit Protection Mode:

IMPORTANT  Protection Mode is not configurable.
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»  Studio 5000 Logix Designer application
e ]

Failed to perform required operation
Unable to perform service due to current module mode.

(73

Status: Running oK Cancel Apply Help

o RSLinx software

General  Pott Corfiguration  Advanced Port Corfiguration ~ Network

Port: [1 v

© Manualy cofig

s
O Obtan IP settings automaticall using DHCP

1P Address 182 68 . 1 6
Network Mask: 255 255 . 255 0

Gateway Address. 192 . 168 . 1

1
Primery Name
o [0 [ 0 0
Secondary Name r
s 0 ] 0 ]
Domain Name:

Host Name:

Status Network Interface Configured

An unexpected com
1. applying the followi
Interface

ttings:
Attributes (1P, Network Mask or Gateway)

The following request(s) failed:
- Interface Attributes (IP, Network Mask or Gateway)

If the adapter is not in Implicit Protection Mode, the adapter does not reject attempts to
perform the tasks that are described previously.

For example, after the adapter is initially powered up, but no I/0 connections are established
yet, the adapter is not in Implicit Protection Mode, then you can attempt to update the adapter
firmware revision and the adapter does not reject the attempt.

O If the adapter enters Implicit Protection Mode each time the adapter powers up,

check application controllers to determine if there are active /0 connections that
are opened via the adapter.
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Enable or Disable Web
Server and SNMP Agent

24

You can enable or disable the web server as an added security feature from firmware revision
2.01 or later. You can enable or disable the SNMP agent using the AOP revision 25.06.26.0 or

later.

Enable or Disable SNMP Agent

You can enable or disable the SNMP agent using one of the following methods:
«  Module Properties window

CIP Explicit message

The following table shows the default behavior of the SNMP agent for each firmware revision

of the adapter:

Table 2 - Default Behavior of the SNMP Agent

Firmware Revision

SNMP Agent is Enabled by Default

SNMP Agent is Disabled by Default

1.016 NA NA
1.017 NA NA
201 Yes No
2012 Yes No
2.013 or later No Yes

Enable or Disable the SNMP Agent using Module Properties Window
1. Verify that adapter is in Inhibited Mode.
2. Open the adapter Module Properties window.
3. Go to Servers tab, then do the following:
a. To enable SNMP, select Enable checkbox for SNMP, then select Set.
b. To disable SNMP if it is already enabled, clear the Enable checkbox for SNMP, then

select Set.

4, Select OK to close the Module Properties window.

Foane revees ooy

General Connection  Module Info  Intemet Protocol  Port Configuration  Metwork  Servers

Enakbe l Hame Port Protocol
| ] [simple Hetwork Protocol (SHIMF) 161 UDP
[l [ [MypertestTranster Prolocol (HFTE) [0S IR
Refresh set &=
Status: Inhibed Cancsl Help:
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Enable or Disable the SNMP Agent using CIP Explicit Message

Use the following CIP messages to enable or disable the SNMP agent:

«  Class: 0xF5
+ Instance: 1
« Attribute: NA
«  Service: Ox4C

Disable SNMP | 0x01

0xAl

0x00

0xM

0x00

Data

Enable SNMP | 0x01

OxAl

0x00

0x1

0x01

IMPORTANT Toreduce the likelihood of exploitation and associated security risk, we
recommend that you keep the SNMP agent disabled. If you need to
enable SNMP agent, secure the network (for example, use a firewall).
See the System Security Design Guidelines Reference Manual,

publication SECURE-RMOOT for guidelines.

Enable or Disable Web Server

For information on how to enable or disable the web server, see Enable or Disable the Web

Server on page 49.
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Notes:
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Chapter ll'

Rack-optimized Discrete 1/0

Overview In this example, a ControlLogix processor communicates with FLEX 1/0 via the 1794-AENTR
adapter using a rack-optimized connection. The processor reads data from all digital input
modules and sends data to all digital output modules configured in a rack connection

simultaneously.

Set Up the Hardware In this example, a ControlLogix chassis contains the ControlLogix 5580 controller in slot 0 and
a 1756-EN2TR bridge in slot 2. The adapter is mounted on a DIN rail with a 1794-IB16 digital
input module and 1794-0B16 digital output module. You also need a power supply (not shown)

for the FLEX 1/0 modules.

Figure 3 - Example Hardware Setup

FLEX 1/0
Slot 0 1

1794-AENTR
130.130.130.3 |
Locgl Data
chassis
ControlLogix 5580 ——
controller

130.130.130.1

terminal

1794-0B16 digital
output module

1794-1B16 digital
input module

Programming

To work along with this example set up your system as shown in Figure 3.
» Inthe example application, the ControlLogix 5580 controller is in the slot shown in

Figure 3 in the ControlLogix chassis.

«  Verify the IP addresses for your programming terminal, the controller network, and the

1794-AENTR adapter.

«  Verify the position (slot) of the I/0 modules on the DIN rail.
«  Verify that all wiring and cabling is properly connected.
« Make sure that your communication driver (for example, AB_LETH-1 or AB-ETHIP-1) is

configured in RSLinx as described in Appendix B.

Before You Begin You must complete the following tasks before you can configure the adapter and modules:
1. Create a Studio 5000 Logix Designer application project.

2. Add the ControlLogix 5580 controller to the project.
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Add the Adapter to 1. Verify that your project is offline.
the Project 2. Right-click your network port, and choose New Module.

P /0 Configuration
4 E31756 Backplane, 1756-217

[2]1756-L85E Controllegksmss
4 [, Ethernet

Rl
; Catalog | Module Discovery I Favontesl
1784-AENTR Clear Filters
w  Catalog Number Description Vendor Category
1794-AENTR 1754 10/100 M... Rockwe Communication
1794-AENTR 1794 10/100 M... Rockwell Automation/Allen-E... Communication
i oo W s imasie] 3
2 of 18 Module Types Found
[E]] Clese on Create [ Create,l:; [ Close ] [ Help ]

3. Complete the following tasks:
a. In the search field, type the catalog number for your adapter.
This example uses the 1794-AENTR adapter.
b. In the Catalog Number field, select the adapter.

For some modules, the Select Major Revision dialog box can appear. If the dialog box
appears, choose the major revision of the module and select OK.

c. Select Create.
The New Module dialog displays.

£ Madule Properties: TB 2C 0:0 (5094-AENTR 2.001) == ===
General” General
Connection
Moduie Info Type 1T34-AENTR 1754 101100 Mbps Ethernet Adapter, 2-port, Twisted-pair Media b
M we... -
néemet Protocal Vendor: Rockwel Automation/Alen-Bradiey
Port Corfiguration
Network Parert: ENZTB Ethemet Address
ap O Prvate Network 192.168.1 =
@ |P Address: 130 130 130
) Host Name:
Module Defintion
Skt 0
Revision: 11
Blectronic Keying Compatible Module
Connection: Rack Optimized
(Chassis Size: 8
Status: Creating 0K | [ Cancel Aoply Help
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4, Complete the following tasks on the General category page:

a. Specify the following parameters in the General tab of the New Module dialog:

Name

FLEX_I0_Adapter

IP Address

130.130.130.3

b. Verify that the Module Definition values are as follows:

Connection

Rack Optimized

Chassis Size

8 (default)

Electronic Keying

Compatible Module

5. If you must change the values, select Change...
The Module Definition dialog opens.

Meodule Definition

=)

Electronic Keying:

1 - 001 |5

[compatbe Moduie

5

| [Rack Connection

[ Rack Optimized

=

I [Chasss Size [ =

it [toasin] - (Giicbins]

6. Select OK to accept the configuration.

The 1794-AENTR adapter appears indented under the local 1756-L85E network in the 1/0
Configuration tree.

45 /0 Configuration

B 31756 Backplane, 1756-A7

...ffa [1]1756-L85E ControlLogix5580
-2 Ethernet

- fidl 1756-L85E ControlLogix5580
SRESE 1794-AENTR FLEX |0_Adapter
okl FlexBus

Add the FLEX /0 Modules to the 1/0 Configuration

You must now add the FLEX I/0 modules to the I/0 Configuration list under the 1794-AENTR
adapter.

In this example, you add a 1794-1B16 digital input module and a 1794-0B16 digital output module
with standard configurations. Use these steps as a guide when you are configuring different
1/0 modules for your system.

O

This example application uses I/0 module default configurations.

For more information, see FLEX 1/0 Digital Input Modules Installation Instructions,
publication 1794-IN093 and FLEX 1/0 Digital DC Output Modules Installation
Instructions, publication 1794-IN094.
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30

Add the Digital Input Module
1. From the /0 Configuration tree, right-click the remote 1794-AENTR adapter, and then
select New Module.

B3 /0 Configuration
=-E31756 Backplane, 1756-A7

: -f [1] 1756-L85E ControlLogix5580
=25 Ethernet

------ ﬁl 1756-L85E ControlLogix3580

ool FlexBus | f  MewModule... R I

Discover Modules...
4 Cu Clrle
Copy Chl+C
B Faue Clrl
Delete Del

The Select Module Type dialog displays.

Select Module Ty
Catalog | Module Discovery | Favorites
Enter Search Text for Module Type... Clear Filters Hide Filters &
[¥] Module Type Category Filters [¥] Module Type Vendor Fitters
Analog Rockwell Automation/Allen-Bradley
Digital
Gther
Specialty
Catalog Number Description Vendor -
1794-1A16 16 Point 120V AC Input Rockwell Aut.
1794-1A8 8 Point 120V AC Input Rockwell Aut..|
1794-1A81 8 Point 120V AC Isolated Input Rockwell Aut.|=
1794-1B10XOB6 10 Input/6 Output 24V DC, Sink/Source Rockwell Aut. !
1794-1B16 16 Point 24V DC Input, Sink Rockwell Aut. I
1794-1B16D 16 Point 24V DC Diagnestic Input, Sink Rockwell Aut.
1794-1B16XOB16P 16 Input/16 Output 24V DC, Sink/Protected Source  Rockwell Aut.
1794-1B32 32 Point 24V DC Input, Sink. Rockwell Aut.. ™
<[ i ] »
70 of 70 Module Types Found
[ Closean Creats

2. Select the 1794-IB16 module from the list, and then select Create.
The New Module dialog displays.

New Module B i
Type 1794481678 16 Point 24¥ DC Input, Sink
Vendor Allen-Bradisy
Parent FLEX_I01_Adapter
Mamme: FLEX,D\ginal,\npm e [0 =
Descriptian =
=
Comm Fomat: | Riack Optimization =l

Revidon: || I = Electioric Keying: [Compatile Keying |

[¥ Open Module Properties Cancel Help

3. Enter the following parameters:

Name FLEX_Digital_Input
Slot 0

Comm Format Rack Optimization
Electronic Keying Compatible Module

4, Select OK to save the configuration.
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The digital input module appears in the I/0 configuration that is indented under the

1794-AENTR adapter.

B30 Configuration

1756 Backplane, 1756-A7

[0 [1] 1756-L85E ControlLogix5580

== Ethernet

fl 1756-L85E ControlLogix5580

-9 1T94-AENTR FLEX_ID_Adapter

=4 FlexBus
Lo il

Add the Digital Output Module

1. From the I/0 Configuration tree, right-click the remote 1794-AENTR adapter, and then

select New Module.

B2 /0 Configuration
391756 Backplane, 1756-A7
. [1]1756-L85E ControlLogix5580

Mew Madule...

|

Discover Modules...

& Cut
Copy
B Fate

Delete

Chil+
Chil+C
Chil+t
Del

TN,

The Select Module Type dialog openr.

Select Module Type
Catalog | Module Discovery | Favorites

[

Enter Search Text for Modute Type.

Clear Filters

Hide Filters A

[¥] Module Type Category Filters ¥ Module Type Vendor Filters

Analog Rockwell Automation/Allen-Bradley

Digital

Other

Specialty

Catalog Number Description Vendor E
1794-1V32 22 Point 24V DC Input, Source Rockwell Aut
1794-0A16 16 Point 120V AC Output Rockwell Aut
1794-0A8 8 Point 120V AC Output Rockwell Aut.| =
1794-0A81 8 Point 120V AC Isolated Output Rockviell Aut.|
1794-0B16 16 Point 24V DC Output, Source Rockwell Aut I
1794-0B16D 16 Point 24V DC Diagnostic Output, Source Rockwell Aut.
1794-0B16P 16 Point 24V DC Protected Output, Source Rockwell Aut.
1704-0B32P 32 Point 24V DC Protected Output, Source I

< |

I ] »

70 of 70 Module Types Found

[ Close on Create

2. Select the 1794-0B16 module from the list, and then select Create.
The New Module dialog opens.
[NewModale [

Type: 1734-0B16/4 16 Point 24¥ DC Dutput, Source
Wendar. Allen-Bradiey
Parent: FLE=_10_Adapter
Mame: [FLEX Digial Dutput s [T =
Description: | ;I
=l
Comm Format:

2

Revision:

Electronic Keying: | Compatible Keying 'l

¥ Open tModuls Properties

QK Cancel Help
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Tags created
by the system

b FLEX_IO_Adapter.... 3 L
Enter the new tag here q » Parts_Count COUNTER

32

3. Enter the following parameters:

Name FLEX_Digital_Output
Slot 1
Comm Format Rack Optimization
Electronic Keying Compatible Module

4, Select OK to save the configuration.

The digital output module appears in the I/0 configuration that is indented under the
1794-AENTR adapter.

B30 Configuration
E| 391756 Backplane, 1756-A7
ff0 [1] 1756-L85E ControlLogix5580
E| -,5‘?5 Ethernet
...... ..Ml 1756-L85E ControlLogix5580
E| @@ 1794-AENTR FLEX_|0_Adapter
okl FlexBus
@ [0] 173418164 FLEX_Digital_Input
Bl (1] 1794-0B16/4 FLEX_Digital_Output

Edit the Controller Tags

When you add modules to the I/0 configuration, the system creates tags for those modules to
¥se in the application program. For the example application you must add one more Controller
ag.
EI B Controller FLEX_10_Controller
el =B Contraller T.:u:]
------ I:I Contraller Fault Handler
------ [T Power- -Up Handler

1. Double-click the Controller Tags folder in the project window.

The Controller Tags dialog opens. You see the tags that are created for the 17794-AENTR
and digital /0 modules.

e —————

— P Scope: EmyFLEXIO adapter  w  Show. Al Tags v T

Name zz|~ Data Type Description Style

b FLEX_IO_Adapter... AB:1794_IB16:C:0

b FLEX_I0_Adapter.... INT Binary

b FLEX_IO_Adapter.... AB:1794_DO16:C:0

P FLEX_IO_Adapter.... INT Binary

b FLEX_IO_Adapter... AB:1794_AEN_8...

AB:1794_AEN_8...

2. Make sure you select the Edit Tags tab at the bottom of the Controller Tags dialog, and
then create the following tag:

Name Data Type
Parts_Count COUNTER

3. Close the Controller Tags dialog.
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Create the Ladder Program Next, create the example ladder program to test the 1/0.

=5 Controller FLEX_I0_Contraller
----- Contraller Tags
----- (23 Controller Fault Handler
----- 3 Power-Up Handler
=5 Tasks
EE‘@ MainT ask
El"Eg MairProgram

------ . Program T ags
b ainF outine
----- 3 Unzcheduled Programs

1. Double-click MainRoutine under the MainProgram folder, then enter the following ladder
program, using the tag that is previously created.

[i} e JF Count Up s
=] Counter  Parts_Count
e Preset 1000 &0k —
=] Accum 0+
[
[
(-]
[
[
[
: FLEX _IO_Adapter: O Data[2] Parts_Count
1 . JE RES ——
[
[
2 =]
[
= A
=] Move
=] Source Parts_Count ACC
e 0 &
=] Dest FLEX_1O_Adapter: O Data[1]
e Z#0000_0000_0000_0000 «
[
[
[
(Encl) “

2. Save the program.

Download the Program to the Controller

To download the program to the controller do the following:
1. Select the Communications menu and select Who Active.
The Who Active dialog opens.

%5 Who Active [_[O]x] I

I Aucbiowse [ Eerech |

25 Lirw Gateways, Ethemet

E-Q Workstation, SMKIT Go Orling I
5 AB_DF1-1,DF1 Upoad...
= AB_ETH. Ethemal

gl, 130.130.130.1, Computer, AB_ETH-1 Download
1756, ﬁfl
. 3 i 6 Recent...
- 02,1786 DHHIDJB 1756DHRI0/B
03, 1756.CHE/B, 1756-CHE/E
& 1301301303, 1794-4ENTR: FLEX 140 Ethemet Adapter, 1734, Apply
e [ Caneel
4] ¥
Help

Current Path: - AB_ETH-14130.130.130. 2B ackplane\0

™ Apply Cunent Path to Project

Path in Project <nonex

v

2. Select your Ethernet driver (for example, AB_ETH-1) and expand the tree through the
backplane of the local ControlLogix chassis.

3. Highlight the 1756-L85E ControlLogix 5580 controller and select Download.
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.

A Download dialog appears:
Download [ %]
& Dowrload to the controller:
Name: <noname>
Type:  1756-L85E ControlLogix 5580 Controller
Path:  AB_ETH-14130.130.130.24Backplaneh0

" Downinad I Cancel Help

Ly

Select Download.
The program downloads to the controller.
Minimize the Studio 5000 Logix Designer application.

Test the Example Application Test the example application by using a momentary switch to simulate a parts sensor.

1.

2.
3.

4.

Remove power from the FLEX |/0 modules and wire inputs 0 and 2 of the 1794-IB16
FLEX I/0 input module as shown.

1
Reset O O
L
Count o O
O O
0 2
+
W 1794-1B16
16(COM)
@

Restore power to the FLEX I/0 modules.

Restore the Studio 5000 Logix Designer application window and place the controller in
Run mode.

Repeatedly press and release the momentary switch at Input 0 (Count) on the 1794-1B16
input module.

Each time that you press the switch the Parts_Count accumulated value increments on
the screen and the status indicators of the 1794-0B16 output module increment in
binary.

CTU

I ountUn | Accumulated Value increments and moves to output module.
Counter Partz_Count |-
Preset 1000
! /4
Accum 21 Allen-Bradley 1794:0816
IR, 24 VDC SOURCE OUTPUT
o
- Move - @2
Source Parts_Count.ACC
1
Dest FLZ%—D'DDD—%%‘E%EBDDD'Pa&?gﬂ(_ - 01 2 3 45 6 7 8 9 10 11 1213 14 15

Status Indicators on output module increment in binary.

Press and release the momentary switch at Input 2 (Reset) on the 1794-IB16 input
module.

The accumulated value of the Parts_Count reset to zero and all status indicators on the
1794-0B16 output module turn off.

For more information, see FLEX I/0 Digital Input Modules Installation
Q Instructions, publication 1794-IN093 and FLEX 1/0 Digital DC Output Modules
Installation Instructions, publication 1794-IN094.

This completes the rack-optimized Discrete |/0 example.

34

Rockwell Automation Publication 1794-UMO66E-EN-E - December 2025


https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1794-in093_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1794-in094_-en-p.pdf

Chapter 5

Overview

Set Up the Hardware

Analog 1/0 with Direct Connection

In this example you add analog input and output modules to the FLEX I/0 configured with two
digital /0 modules in the previous chapter. Analog modules default to direct connection, so
you open a direct connection to each analog module while still using a single rack-optimized
connection for the two digital /0 modules.

To test the system, the example of the previous chapter is modified to send a signal to one of
the analog output channels and read the signal back in through one of the analog input
channels.

Change the system hardware setup of the previous chapter to that shown in Figure 4, adding
the FLEX 1/0 analog input and output modules to the DIN rail with the 1794-AENTR adapter and
digital /0 modules.

Figure &4 - Example Hardware Setup

T794-AENTR

FLEX 1/0
St 0123 130301303

o == M m |m Slot 0 1 2 3
Local © @ Data —— = == == ==
chassis 2 > f-'__[w:; ‘zié

G E=— = = =

= ‘
) 1794-0B16 digital | 1794-0F4l

ControlLogix 5580 L_ 1756-EN2TR output module analog output
controller 130.130.130.2 module

1794-1B16 digital
input module 1794-1F4] analog

input module

130.130.130.1
Programming
terminal

« Inthe example application, the ControlLogix 5580 controller is in the slot that is shown
in Figure 4 in the ControlLogix chassis.

« Verify that the IP addresses for the controller network, the 1794-AENTR adapter, and the
programming terminal are correct.

«  Verify the position (slot) of the I/0 modules on the DIN rail.
«  Verify that all wiring and cabling is properly connected.

«  Make sure you have your communication driver (for example, AB_ETH-1or AB_LETHIP-1)
configured in RSLinx as described in Appendix B.
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Create the Example
Application

Add the Analog Modules to
the 1/0 Configuration

Perform the following steps to create the example application:
1. Start the Studio 5000 Logix Designer application.

2. From the main dialog File menu, select the project file from the previous chapter (for
example, FLEX_I0_Controller).

Save As [ %]

=l &) e =

Samples CHMET_L1_to PLCEACD
Cnzdn ACD CMet_Sender ACD
CNZDN_Cantraller ACD CansumerACD
CMET_L1_from_L1.ACD

Consumer_from_PLCE.ACD
CHET_L1_from_PLCEACD DeviceMet_Contraller ACD
CMET_L1_to_L1.ACD

DeviceMet_Controller2 ACD

Save jn: I =3 Projects

|

3

Save D I
j Cancel |

Help |

3. Save the file using a different name (for example, FLEX_I0_Controller_2).

File name:

|FLE»_I0_Cantraller_2

Save as ype: IHSLogix R000 Project File [*.ACD)

You must now add the analog I/0 modules to the 1/0 Configuration. In this example, you add a
1794-IF4l analog input module and a 1794-0F4l analog output module. Use these steps as a
guide when you are configuring different I/0 modules for your system.

IMPORTANT  Select Help on the configuration screens shown in this section if you
need assistance in selecting and setting the parameters.

Add the Analog Input Module to the 1/0 Configuration

[=-455 10 Configuration

—-E3 1756 Backplane, 1756-A7

{4 [1] 1756-L85E ControlLogix5580
&= Ethernet

- fla 1756-L85E ControlLogix5580

SR 1794-AENTR FLEX |0_Adapta
E-& FlexBus | f  Mew Module... I; I
& [0]1794-1B16/4 FLE

: Discover Modules...
@ [1]1794-0B1644 FL
Cut Cirl+
Copy Chil+C
B Fats Chrl+
Delete Del
Cross Reference Cri+E
Properties Alt+Enter
Frint 3
1. Right-click the 1794-AENTR adapter under the 1/0 Configuration folder, and then select

New Module.
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The Select Module Type dialog opens.

Select Module Type
Catalog | Module Discovery | Favorites|
Enter Sesrch Text for Module Type.
[¥] Module Type Category Filters [¥] Module Type Vendor Filters
Analog Rockwell Automation/Allen-Bradley
[¥] Digital
[¥] other
[¥] specialty
Catalog Number Desciiption Vendor -
1794-1E8 8 Channel 24V DC Non-lsolated Voltage/Current An... Rockwell Aut .|
1794-IE8H 8 Channel Analog Input /HART Rockwell Aut. |
1794-1E8XOE4 8 Input/2 Output Channel 24V DC Non-Isolated Volt... Rockwell Aut |~
1794-IF2XO0F2| 2 Input/2 Qutput 24V DC Isolated Analog Rockwell Aut. \
1794-1F41 4 Channel 24V DC Isolated Analog Input Rockwell Aut [l
1794-IF4ICF 4 Channel 24V DC Isolated Analog Input, Configurab... Rockwell Aut
1794-IF8IH 8 Channel HART Analog current Isolated Input Bockwol At 1%
<| [ »
70 of 70 Module Types Found
[] Close on Create Create Close Help

2. Select the 1794-IF4l analog input module from the list, and then select Create.

The New Module dialog opens.

General | Connection | Modue Infa | Configuration | Caliration |

Type: 17941414 4 Channel 24% DL |salated Analog Input
Wendor Allen-Bradley

Parent: FLEX_|0_Adapter

Marme: IFLEX_Ana\og_\nput Slat: |2 :jll
Desciiption ~

I

Comm Format: Ilnuut Dats

Fr 3

FRevisian:

Electronic keying: ICompatibIe Keying 2

I

Status: Offline Cancel

o]

Ay Help

3. Enter the following parameters:

Name FLEX_Analog_Input
Slot 2

Comm Format Input Datal”
Electronic Keying Compatible Keying

(1)
4, Select OK to save the configuration.

All analog Comm Formats use direct connection. The default here is Input Data.

The Module Properties Report dialog opens.
From the Connection view, adjust the Requested Packet Interval (RPI) to meet your

system requirements.

General Comnestion | Module Info | Configuration | Calbration |

Requested Packet Interval (RFI):
™ Inhibit Module

50.0=ms (2.0-750.0ms]

™ Major Fault On Controller If Connection Fails While in Run Mode

I~ Use Unicast Connection over Etherst/IP

Module Fault

Status: Offine ok | cacdl |

st | hee |

For this example you can leave it at the default 50 ms rate.
This RPI is used for the direct connection to this analog module.
The two rack connected digital I/0 modules continue to communicate at the RPI of the

rack connection.
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5. Select Apply to save the configuration.

6. On the Configuration tab, use the drop-down list to set the Voltage/Current Range for

Channel 0 to 0...10V - Binary.

Gieneral | Cornection | Module Infa  Configuration I Calibration

Inpaat WoltageiCurrent Conversion Lowe Pass

Channel Range Rate Time Constant
a 0to 10V - Birany x|[1200Hz *jMone Jad
1 4to 20 mA, - Signed 2's Complement x|1200Hz |*jNone Jad
2 4 to 20 ma, - Signed 2's Complemert >|[1200Hz |*|None Jhd
3 4to 20 ma - Signed 2's Complement >|[1200Hz = Mone i

Real Time Sample: ID _|: ms

™ Intereave Module Interupts

0¢ | cacel | s | Hep |

Status: Offline

This range allows you to monitor the output with a voltmeter when you test the
application. Leave the other channels at their default values.

Select Apply to save the configuration, and then 0K to close the dialog.

The analog input module appears in the 1/0 configuration that is indented under the
1794-AENTR adapter.

[=-455 10 Configuration
- 1756 Backplane, 1756-A7
ff0 [1] 1756-L85E ControlLogix5580
=25 Ethernet
- fl 1756-L85E ControlLogix5580
&9 1794-AENTR FLEX_I0_Adapter
E-& FlexBus
&P [0]1794-1B16/4 FLEX_Digital_Input
& [1]1734-0B16/4 FLEX_Digital_Output

Add the Analog Output Module to the 1/0 Configuration

1.

Under the 1/0 Configuration folder, right-click the remate 1794-AENTR adapter, and then
select New Module.

[=-455 10 Configuration
- 1756 Backplane, 1756-A7

[0 [1] 1756-L85E ControlLogix5580
&= Ethernet

| ﬂ MNew Module...

-

‘&3 [011734-B1E/A FLEX_D Discover Modules...
&P [1]11794-0B16/4 FLEX_|
LG [21TIHFAAAFLES An B Cut Clrl+
Copy Chil+C
B Fats Chrl+
Delete Del
Cross Reference Chil+E
Properties Alt+Enter
Frint 3
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The Select Module Type dialog opens.

Select Module Type
[ Catalog [Module Discovery | Favories|
Enter Search Text for Module Type.
[¥] Module Type Category Fitters [¥] Module Type Vendor Filters
Analog Rockwell Automation/Allen-Bradley
[¥] Digital
[¥] other
Specialty
Catalog Number Description Vendor E
1794-OE4 4 Channel 24V DC Non-Isolated Voltage/Current An... Rockwell Aut..|
1794-OE8H 8 Channel Analog Output /HART Rocowell Aut..|
1794-OF41 4 Channel 24V DC Isolated Analog Output Rockwell Aut. ‘ 3
1794-OF8IH 8 Channel HART Analog Current Isolated Output Roclkwell Aut. 1
1794-0G16 16 Point 5V DC TTL Output Rockwell Aut..—
1794-0M16 16 Point 240V AC Output Rockwell Aut.
1794-OM8 8 Point 220V AC Output Rockwell Aut..
4| e 13
70 of 70 Module Types Found
[] Close on Create Create Close Help

2. Select the 1794-0F4l module from the list, and then select Create.
The New Module dialog opens.

New Module |
Tupe: 1794-0F41/4 4 Channel 244 DC |solated Analog Output, Source
Wendar: Aller-Bradiey
Parent; FLEX_|0_Adapter
i IFLEX_Analug_Dulpul Slat |3 j

Description: I

Comm Format: | Dutput Dats

Fievision: |1_ 1 _I:j

[ Open Module Properties oK I: I Cancel Help

3. Enter the following parameters:

Name FLEX_Analog_Output
Slot 3

Comm Format Output Data'!
Electronic Keying Compatible Keying

(1) All analog Comm Formats use direct connection. The default here is Output Data.

4, Select OK to save the configuration.
The Module Properties Report dialog opens.
5. On the Connection tab, adjust the RPI to meet your system requirements.

General Connection |Modu|e|nlo| Conf\gurationl Calibralionl

Requested Packet Interval (RPI): I 50.03: ms (2.0 - 750.0 ms)
I Inhibit Madule

™ Maijor Fault On Controller If Connection Faiks *hile in Run Mode

™ Use Unicast Connection over Ethertet/IP

tadule Fault

Status: Offline 0K I Cancel I Al I Help

For this example, change the RPI to 50 ms rate.
This RPI is used for the direct connection to this analog module.

The two rack connected digital I/0 modules continue to communicate at the RPI of the
rack connection.

6. Select Apply to save the configuration.
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7. Select the Fault/Idle Action tab.

General | Connection | Module Info  FaultAde Action | Configuration |

Communication Faull Behavior |Reset Outputs =1

Program Mode Behavior [Fesct Dutputs =

Channgl | Safe State Value
0 0
1 [1]
2 1]
3 [1]

Status: Offine: 0K | Cancel | Apnll | Help |

For an explanation of these parameters, select Help.

8. On the Configuration tab, use the drop-down list to set the Voltage/Current Range for
Channel 0 to 0...10V - Binary to match the input configuration of the 1794-0F4l module.

General | Connection | Module Info | Fauli/idie Action  Configuration |

Output “ottageCurrent Hold For Mote: Set OutputE nable in
Channel Renge Inttialization the output tag for this module,
0 |0to10v- Binay O o orie [1] or selecting "Hold
1 |4to20 ma - Signed 2's Complemert
2 |4to20 ma - Signed 2's Complement
3 |4to20 ma - Signed 2's Complemert

ml For Initialization' will have no
= affect

(RN ENENES

™ Interleave Module Intermupts

Status: Offfne 0k | Cancel | cph | heb |

9. Select Apply to save the configuration, and then 0K to close the dialog.

The analog output module appears in the 1/0 configuration that is indented under the
1794-AENTR adapter.

=45 1/0 Canfiguration
- 1756 Backplane, 1756-A7
- ff [1]1756-L85E ControlLogix5580
2).2% Ethemnet
ﬂ{l 1756-L85E ControlLogix 5580
SN 1794-4ENTR FLEX_IO_Adapter
FlexBus
L& (0] 1794-B16 /4 FLEX_Digital_Input
& [1]1794-0B164 FLEX, Digital_Dutput
8 [2] 173444114 FLEX Arislon_Input
L@ [3]1794-0F 4148 FLEX_Aralag_Output

Edit the Controller Tags When you add modules to the I/0 configuration that the system creates Controller Tags for
those modules. For the example program, you must add one mare Controller Tag.

EB Controller FLEX_I0_Controller

ISR Controller Tags
t [0 Controller Fault Handler
i - FPower-Up Handler

1. Double-click the Controller Tags folder in the project window.

2. New tags have been added for the analog I/0 modules.
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New tags created

by the system for
the analog

Enter the new tag here ———

Modify the Ladder Program

<7 Controller Tags - FLEX_I0_Controller(controller)
Scope
Name
b FLEX_I0_Adapter.0:C
b FLEX_10_Adapter:0:l

=zl+ Alias For

» FLEX_I0_Adapter:1:C
bFLEX_IO_Adapter:1:0

b FLEX_10_Adapter:2:C

FFLEX_IO_Adapter:2:l

b FLEX_IO_Adapter:3:C

b FLEX_IO_Adapter:3:1

b FLEX_10_Adapter:3:0
4.,

¥ FLEX_I0_Adapteril
b FLEX_IO_Adapter.0

b Parts_Count

FLEX_IO-Adapter...

FLEX_IO-Adapter...

-

[EFLEX_J0_Controllerico Show: All Tags

Base Tag

FLEX_O-Adapter...

FLEX_IO-Adapter...

> T
Data Type Style
AB:1794_1B16:CO
INT Binary
AB:1794_DO16:C:0
INT Binary

AB:1794_IF41:C:0
AB:1794_IF4L10
AB:1794_OF4I.C:0
AB:1794_OF4l1:0
AB:1794_OF41:0:0
AB:1794_AEN_8...
AB:1794_AEN_S8...
COUNTER

Make sure you select the Edit Tags tab at the bottom of the Controller Tags dialog, and then
create the following tag:

Data Type

Analog_Test_Signal

TIMER

<7 Controller Tags - FLEX_10_Controller(controller)
Scope:  [EFE 0 Controllerico v Showe  All Tags

Name

b FLEX_IO_Adapter:0:C

=zl Alias For

b FLEX_IO_Adapter:0:l
b FLEX_IO_Adapter:1:C
PFLEX_IO_Adapter:1:0
b FLEX_IO_Adapter:2.C
P FLEX_IO_Adapter:2:l
b FLEX_IO_Adapter:3:C
b FLEX_IO_Adapter:31
» FLEX_IO_Adapter:3:0
P FLEX_IO_Adapter:]

» FLEX_IO_Adapter.O

b Parts_Count

» Analog_Test_Signal

FLEX_IO-Adapter... FLEX_O-Adapter...

FLEX_IO-Adapter.. FLEX_I0-Adapter...

g

hd B
Base Tag Data Type Style
AB:1794_IB16:C:0
INT Binary

AB:1794_DO16:C:O

INT Binary

AB:1794_IF41.C:0
AB:1794_IF4LLO
AB:1794_OF4L.C:O

AB:1794_OF4L1:0

AB:1794_OF41:0:0

AB:1794_AEN_8...

AB:1794_AEN_S8...

COUNTER
TIMER

Make the following change to the ladder program to test the new configuration.

=5 Controller FLEX_I0_Contraller

----- Cantraller Tags
----- 3 Controller Fault Handler
----- 3 Power-Up Handler

-3 Tasks

E’C_@ MainT ask

=28 MainProgram

----- Program T ags
5 b ainF outine

----- 3 Unzcheduled Programs

1.

Double-click Main Routine under the Main Program folder, and then add rungs 3 and 4 to

the ladder program.
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Analog_Test_Signal DM TOM
3 J/E Timer On Delay —EM>—
Tirmer Analog_Test_Signal —DN>—
Prezet 32000«
Accum Ik
b4 0
4 Mowe
Source Analog_Test_Signal ACC
[ |
Dest FLEX_10_Adapter:3:0.ChiData
[ |

2. Save the program.

Download the Program

To download the program to the controller do the following:

1.

Select the Communications menu, and then select Who Active.
The Who Active dialog opens.

% Who Active

¥ Autcbrowse | Hefrest I

EE Workstation, SEXNEDT =
+ Zx Ling Gateways, Ethemet

== AB_DF1-1,DF1
&5 AB_ETH-1, Ethemet
-~ [E 1301301301, Computer, 4B_ETH-1
188 Backplane, 17564774,
00, 1756-L85E ControlLogix55810,
- 02,1756-DHRIO/E, 1756-DHRID/E
- f| 03,1756-CMB/B, 1756-CNB/B

Go Online

Upload...

Download

Becent...

Plee R

: - & 130.130.130.3, 1794-4ENTR FLEX 1/0 Ethemet Adapter, 1794 — Apply
_ [————— . LI Cancel
| | H
Help
Current Path:  AB_ETH-14130.130.130.2%B ackplansi0

™ Apply Current Path to Project

Fath in Project: <nonex

/)
Select your Ethernet driver (for example, AB_ETH-1) and expand the tree through the
backplane of the local ControlLogix chassis.

Highlight the controller and then select Download to download the program to the
1756-L85E ControlLogix 5580 controller.

A Download dialog appears:

&

Download to the controller:
Mame: Flex_|0_Controller
Type:  1756-L1/4 ControlLogix 5550 Controller
Path:  4B_ETH-14130.130.130.24B ackplanet0

Cancel | Help |

Select Download.
The program downloads to the controller.
Minimize the Studio 5000 Logix Designer application window.
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Test the Example
Application modules:

Use the following procedure to test the operation of the FLEX 1/0 analog input and output

1. Connect analog output channel 0 on the 1794-0F4l/A module to analog input channel 0
on the 1794-IF4l/A input module.

V| IR
QOO
23

1794-IF41

'

=]

QOO
2 3

1794-0F 4

2. Restore the Studio 5000 Logix Designer application window and place the controller in
Run mode.

3. Select the Controller Tags folder, and then select the Monitor view.

Scope: IFIex_ID_EontroIIer[cnj Show: IShUW Al LI Sart: ITag Mame j
Tag Mame 2 | Walue € | Force Mask € | Style Type
[+-FLEX_|0_Adapter:0:.C Ioaad el AB:17)
[+-FLE>_|0_Adapter:0:| 2#0000_000. .. Binary IMT
[+-FLEX_|0_Adapter:1:C Ioaad el AB:17)
[+-FLEX_|0_Adapter:1:0 2#0000_000. .. Binary IMT
[+-FLEX_|0_Adapter.2:.C Ioaad el AB:17)
[=I-FLE*_|0_Adapter: 2:| Ioaad el AB:17)
[+-FLE*_I0_Adapter: 2:1.F ault 2#0000_000. .. Binary DIMT
[+ FLEX_I0_Adapter:21.Ch0Data (z546)) Decimal INT
[+-FLE*_I0_Adapter:2:|.Ch1D ata 1] Decimal IMT
[+-FLE*_I0_Adapter: 2:|.Ch2D ata o Decimal IMT
[+-FLE*_I0_Adapter:2:|.Ch3D ata o Decimal IMT

4. Monitor channel 0 of the 1794-IF4l input module (FLEX_I0_Adapter:2..ChOData).

The value slowly rises to approximately 32000, resets to zero, starts rising again, and so
on, as the output of the timer is received from the 1794-0F4! output module.

Rockwell Automation Publication 1794-UMO66E-EN-E - December 2025

For information on wiring and troubleshooting the I/0 modules, see FLEX 1/0
Isolated Analog Output Module Installation Instructions, publication
1794-IN0S7 and FLEX 1/0 Isolated Analog Input Module Installation
Instructions, publication 1794-IN038.

This completes the direct connection analog 1/0 example.
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Notes:
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Appendix A

Interpret Status Indicators

The faceplates of the 1794-AENT and 1794-AENTRXT adapters are provided with status
indicators that display the Module Status, Network Status, and Link Status for both links.

Status Indicators

Figure 5 - 1794-AENTR, 1794-AENTRXT Module

Network ~_|

Module status

Link 1 status

Link 2 status —1["|

Allen-Bradley

Frex 70

EtherNet/IP
REDUNDANT MEDIA
ADAPTER
1794-AENTR

IP ADDRESS

SUBNET MASK

(MY

& ETHERNET ADDRESS 00:00:BC:06:00:37

1100

(]|

1794-AENTR shown

Use Table 3 to determine the indicator conditions and status.

Table 3 - Status Indicator Identification

Indicator State Status
0ff No link exists. Verify network cabling. Correct as
necessary.
Solid green Link exists at 100 Mbps.

Link Tor Link 2 (individually)

Flashing green

I/0 is being transmitted or received at 100 Mbps.

Flashing yellow

/0 is being transmitted or received at 10 Mbps.

Solid yellow

Link exists at 10 Mbps.

Module Status Indicator

off

No power. The adapter does not have 24V DC power.
Make sure that power is supplied to the adapter.

Flashing green

Standby. The adapter is not configured. Configure
the adapter.

Green

Operational. The adapter is operating correctly. No
action required.

Flashing red

Minor fault. A recoverable fault has been detected.
This could be caused by an incorrect or inconsistent
configuration.

Check the configuration and reconfigure as needed.

Solid red

Major fault. An unrecoverable fault has been
detected. Cycle power to the adapter. If this does not
clear the fault, replace the adapter.

Flashing red/green

Self-test. The adapter is performing a power-up self-
test. Wait until it is completed.
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Table 3 - Status Indicator Identification (Continued)

Indicator State Status

Not powered. No IP address. The adapter is not
powered or does not have an IP address.

0ff Verify that there is power and that the adapter is
correctly wired to the power supply.

Make sure that the adapter is configured.

No connection. The adapter has obtained an IP

Flashing green address, but has no established connections.

. CIP connections. The adapter has an IP address and
Network Status Indicator Green at least one established connection.

Connection timeout. One or more of the connections

Flashing red in which the adapter is the target has timed out.

Duplicate IP address. The adapter has detected that
Red its IP address is already in use. Configure the adapter
with a unique IP address.

Self-test. The adapter is performing power-up self-

Flashing red/green test.
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Appendix B

Configure the RSLinx Ethernet Communication
Driver

Read this appendix to install and configure the AB_ETH driver.

About the Ethernet To communicate with your 1794-AENTR or 1794-AENTRXT adapters over your network, you must

T : configure the RSLinx Ethernet communication driver (AB_ETH). You can configure the AB_ETH
Communication Driver driver with the IP addresses of all Ethernet devices on your system. You need this driver to
download the example application programs in this manual.

Install the RSLinx Software Yo can download and install RSLinx software from the Product Compatibility and Download
Center at rok.auto/pcdc.

Configure the AB_ETH Driver 1o configure the AB_ETH Ethernet communication driver perform the following steps:
1. Start the RSLinx software.

"Q} RS5Linx Professional - [RSWho - 1]

-Eile Edit “iew EEVGTEENGEE Station DDE/OPC  Security ‘window Help o Elll

EIEI Sl@ RSWho |

Configure Drivers... L r
v Autob ===
(22 Avfiase |: Configure Shortcuts.. k ST

Configure Client &pplications. .. E E E
Configure CIP Options. ..
Configure Gateway... Linx Gateways AB_KT-1Data  AB_KTC-1

g AB_KTCA Ethernet Highway Plus Contralet
Diriver Diagnostics. ..

CIP Diagnostics...

Gateway Diagnostics...

Canfigure communication hardware e 08/21/00 | 09:404M 2
From the Communications menu, select Configure Drivers.

From the Available Driver Types drop-down menu, select Ethernet Devices, and then
select Add/New.

The Add New RSLinx Driver dialog box appears.

Choose a name for the news driver.
[15 characters maximum]

JaB_ETH-1
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Appendix B Configure the RSLinx Ethernet Communication Driver

4. Select the default driver name (for example, AB_ETH-1) or type in your own name and
select OK.

The Configure driver dialog appears with the Station Mapping tab open.

Configure driver: AB_ETH-1 EHE
Station kapping |
Station | Host Hame Add Mew
a
1 [130130.1302 || __Deee |
B3 Crivver
QK | Cancel | Lol | Help |

b. Select Add New and enter the IP address or Host Name of your Ethernet device (for
example, 130.130.130.2, “PumpT”).

Repeat step 5 for each additional Ethernet device that you need to access.

When you are done entering the IP addresses, select Apply and then select OK to close
the Configure driver dialog.

The new driver appears in the list of Configured Drivers. Your list displays the drivers
that you have configured on your workstation.

Configure Drivers EHE
—Awailable Driver Types:
Lloze I
IEthemet devices j Add Mew... |
Help |

r— Configured Drivers:

| Mame and Description Status
H [Bunning 3 Configure. ..

BE KT DH+ Stal AddrD700 RUNMING Funning —l
AB_KTC-1 CHet Mode:17 Addrd000 IntrMone BUNKING Running . |
Start |
Stop |
Delete |

8. Close the RSLinx software.
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Overview

Adapter Web Dialogs

The web server web pages of the FLEX |/0 adapter offer extensive internal and network
diagnostics. To view the web pages, enter the IP address of the FLEX 1/0 adapters into your
browser.

Enable or Disable the Web From firmware revision 2.013 onwards:

Server

» The web server is disabled by default or when the module is reset to factory default.

The web server monitors web page usage and locks you out of the current session if no
input or movement is detected for 3 minutes. For more information, see Session
Timeout - Inactivity Timeout on page 51.

The following table shows the default behavior of the web server for each firmware revision of

the adapter:

Table 4 - Default Behavior of the Web Server

Firmware Revision Web Server is Enabled by Default |Web Server is Disabled by Default
1.016 Yes No

1017 Yes No

2.0M Yes No

2012 Yes No

2.013 or later No Yes

You can enable or disable the web server using one of the following methods:
+  Module Properties window
»  CIP Explicit message

Enable or Disable the Web Server using Module Properties Window
1. Verify that adapter is in Inhibited Mode.
2. Open the adapter Module Properties window.
3. Go to Servers tab, then do the following:

a. To enable web server, select Enable checkbox for Hypertext Transfer Protocol
(HTTP), then select Set.

b. To disable web server if it is already enabled, clear the Enable checkbox for HTTP,
then select Set.

4, Select OK to close the Module Properties window.
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50

Tne ez I

General Conmection  Module Info  Intemet Protocel  Port Configuration  Metwork  Servers

[ ] Ensbie | Hame Port Protocol |
| ] | Simple Network Protocol (SNMP) 161 UDP
|= ] | Hypertext Transfer Protocol (HTTP) 80 TCR
Refresh
Status: Inhibked Cancel Help:
Enable or Disable the Web Server using CIP Explicit Message
Use the following CIP messages to enable or disable the web server:
o Class: 0xFb
» Instance: 1
o Attribute: NA
« Service: 0x4C
Disable web
- server 0x01 0x50 0x00 0x06 0x00
Enable web
server 0x01 0x50 0x00 0x06 0x01

IMPORTANT Toreduce the likelihood of exploitation and associated security risk, we
recommend that you keep the web server disabled. If you need to
enable web server, secure the network (for example, use a firewall). See

the System Security Design Guidelines Reference Manual,

publication SECURE-RMOO0T1 for guidelines.
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Appendix C Adapter Web Dialogs

Log in to the Web Server

When you enter the IP address of the module into your web browser, the Login page appears
as shown in the following example. You must authenticate with your credentials before you
can access the web server.

Login

Username:

Password:

Log In Clear

Mandatory First-time Password Change

You must change the default password after you log in to the web server for a module that is in
the out-of-box state, or when the module has been reset to factory default.

After you log in with the default username and password, the Change Password page appears
as shown in the following examples.

Default login example

Login

Usermame:

Password:

Administrator

Change password example

Change
Password

New Password:

Confirm

Password:

Log In Clear Update Clear

Leave thelz password field blank.

Unsuccessful Login Attempts

An “Incorrect username and/or password!" error message displays for the first and second
unsuccessful attempts. On the third unsuccessful attempt, an “Incorrect Credentials. Login
Failed..” error message displays and you are locked out of the web server for one minute.

First and second unsuccessful login attempts Third unsuccessful login attempt

Login Login

Username:

Password:

Administrator

--------

Usemame:

Administrator

Password: ~ |eessssss

Log In Clear
Log In Clear

Session Timeout - Inactivity Timeout

Starting with firmware revision 2.012, the web server monitors webpage usage and
automatically logs out of the current session after 10 minutes of inactivity. This timeout is
reduced to 3 minutes in firmware revision 2.013 or later. The web page returns to the default
Login page after current session expires. If you wish to continue the session, you can log in
again with your existing access.
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Access the Home Page of

the Web Server

To display and work with the adapter diagnostics home page, follow these procedures.

IMPORTANT  Make sure that your PC Internet LAN setting and your TCP/IP settings
are configured to access the subnet on which your adapter

communicates.

1. From your web browser, enter the adapter IP address to see the home page.

Enter the adapter IP address —% /1192168117

ﬁ 1734-2ENTR FLE® Ethernet Adapter

to see the home page.

Access Diagnostic
Information

< Favoites

Home

Expand Minimize

Home
Diagnostics
Diagnostic Overview
Network Settings
Ethernet Statistics
I/O Connections
Configuration
Identity
Network Status
Services

*2 (| X IA"’ Live Search

M

| = + Page~ Sah

@ Allen-Bradiey QoY AENTR/A 1

Module Name
Module Description
Module Location
1P Address
Ethernet Address (MAC)
DHCP Enabled

Serial Number
Product Revision

Firmware Version Date

1794-AENTR/A

User Entered Text

User Entered Text Resources
Migit AB.com for

192.168.1.1 from Switches informaticn

00:00:BC:CC:91:D7
False Contacts
Awaiting Connection

40505323

1.011 Build 7

Jan 19 2012 17:24:59

2. From the home page, select Expand to show options, or minimize to see Diagnostics

and Configuration.

You can view FLEX 1/0 dual-port EtherNet/IP adapter specific diagnostic information, such as
CIP Connection Statistics and Refresh Rate by selecting Diagnostic Overview on the

navigational panel on the left.

Select tabs to see the
corresponding page.

Select Diagnostics
options to see
corresponding
pages.

BRI EE 1794-AENTR/A

Rockwell
Automation

DiagnosN Overview N_Network Settings N Ethernet Statistics N I/O Connections S

B tome
ﬁ Diagnostics

Diagnostic Overview
Network Settings
Ethernet Statistics
I/O Connections
ﬁ Configuration

Ring Status
Network Topology
Network Status

Ring Supervisor

System Resource Utilization
CPU Utilization

ule Setting
Linear Switches 3
Normal
00:00:00:00:00:00
0.0.0.0

23.8% (23.8%[pk])

Refresh Rate [sec] |15

Type a refresh rate.

Download EDS files

Module Uptime

CIP Connection Statistics
Current CIP Msg Connections
CIP Msg Connection Limit

Max Msg Connections Observed
Current CIP I/O Connections
CIP I/O Connection Limit

Max I/O Connections Observed
k Conn Opens

Open Errors

Conn Closes

Close Errors

Conn Timeouts

LED Status :
Module Status O
MNetwork Status [ ]

UINZ3m: 225

for your adapter.

52

P Get 1794-AENTR EDS Files

Other EDS Files
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Network Settings Page

To use the Network Settings page for network-related information, select Network Settings tab
at the top of the page or panel on the left.

Y 1794-AENTR/A . |

Minimize

El Home

Dizgnostics
Diagnostic Overview
Network Setti
Ethernet Statistics
I/O Connections

Configuration

Diagnostic Owverview

Network Interface
Ethernet Address (MAC)
IP Address

Subnet Mask

Default Gateway
Primary Name Server
Secondary Mame Server
Default Domain Name
Host Name

Name Resolution

Network Settings “,_Ethernet Statistics N, I/O Connections ™\

00:00:BC:CC:91:D7

Ethernet Port 1
Interface State

Ethernet Interface Configuration

Obtain Network Configuration

192.168.1.1 Link Status
255.255.255.0 Media Speed
0.0.0.0 Duplex
0:0:0:0 Autonegotiate Status
0.0.0.0
Ethernet Port 2
Interface State
DNS Disabled Link Status
Media Speed
Duplex

Static
Autonegotiate Status

Enabled
Active
100Mbps
Full Duplex

Media speed and
duplex found

Enabled
Active
100Mbps
Full Duplex

Media speed and
duplex found

Ethernet Statistics Page

To use the Ethernet Statistics page for information about the Ethernet link and interface and
media counters, select Ethernet Statistics tab at the top of the page or from the panel on the
left.

PR 1 794-AENTR/A Automation |

Minimize

El Home
ﬁ Diagnostics
Diagnostic Overview
MNetwork Settings
Ethernat Statistics
Lo ections

Configuration

Diagnostic Overview N Network Settings N Ethernet Statistics N,_I/O Connections ™\

Ethernet Port 1
Interface State
Link Status
Media Speed
Duplex

Ethernet Port 2
Interface State
Link Status
Media Speed

Duplex

In Octets

In Ucast Packets
In NUcast Packets
In Discards

In Errors

In Unknown Protos
Out Octets

Out Ucast Packets
Out NUcast Packets
Out Discards

Out Errors

Autonegotiate Status

Autonegotiate Status

Interface Counters

Refresh Rate [sec] I‘IE

Media Counters Port 1

Enabled Alignment Errors
Active FCS Errors
100Mbps Single Collisions

Full Duplex Multiple Collisions

Media speed and duplex SQE Test Errors

found .
Deferred Transmissions
Late Collisions

Enabled Excessive Collisions

Active MAC Transmit Errors

100Mbps Carrier Sense Errors

Full Duplex Frame Too Long

Media speed and duplex UHE HERETE S

found
Media Counters Port 2
Alignment Errors
770245 FCS Errors
2501 Single Collisions
724 Multiple Collisions
o SQE Test Errors
0 Deferred Transmissions
0 Late Collisions
617352 Excessive Collisions
1637 MALC Transmit Errors
103 Carrier Sense Errors
0 Frame Too Long
0 MAC Receive Errors

Bl c B o Bl o (BN o (BN o B o

B o Bl o Bl o B8 o (B o BN o
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1/0 Connections Page

To use the 1/0 Connections page for CIP I/0 (Class 1) connection information, select 1/0
Connections tab at the top of the page or panel on the left.

@ Allen-Bradiey . / e
il 1794 AENTR A Automation
Diagnostic Overview | Network Settings | Ethernet Statistics Y [/O Connections
[ Home
Diagnostics Refresh Rate [sec] |15

Diagnostic Overview ” = =
e tal et Conn #/Uptime Rcv/Xmt Conn. ID Source Dest Multicast Addr. RPI Lost Pkts Size
Ethernet Statistics

@ /o ﬁme:ﬁons
(54 configd_bion

Access Configuration Pages To work with the Configuration pages, follow these procedures.

IMPORTANT The values on these pages are in nonvolatile memory. Changes to these
parameters do not take effect until you reset or cycle power through
the FLEX I/0 adapter.

IMPORTANT  If you set the value of the adapter switch to 888 and then power cycle
the module, the following occurs:

The DHCP Enabled function is enabled (set to True).

The Ethernet link is negotiated automatically. The Auto Negotiate
function is set to True.

For adapter with firmware revision 2.012 or earlier, the web server gets
enabled.

For adapter with firmware revision 2.013 or later, the web server gets
disabled.

The Ethernet ports are disabled. Both ports are re-enabled once the
switches are returned to their previous value and power is cycled.
The password for this page resets to the factory default, which is
“<blank>"

Note the value of the switches before you enter the 888 value because
you must return the adapter to those values once this process is
complete.

1. From the home page, select Configuration or Expand to see the Configuration options, if

needed.

2. From the Configuration page, select one of the following:

- ldentity
o Network
« Services

A sign in dialog opens as shown. The dialog may vary in appearance depending on your
operating system and browser.

Sign in to access this site

Autharization required by http://192.168.1.9
Your connection to this site is not secure

Username | |

Password
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3. Tosignin, noting that the values are case-sensitive, follow these steps:
a. Enter "Administrator” in the Username field.

b. Enter the password you used to log in into the module’s web page into the Password
field.

c. Select Sign in. After you sign in, you can go to any of the Configuration pages without
having to sign in again.

Device Identity Page

To use the Device Identity page to make entries for the device name, device description, and
device location, select Device Identity from the tab at the top of the page or panel on the left.

@ Alien-Bradley 1794-AENTR/A Auromaﬁou: |

Minimize Tdentity ™_MNetwork Configuration ™ Services ™

m Home

D Diagnostics Device Information

& configuration Host Name [1794-AENTR
Identity
Networle Module Description I'I?94-AENTR
Services

Maodule Location I

Apply C nges

Mote: Special characters (eg. &, ?) are not supported. Values on this page are in non-volatile memory.
Changes to these parameters do not take effect until the module has been reset or power cycled.

Network Configuration Page

To use the Network Configuration page to make entries for enabling or disabling DHCP and
setting TCP/IP parameters and Ethernet link operation, select Network Configuration tab at
the top of the page or panel on the left.

Y] 1794-AENTR/A Aot

Identity  Network Configuration \_Services

D home
Diagnostics. Initial Network Configuration
&3 configuration Ethernet Interface Configuration Static -
Tdentity
Netupric
oL Network Interface
IP Address 192.168.1.1
Subnet Mask 255.255.255.0
Gateway Address 0.0.0.0
Primary Name Server 00.0.0
Secondary Name Server 0.0.0.0
Domain Name
Ethernet Link Port 1
Port 1 Enabled Enabled =

Autonegotiate Status Autonegotiate Speed and Duplex ¥
Select Port Speed 100 Mbps |5
Select Duplex Mode Half Duplex

Ethernet Link Port 2

ot 2 Enabied [Ensbiea =]
Autenegotiate Status Autonegotiate Speed and Duplex ¥
Select Port Speed [700 Mbps [

Select Duplex Mode [FatfDuplex 5]

Apply Changes

Note: Special characters (eg. &, ?) are not supported. Values on this page are in non-volatile memory.
Changes to these parameters do not take effect until the module has been reset or power cycled.
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m Home

Diagnostics
Configuration
Identity
Network

Services

@ Allen-Bradley

Minimize

Device Services Page

To use the Services page to change the password for the Configuration webpage or disable the
web server, select Device Services tab at the top of the page or panel on the left.

1794-AENTR/A

Identity ™, Network Configuration Y Services

Rockwell
Automation

Service Description Status Enable

HTTP Web Server Running I~

Set Password

New Password

Apply Changes

Confirm Password

Mote: Special characters (eg. &, ?) are not supported. Values on this page are in non-volatile memory.
Changes to these parameters do not take effect until the module has been reset or power cycled.

Copyright @ 2011, Rockwell Automation, Inc. All rights reserved.

& O A Notsecure | 19216819

LWIERE Y 1794-AENTR/A Ratustien

| s ez [CEEER

[ home
S viagrostes
(d configuration

Logout

Web Page Logout

From firmware revision 2.013 onwards, the module’s web page includes a Logout option.

Gt @ - O

Module Name 1794-AENTR/A
Host Name
Module Description User Entered Text e
Module Location User Entered Text Visit AB.com for additional
1 Address 192.168.1.9 from Switches i
Ethernet Address (MAC) 5C:88:16:AE:SF:A7

Contacts
DHCP Enabled False
Status Awaiting Connection
Serial Number DO2EF945
Product Revision 2.013 Build 7

Firmware Version Date Jan 20 2025 18:35:49

Copyright ©, 2021 Rockwell Automation, Inc. All Rights Reserved.

56

Log out from the module’s web page before closing the tab or browser. The Logout option
disables write operations to the Configuration web pages and returns you to the default Login
page. To continue, you will need to log in again with your existing credentials.
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Use these resources to access support information.

Find help with how-to videos, FAQs, chat, user forums, Knowledgebase, and product

i e . !

Technical Support Center notification updates. rok.auto/support

Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport
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