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BEGKHOFF Notes on the documentation

1 Notes on the documentation

This description is intended exclusively for trained specialists in control and automation technology who are
familiar with the applicable national standards.

The documentation and the following notes and explanations must be complied with when installing and
commissioning the components.

The trained specialists must always use the current valid documentation.

The trained specialists must ensure that the application and use of the products described is in line with all
safety requirements, including all relevant laws, regulations, guidelines, and standards.

Disclaimer

The documentation has been compiled with care. The products described are, however, constantly under
development.

We reserve the right to revise and change the documentation at any time and without notice.

Claims to modify products that have already been supplied may not be made on the basis of the data,
diagrams, and descriptions in this documentation.

Trademarks

Beckhoff®, ATRO®, EtherCAT®, EtherCAT G®, EtherCAT G10®, EtherCAT P®, MX-System®, Safety over
EtherCAT®, TC/BSD®, TwinCAT®, TwinCAT/BSD®, TwinSAFE®, XFC®, XPlanar®, and XTS® are registered
and licensed trademarks of Beckhoff Automation GmbH.

If third parties make use of the designations or trademarks contained in this publication for their own
purposes, this could infringe upon the rights of the owners of the said designations.

—
EtherCAT.

EtherCAT® is a registered trademark and patented technology, licensed by Beckhoff Automation GmbH,
Germany.

Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The distribution and reproduction of this document, as well as the use and communication of its contents
without express authorization, are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event that a patent, utility
model, or design are registered.

Third-party trademarks

Trademarks of third parties may be used in this documentation. You can find the trademark notices here:
https://www.beckhoff.com/trademarks.

CX20x3 Version: 1.4 5


https://www.beckhoff.com/trademarks

Notes on the documentation BECKHOFF

1.1 Representation and structure of warnings

The following warnings are used in the documentation. Read and follow the warnings.

Warnings relating to personal injury:

A DANGER

Hazard with high risk of death or serious injury.

Hazard with medium risk of death or serious injury.

A CAUTION

There is a low-risk hazard that can result in minor injury.

Warnings relating to damage to property or the environment:

There is a potential hazard to the environment and equipment.

Notes showing further information or tips:

d This notice provides important information that will be of assistance in dealing with the product or
1 software. There is no immediate danger to product, people or environment.

Version: 1.4 CX20x3
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Notes on the documentation

1.2 Documentation issue status

Version Changes

1.0 First version

1.1 Chapters “Power supply” and “Technical data”
adapted.

1.2 Chapters “Changing the fan cartridge” and “Selecting
the appropriate CX2100 power supply” adapted.

1.3 Chapters “Technical data”, “Care and maintenance”,
and “Accessories” adapted.

1.4 Chapters “Product overview*, “Types”, and
“Diagnostic LEDs” adapted.

CX20x3 Version: 1.4



For your safety BEGKHOFF

2 For your safety

Read the chapter on safety and follow the instructions in order to protect from personal injury and damage to
equipment.

Limitation of liability

All the components are supplied in particular hardware and software configurations appropriate for the
application. Unauthorized modifications and changes to the hardware or software configuration, which go
beyond the documented options, are prohibited and nullify the liability of Beckhoff Automation GmbH & Co.
KG.

In addition, the following actions are excluded from the liability of Beckhoff Automation GmbH & Co. KG:

 Failure to comply with this documentation.
* Improper use.

* Use of untrained personnel.

» Use of unauthorized replacement parts.

2.1 Intended use

The embedded PC is a modular control system for use in machine and system engineering for automation,
visualization and communication. The system is scalable so that the basic PC modules, power supply units,
system modules and extension modules can be plugged together as required.

The embedded PC is designed for installation in a control cabinet or terminal box and is used together with
Bus or EtherCAT Terminals to receive digital and analog signals from sensors and output them to actuators
or forward them to higher-level controllers.

The Embedded PC is designed for a working environment that meets the requirements of protection class
IP20. This involves finger protection and protection against solid foreign objects up to 12.5 mm, but not
protection against water. Operation of the devices in wet and dusty environments is not permitted, unless
specified otherwise. The specified limits for electrical and technical data must be adhered to.

Improper use

The Embedded PC is not suitable for operation in the following areas:
» Potentially explosive atmospheres.
« Areas with an aggressive environment, e.g. aggressive gases or chemicals.

 Living areas. If the devices are to be used in living areas, the relevant standards and guidelines for
interference emissions must be adhered to, and the devices must be installed in housings or control
boxes with suitable shielding.

2.2 Staff qualification

All operations involving Beckhoff software and hardware may only be carried out by qualified personnel with
knowledge of control and automation engineering. The qualified personnel must have knowledge of the
administration of the Industrial PC and the associated network.

All interventions must be carried out with knowledge of control programming, and the qualified personnel
must be familiar with the current standards and guidelines for the automation environment.

2.3 Safety instructions

The following safety instructions must be followed during installation and working with networks and the
software.

8 Version: 1.4 CX20x3



BEGKHOFF For your safety

Mounting

» Never work on live equipment. Always switch off the power supply for the device before installation,
troubleshooting or maintenance. Protect the device against unintentional switching on.

» Observe the relevant accident prevention regulations for your machine (e.g. the BGV A 3, electrical
systems and equipment).

» Ensure standard-compliant connection and avoid risks to personnel. Ensure that data and supply
cables are laid in a standard-compliant manner and ensure correct connection.

* Observe the relevant EMC guidelines for your application.
» Avoid polarity reversal of the data and supply cables, as this may cause damage to the equipment.

» The devices contain electronic components, which may be destroyed by electrostatic discharge when
touched. Observe the safety precautions against electrostatic discharge according to DIN EN
61340-5-1/-3.

Working with networks
» Restrict access to all devices to an authorized circle of persons.
+ Change the default passwords to reduce the risk of unauthorized access.
* Protect the devices with a firewall.

» Apply the IT security precautions according to IEC 62443, in order to limit access to and control of
devices and networks.

Working with the software

« The sensitivity of a PC against malicious software increases with the number of installed and active
software.

» Uninstall or disable unnecessary software.
Further information on the safe handling of networks and software can be found in the Beckhoff Information

System:
http://infosys.beckhoff.com

Document name
IPC Security Guideline

24 Notes on information security

The products of Beckhoff Automation GmbH & Co. KG (Beckhoff), insofar as they can be accessed online,
are equipped with security functions that support the secure operation of plants, systems, machines and
networks. Despite the security functions, the creation, implementation and constant updating of a holistic
security concept for the operation are necessary to protect the respective plant, system, machine and
networks against cyber threats. The products sold by Beckhoff are only part of the overall security concept.
The customer is responsible for preventing unauthorized access by third parties to its equipment, systems,
machines and networks. The latter should be connected to the corporate network or the Internet only if
appropriate protective measures have been set up.

In addition, the recommendations from Beckhoff regarding appropriate protective measures should be
observed. Further information regarding information security and industrial security can be found in our

https://www.beckhoff.com/secquide.

Beckhoff products and solutions undergo continuous further development. This also applies to security
functions. In light of this continuous further development, Beckhoff expressly recommends that the products
are kept up to date at all times and that updates are installed for the products once they have been made
available. Using outdated or unsupported product versions can increase the risk of cyber threats.

To stay informed about information security for Beckhoff products, subscribe to the RSS feed at https://
www.beckhoff.com/secinfo.

CX20x3 Version: 1.4 9
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3 Transport and storage

Transport

Short circuit due to moisture

Moisture can form during transport in cold weather or in the event of large temperature fluctuations.

Avoid moisture formation (condensation) in the embedded PC, and leave it to adjust to room temperature
slowly. If condensation has occurred, wait at least 12 hours before switching on the embedded PC.

Despite the robust design of the unit, the components are sensitive to strong vibrations and impacts.
Transporting a control cabinet with a built-in embedded PC can result in excessive impact on the embedded
PC.

» During transport, the device must therefore be protected from excessive mechanical stress.

» Appropriate packaging of the industrial PC, in particular the original packaging, can improve vibration
resistance during transport.

» Send the embedded PC in the original packaging and additional outer packaging.

Table 1: Dimensions and weight of the individual modules.

CX2033 (CX2043
Dimensions (W x H x D) 144 mm x 99 mm x 91 mm
Weight approx. 1165 g ‘ approx. 1230 g

Storage

* Remove the battery from the Embedded PC if storage temperatures exceed 60 °C. The battery should
be stored separate from the Embedded PC in a dry environment at a temperature between 0 °C and
30 °C.

The preset date and time are lost if the battery is removed.

10 Version: 1.4 CX20x3
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4 Product overview

The CX2000 product family consists of individual modules, which can be assembled to form a customized
embedded PC.
The CX2000 product family consists of:

» basic CPU modules,

+ CX2100 power supply units,

» system, fieldbus and extension modules.

Basic CPU module

The basic CPU module is a fully functional PC and can be used in conjunction with a CX2100 power supply
unit as the smallest possible configuration. The basic configuration of the CX20x3 Embedded PC includes:

+ a CFast card slot,

 two independent Gbit Ethernet interfaces,
+ four USB 3.0 interfaces,

« and a DVI-D interface.

The basic CPU module features internal persistent data memory in the form of 128 kB NOVRAM. In the
event of a power failure, important data are stored in the NOVRAM and are available again after a restart.
Microsoft Windows 10 loT Enterprise LTSC or TwinCAT/BSD can be used as the operating system.

Extension modules

The basic CPU module can be extended with additional interfaces or storage media, as required. Up to four
modules of the type CX2500-xxxx can be connected on the left side of the basic CPU module. The
connection order is irrelevant.

Modules of the type CX2550 (e.g. CFast or SSD modules) and a power supply unit of the type CX2100-xxxx
can be connected on the right. In the CX20x3 Embedded PC either the internal CFast card slot can be used
and a maximum of one memory module (CFast or SSD module) can be plugged in or a maximum of two
memory modules can be plugged in on the right-hand side, in which case the internal CFast card slot is
disabled and can no longer be used. In addition, a maximum of two USB extenders (CX2550-0179 or
CX2550-0279) can be plugged in on the right-hand side between the power supply unit and the memory
modules.

Table 2: Available extension modules for the CX20x3.

Module

Description

CX2500-0030

RS232 serial interface, 2 x D-sub connector, 9-pin

CX2500-0031

RS422/RS485 serial interface, 2 x D-sub socket, 9-pin

CX2500-0060

Ethernet module, 2 x Ethernet, 10/100/1000 Mbit/s

CX2500-0061

Power-over-Ethernet module (PoE), 1 x RJ45, 10/100/1000 Mbit/s

CX2500-0070

USB 3.0 module, 4 x USB 3.0, type A

CX2500-M310

PROFIBUS fieldbus master module, 1 x D-sub socket, 9-pin

CX2500-B310

PROFIBUS fieldbus slave module, 1 x D-sub socket, 9-pin

CX2500-M510

CANopen fieldbus master module, 1 x D-sub connector, 9-pin

CX2500-B510

CANopen fieldbus slave module, 1 x D-sub connector, 9-pin

CX2550-0010

Module for CFast slot

CX2550-0020

Module for 2'2-inch HDD/SSD

CX2550-0179

1 x USB Extended 1.1

CX2550-0279

1 x USB Extended 2.0

CX20x3

Version: 1.4
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Optional interface

The basic CPU module can be ordered ex factory with an optional interface. The optional interface cannot be

retrofitted.

Table 3: Available optional interfaces for the CX20x3.

CX20x3-xxxx

Optional interfaces

CX20x3-N010

DVI-D, additional DVI-D socket for clone and extended display mode.

CX20x3-N011

DisplayPort, additional DisplayPort for clone and extended display mode

CX20x3-N030

RS232, D-sub connector, 9-pin.

CX20x3-N031

RS422/RS485, D-sub socket, 9-pin.

CX20x3-M112

2 x EtherCAT master, RJ45.

CX20x3-B110

EtherCAT slave, EtherCAT IN and OUT (2 x RJ45).

CX20x3-M310

PROFIBUS master, D-sub socket, 9-pin.

CX20x3-B310

PROFIBUS slave, D-sub socket, 9-pin.

CX20x3-M510

CANopen master, D-sub connector, 9-pin.

CX20x3-B510

CANopen slave, D-sub connector, 9-pin.

CX20x3-M930

PROFINET RT, controller, Ethernet (2 x RJ-45).

CX20x3-B930

PROFINET RT, device, Ethernet (2 x RJ-45 switch).

CX2100 power supply units

The CX2100 power supply units serve the basic CPU module and all additional modules. Bus terminals (K-
bus) or EtherCAT Terminals (E-bus) can be attached on the right-hand side of the power supply units. The
power supply units are available in two different versions:

+ CX2100-0014: E-bus/K-bus power supply unit with automatic switchover and passive ventilation.

+ CX2100-0914: E-bus/K-bus power supply unit with automatic switchover and integrated electronic
charging unit for an external battery pack.

» CX2100-0024: E-bus/K-bus power supply unit with automatic switchover and active cooling. The power
supply unit is electrically isolated and UPS-OCT-capable.

All power supply units feature an illuminated anti-glare LC display with two rows of 16 characters each for
displaying status messages. Application-specific texts can be displayed with the aid of user programs.

Software

In combination with the TwinCAT automation software, the CX20x3 Embedded PC becomes a powerful IEC
61131-3 PLC. In conjunction with EtherCAT and TwinCAT, it is possible to implement very fast control
processes in the microsecond range (XFC eXtreme Fast Control Technology).

It is also possible to execute Motion Control tasks with potentially up to 256 axes. Depending on the required
sampling time, several servo axes can be controlled. Even special functions such as Flying Saw, Electronic
Gearing and Cam Plate can be realized.

In addition to handling real-time control tasks the TwinCAT real-time kernel leaves enough time for the user
interface (HMI). The high performance of the graphics core integrated in the CPU enables demanding
visualizations with advanced user interfaces to be realized.

12 Version: 1.4 CX20x3
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4.1

Structure

(X2043

PWR

,  Ewy
ME |
—m 1l

X001 xio1 X108

Ol

X200 DVI-D

>

Fig. 1: Example: Embedded PCs CX2043 with active cooling.

Table 4: Legend for the configuration of the basic CPU module

No. Component Description
1 Multi-pin connection (left) |Extension through system modules and fieldbus modules of type
CX2500.
2 Optional interface (X300). |Space for interfaces such as RS232, EtherCAT, CANopen or
others. The optional interface must be ordered ex factory and
cannot be retrofitted retrospectively.
3 DVI-D interface (X200). Interface for a monitor or Panel.
191

4 RJ45 Ethernet interfaces  |For connecting to local networks, internet or EtherCAT.
(X000, X001).

5 USB interfaces (X100, Interfaces for peripheral devices such as mouse, keyboard or USB
X101, X102, X103). memory.

6 Diagnostic LEDs. [P 64] Diagnostic LEDs for power supply, TwinCAT, CFast card and
optional interface.

7 Multi-pin connection (right) |Connection for extension modules of type CX2550 and for power
supply units of type CX2100.

8 Fan cartridge (under the The fan cartridge is provided as standard for the CX2043. The

front flap). CX2033 can be ordered ex factory with active cooling.

9 CFast card slot. Slot for industrial CFast cards.

10 Battery compartment Power supply for the battery-backed clock for time and date.

[» 701 (under the front
flap).

CX20x3
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4.2 Name plate

2
Made in Germany
B Beckhoff Automation GmbH & Co. KG
Hiilshorstweg 20, D-33415 Verl
Documentation: www.beckhoff.com
3 ——CX2043-0175 / 0000754x3
4 —Serial No./BTN  00004xrr
5 ——HW/Date 1.8/21.04.2020
MAC-ID 1 00-01-05-xx-Xx-XX
6 —-MAC-ID 2 00-01-05-xx-XX-XX
7 —Power supply 24V DC
:;’{g;i:‘ For Us/GNDs and Up/GNDp: —
¢ US LISTED Use 4 Amp. fuse or
Ind.Cont.Eq. 24T8 Class 2 power supply
1 1

8 9 10 11

Fig. 2: Name plate example.

Table 5: Information on the name plate.

No. Description

1 Machine-readable information in the form of a Data Matrix Code (DMC, code scheme
ECC200) that you can use for better identification and management.

2 Variant number for identification of the Embedded PC configuration. With this number, the
exact configuration of Embedded PC, operating system, options and TwinCAT can be
reordered.

3 Product designation for identification of the Embedded PC.

4 Serial number/ Beckhoff Traceability Number (BTN) for the unambiguous identification of
the product.

5 Hardware version and date of manufacture.

6 MAC addresses of the built-in Ethernet interfaces. The host name is made up of CX and

the last three bytes of the MAC address. Example: the MAC address: 00-01-05-aa-bb-cc
results in the host name CX-aabbcc.

7 Power supply 24 V DC

8 UL marking with prescribed information on power supply, fuse, temperature and cable
cross-sections.

9 EAC marking
10 CE marking
11 License sticker for operating system (optional).

14 Version: 1.4 CX20x3
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4.3 Types

The basic CPU module can be ordered with different hardware and software options. Use this overview in
conjunction with the information on the name plate to ascertain the hardware, operating system and
TwinCAT version of the basic CPU module.

,S" = operating system options: .T" =TwinCAT software licenses:

10 = no operating system 0 = no TwinCAT

16 = Windows 10 loT Enterprise 2019 LTSC 32 Bit 1 = equipped with TwinCAT 2-PLC-Runtime

17 = Windows 10 loT Enterprise 2019 LTSC 64 Bit 2 = equipped with TwinCAT 2-NC-PTP-Runtime
18 = TwinCAT/BSD 3 = equipped with TwinCAT 2-NC-I-Runtime
19 = Windows 10 loT Enterprise 2021 LTSC 64 Bit 5 = equipped with TwinCAT 3-Runtime (XAR),
21 = Beckhoff RT Linux® no licenses included

22 = Windows 11 loT Enterprise 2024 LTSC, 64 Bit

CX20x3-00ST

Fig. 3: Nomenclature for the basic CPU module.

The CX2033 and CX2043 basic CPU modules are available with the following software options:

Table 6: CX20x3, ordering information for software.

Ordering information Description

CX20x3-0100

no operating system, no TwinCAT

CX20x3-0160

Windows 10 loT Enterprise 2019 LTSC 32-bit, no TwinCAT

CX20x3-0161

Windows 10 loT Enterprise 2019 LTSC 32-bit, TwWinCAT 2 PLC runtime

CX20x3-0162

Windows 10 loT Enterprise 2019 LTSC 32-bit, TwWinCAT 2 NC PTP runtime

CX20x3-0163

Windows 10 loT Enterprise 2019 LTSC 32-bit, TwinCAT 2 NC | runtime

CX20x3-0170

Windows 10 loT Enterprise 2019 LTSC 64-bit, no TwinCAT

CX20x3-0175

Windows 10 loT Enterprise 2019 LTSC 64-bit, TwinCAT 3 Runtime (XAR), no licenses included

CX20x3-0185

TwinCAT/BSD, TwinCAT 3 Runtime (XAR), no licenses included

CX20x3-0190

Windows 10 loT Enterprise 2021 LTSC 64-bit, no TwinCAT

CX20x3-0195

Windows 10 loT Enterprise 2021 LTSC 64-bit, TwinCAT 3 Runtime (XAR), no licenses included

CX20x3-0210

Beckhoff RT Linux®, no TwinCAT

CX20x3-0215

Beckhoff RT Linux®, TwinCAT-3-Runtime (XAR), no licenses included

CX20x3-0220

Windows 11 loT Enterprise 2024 LTSC, 64-bit, no TwinCAT

CX20x3-0225

Microsoft Windows 11 IoT Enterprise 2024 LTSC, 64-bit, TwinCAT 3 Runtime (XAR), no licenses included

CX20x3-016x: only 4 GB RAM can be used with Windows 10 IoT Enterprise 2019 LTSC 32-bit

TwinCAT/BSD® and Beckhoff RT Linux® require at least a 20 GB CFast flash card.

Windows 10 loT Enterprise requires at least a 40 GB CFast flash card.

Windows 11 loT Enterprise requires 10 GB of free storage space for future security updates. Depending on
the software installed, a memory card with at least 80 GB is therefore recommended. For details, see

Infosys.

CX20x3
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4.4

Architecture overview
The Embedded PCs of the CX20x3 family all have the same architecture.

AMD Ryzen™ V1202B Processor/
AMD Ryzen™ V1807B Processor

System Power Management
SMBus
SATA

MEMORY

DDR4-3200MHz
(4GB or 8GB)
Channel 0

MEMORY

DDR4-3200MHz
(4GB or 8GB)
Channel 1

Speaker

PWRCTRL SATA-Switch

SATA

EMI/ESD
4x USB3.0 Protection &
D
USB-PWR- US830
Switch
«—2VD DLP to TMDS- DisplayPort 0
CAN
Profibus
EtherCAT Modul-
Ethernet Interface PCle PCle
UsB3 (4x PCle)
RS232
RS422/RS485
Audio
. LAN1 s Intel® Ethernet POl
Controller 1210
LAN2 o Intel® Ethernet =
Controller 1210 j
NOV(S)RAM  |/—A
CCAT
AN\ (FPGA)
EBus.
EBus/KBus| | Ebus- Kbus-
Switch
{ KBus,
CAN FedbuszxMi__/
Profibus
ProfiNET ) DisplayPort 1
EtherCAT Option-
RS232 ligrities AUDIO
RS422/RS485
DVI-D

DisplayPort++

UARTA

USB2.0
<: o
POWER 12V/5V/

BIOS

Speaker

RTC
battery

StatusLEDs:
PR

TwnCAT
HDD

FB1
B2

CFast Header

Modul-
Interface
(2x SATA,

USB2.0,
POWER)

SATA
UsB2.0
POWER

The CX20x3 Embedded PCs are based on the AMD Zen microarchitecture. The following CPUs are used:

+ AMD Ryzen™ V1202B (dual core),
* AMD Ryzen™ V1807B (quad core),

In addition to the arithmetic unit, the CPU also contains the memory controller and the graphics controller.
The AMD Radeon™ Vega 3 graphics are used in the dual core processor and the AMD Radeon™ Vega 11

graphics in the quad core processor. The memory is connected directly to the memory controller. The

Embedded PCs are available in two memory configurations: 8 GB and 16 GB DDR4 RAM. The memory

extension must be ordered ex factory.

The CPU provides all required interfaces:

* 1 PCle lane for each of the two Intel® i210 Gigabit Ethernet controllers

4x USB 3.0
DVI-D interface (second interface optional with CX20x3-N010).
1 PCle to FPGA for K-/E-bus and NOVRAM.

4 PCle lanes via the multi-pin connection (left).

+ 2x SATA internal via the multi-pin connection (right).
« 2x USB internal via the multi-pin connection (right).

The interfaces (USB, DVI, and LAN) are standard interfaces. Devices that meet the corresponding standard
can be connected to and operated at these interfaces.

16
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Interface description

5 Interface description

5.1 USB 3.0 (X100, X101, X102, X103)

The embedded PC has four independent USB interfaces. for connecting keyboards, mice, touch screens and
other input or data storage devices.

X100 X102

i

X101 X103

Fig. 4: USB interfaces X100, X101, X102, X103.

The USB interfaces are type A and comply with the USB 3.0 specification.

Table 7: USB interfaces (X100, X101, X102, X103), pin assignment.

Pin Connection Typical assignment
1 VBUS Red

2 D- White

3 D+ Green

4 GND Black

5 StdA_SSRX- Blue

6 StdA_SSRX+ Yellow

7 GND_DRAIN N/A

8 StdA_SSTX- Purple

9 StdA_SSTX+ Orange
Shell Shield Drain Wire

Pay attention to the power consumption of the connected devices. No more than 900 mA and 4.5 W of

power can be output per interface. The USB interfaces support data rates of up to 5 Gbit/s.

CX20x3

Version: 1.4
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5.2 Ethernet RJ45 (X000, X001)

The two Ethernet interfaces are independent; no switch is integrated. The independent Ethernet interfaces
can be configured in different ways. In their delivered state, the Ethernet interfaces (X000, X001) are
configured for EtherCAT communication.

Note that an additional switch is required for a line topology.

SPEED 1

LINK/ACT 1
SPEED 2

LINK/ACT 2

X000

Fig. 5: Ethernet interfaces X000, X001.

Both Ethernet interfaces reach speeds of 10/100/1000 Mbits. The LEDs on the left of the interfaces show the
connection status. The lower LED (LINK/ACT) indicates whether the interface is connected to a network. If
this is the case, the LED lights up green. The LED flashes when data is being transferred on the interface.

The upper LED (SPEED) indicates the connection speed. At a speed of 10 Mbits, the LED does not light up.
If the speed is 100 Mbits, the LED lights up green. If the speed is 1000 Mbits (gigabit) the LED lights up red.

Table 8: Ethernet interface X000 and X001, pin assignment.

PIN Signal Description

1 T2 + Pair 2

2 T2 -

3 T3 + Pair 3

4 T1+ Pair 1

5 T1 -

6 T3 - Pair 3

7 T4 + Pair 4

8 T4 -

18 Version: 1.4 CX20x3
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5.3  DVI-D (X200)

The DVI-D interface (X200) transfers digital data and is suitable for connection to digital displays. The
resolution on the display or the Beckhoff Control Panel depends on the distance from the display device. The
maximum distance is 5 m. Beckhoff offers various panels with an integrated DVI extension. A cable length of
up to 50 meters is therefore possible.

L\/&muﬂ%%%%m”ﬂ g\/J
X200 f :

17 24
Fig. 6: DVI-D interface X200.

Table 9: DVI-D interface X200, pin assignment.

Pin |Connection Pin |Connection Pin |Connection
1 TMDS Data 2- 9 TMDS Data 1- 17 TMDS Data 0-
2 TMDS Data 2+ 10 TMDS Data 1+ 18 TMDS Data 0+
3 TMDS Data 2/4 Shield 11 TMDS Data 1/3 Shield 19 TMDS Data 0/5 Shield
4 not connected 12 not connected 20 not connected
5 not connected 13 not connected 21 not connected
6 DDC Clock 14 + 5V Power 22 TMDS Clock Shield
7 DDC Data 15 Ground ( +5V, Analog H/ |23 TMDS Clock +
V Sync)
8 Analog Vertical Sync 16 Hot Plug Detect 24 TMDA Clock -

Table 10: DVI-D interface X200, resolution at the monitor.

Resolution in pixels Distance of the interface from the monitor
1920 x 1200 5m
1920 x 1080 5m
1600 x 1200 5m
1280 x 1024 5m
1024 x 768 5m
800 x 600 5m
640 x 480 5m

The embedded PC also supports higher resolutions, based on the DVI standard. A maximum resolution of
1920 x 1200 pixels can be set on the embedded PC. Whether this resolution is achieved depends on the
monitor, the cable quality, and the cable length.

54 Optional interfaces

An optional interface is an additional interface that can be equipped with a wide range of signal types ex
factory and extends the Embedded PC beyond the basic equipment. The optional interface must be ordered
in advance and cannot be retrofitted to the device.

CX20x3 Version: 1.4 19
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5.4.1

DVI-D (N010)

The DVI-D interface (X300) transfers digital data and is suitable for connection to digital displays. The
resolution at the display or the Beckhoff Control Panel depends on the distance from the display device. The
maximum distance is 5 m. Beckhoff offers various Panels with an integrated “DVI extension”. These make a

cable length of up to 50 meters possible.

LV @m%%%%m J \/J

X200

17 2'4

Fig. 7: DVI-D interface X300.

Table 11: DVI-D interface X300, pin assignment.

Pin |Connection Pin |Connection Pin Connection
1 TMDS Data 2- 9 TMDS Data 1- 17 TMDS Data 0-
2 TMDS Data 2+ 10 TMDS Data 1+ 18 TMDS Data 0+
3 TMDS Data 2/4 Shield 11 TMDS Data 1/3 Shield 19 TMDS Data 0/5 Shield
4 not connected 12 not connected 20 not connected
5 not connected 13 not connected 21 not connected
6 DDC Clock 14 + 5V Power 22 TMDS Clock Shield
7 DDC Data 15 Ground ( +5V, Analog H/ |23 TMDS Clock +
V Sync)
8 Analog Vertical Sync 16 Hot Plug Detect 24 TMDA Clock -

Table 12: DVI-D interface X300, resolution at the monitor.

Resolution in pixels Distance of the interface from the monitor
1920 x 1200 5m
1920 x 1080 5m
1600 x 1200 5m
1280 x 1024 5m
1024 x 768 5m
800 x 600 5m
640 x 480 5m

The Embedded PC also supports higher resolutions, based on the DVI standard. A maximum resolution of
1920 x 1200 pixels can be set on the Embedded PC. Whether this resolution is achieved depends on the
monitor, the cable quality and the cable length.

20
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5.4.2 DisplayPort (N011)

The DisplayPort transfers image and audio signal at the same time and is therefore suitable for connecting
panels or monitors to the Embedded PC.

19 1

00 : :
20 2

Fig. 8: DisplayPort X300.

Version 1.1a of the DisplayPort (DisplayPort++) is installed on the Embedded PC. Adapters from DisplayPort
to DVI-D or DisplayPort to HDMI can be used to connect monitors without DisplayPort to the Embedded PC.

Table 13: DisplayPort, pin assignment.

Pin Connection Pin Connection

1 LVDS lane 0+ 2 Ground

3 LVDS lane 0- 4 LVDS lane 1+

5 Ground 6 LVDS lane 1-

7 LVDS lane 2+ 8 Ground

9 LVDS lane 2- 10 LVDS lane 3+

11 Ground 12 LVDS lane 3-

13 Config 1 14 Config 2

15 AUX channel+ 16 Ground

17 AUX channel- 18 Hot-plug detection
19 Power supply: Ground 20 Power supply: 3.3 V /500 mA
Table 14: DisplayPort X300, resolution at the monitor.

Interface Resolution in pixels
DisplayPort max. 2560x1600@60Hz
DisplayPort with adapter, DisplayPort to DVI-D max. 1600x1200@60Hz

CX20x3

Version: 1.4
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5.4.3 RS232 (N030)

The optional NO30 interface provides an RS232 interface (X300). The RS232 interface is implemented on a
9-pin D-sub connector.

R |
|
[ @ """" 6

X300

Fig. 9: RS232 interface X300.

The maximum baud rate on both channels is 115 kbit. The interface parameters are set via the operating
system or from the PLC program.

Table 15: RS232 interface X300, pin assignment.

PIN Signal Type Description

1 - - -

2 RxD Signal in Receive Data

3 TxD Signal out Transmit Data

4 - - -

5 GND Ground Ground

6 DSR Signal in Dataset Ready
7 RTS Signal out Request to Send
8 CTS Signal in Clear to Send

9 - - -

22 Version: 1.4 CX20x3
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5.4.4 RS422/RS485 (N031)

The optional NO31 interface provides an RS422 or RS485 interface (X300). The interface is executed on a 9-
pin D-sub socket.

T

1 -------- g@ ........ 6
1!
LT 3@" """" 9

o ¢

X300

Fig. 10: RS485 interface X300.

The maximum baud rate on both channels is 115 kbit. The interface parameters are set via the operating
system or from the PLC program.

Table 16: RS422/485 interface, pin assignment.

PIN Signal Type Description

2 TxD+ Data-Out + Transmit 422
3 RxD+ Data-In + Receive 422

5 GND Ground Ground

6 VCC VCC +5V

7 TxD- Data-Out - Transmit 422
8 RxD- Data-In - Receive 422

For RS 485 pins 2 and 3 (data +) must be connected, and pins 7 and 8 (data -).
By default the interface is parameterized as follows on delivery:

Table 17: Default setting, RS485 without echo with end point (terminated).

Function Status

Echo on off
Echo off on
Auto send on on
Always send on off
Auto receive on on
Always receive on off
Term on on
Term on On

Other configurations for the RS485 interface

Other configurations for the RS485 interface can be ordered ex factory. The following options are available:
* N031-0001 RS485 with echo, end point (terminated).
* NO031-0002 RS485 without echo, stub (without termination).
+ N031-0003 RS485 with echo, stub (without termination).
* N031-0004 RS422 full duplex end point (terminated).

An RS485 interface cannot be configured retrospectively and must always be ordered ex factory as required.

CX20x3 Version: 1.4 23
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5.4.5 EtherCAT master (M112)

The latest generation of embedded PCs can be ordered ex factory with an EtherCAT master interface
(M112). On the devices, the optional M112 interface is referred to as X300. With this option, a total of three
EtherCAT masters are available, whereby two EtherCAT masters can be run from the front of the device and
one EtherCAT master can be run from the right side of the terminal segment.

The EtherCAT masters are fully DC-synchronous due to the direct FPGA connection. External
synchronization is not necessary in order to synchronize the EtherCAT masters or EtherCAT rings with one
another. This function is particularly interesting for smaller XTS systems that require synchronously running
EtherCAT masters. The optional interface can also be used for EtherCAT redundancy, while the two upper
Ethernet interfaces are available for other applications.

X300

Fig. 11: EtherCAT master interface X300.

The incoming EtherCAT signal is connected to the upper LAN interface. The lower LAN interface relays the
signal to other EtherCAT master devices.

Table 18: EtherCAT master interface X300, pin assignment.

PIN Signal Description
1 TD + Transmit +
2 TD - Transmit -

3 RD + Receive +

4 connected reserved

5

6 RD - Receive -

7 connected reserved

8

24 Version: 1.4 CX20x3
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5.4.6 EtherCAT slave (B110)

The latest generation of embedded PCs can be ordered ex factory with an EtherCAT slave interface (B110).
On the devices, the optional B110 interface is referred to as X300.

X300

Fig. 12: EtherCAT slave interface X300.

The incoming EtherCAT signal is connected to the upper LAN interface. The lower LAN interface relays the
signal to other EtherCAT slave devices.

Table 19: EtherCAT slave interface X300, pin assignment.

PIN Signal Description
1 TD + Transmit +
2 TD - Transmit -

3 RD + Receive +

4 connected reserved

5

6 RD - Receive -

7 connected reserved

8

For the EtherCAT slave optional interface (B110), documentation with further information is available:
https://infosys.beckhoff.com/content/1033/b110 ethercat optioninterface/index.html?
id=2623834056269338700

Document name
CXxxxx-B110 | EtherCAT Slave Optional Interface.

CX20x3 Version: 1.4 25
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5.4.7 PROFIBUS (x310)

Pin 6 transfers 5 V., pin 5 transfers GND for the active termination resistor. These must never be used for
other functions, as this can lead to destruction of the device.

Pins 3 and 8 transfer the PROFIBUS signals. These must never be swapped over, as this will prevent
communication.

Qessannus .C%;Eg\ """" 5
leg
6 = &g__} ________ y

X300

Fig. 13: PROFIBUS interface X310.

The Profibus bus line is connected via a 9-pin D-sub with the following pin assignment:

Table 20: PROFIBUS interface X310, pin assignment.

Pin Connection
Shielding
not used
RxD/TxD-P
not used
GND

+5 Ve

not used
RxD/TxD-N
not used

OO N Ol WN| -~

Table 21: Wire colors of the PROFIBUS line.

PROFIBUS line D-sub
B red Pin 3
A green Pin 8

For the PROFIBUS optional interface (x310), documentation with further information is available:
https://infosys.beckhoff.com/content/1033/m310 b310 profibus optioninterface/index.html?
id=2233561431434830097

Document name
CXxxxx-M310/B310 | Profibus Optional Interface
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5.4.8 CANopen (x510)

6 anenannn @ """" 1
Qessunans 1;;2523 _______ 5

X300

Fig. 14: CANopen interface X510.

The CAN bus line is connected via a 9-pin D-sub connector with the following pin assignment:

Table 22: CANopen interface X510, pin assignment.

Pin Connection

not used

CAN low (CAN-)

CAN Ground (internally connected to pin 6)
not used

Shield

CAN Ground (internally connected to pin 3)
CAN high (CAN+)

not used

not used

OO NOO Ol WIN| I~

For the CANopen optional interface (x510), documentation with further information is available:
https://infosys.beckhoff.com/content/1033/m510 b510 canopen optioninterface/index.html?
id=1404127979601372947

Document name
CXxxxx-M510/B510 | CANopen Optional Interface
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5.4.9 PROFINET RT (x930)

X300

Fig. 15: PROFINET RT interface X300.

Table 23: PROFINET RT interface, pin assignment.

PIN Signal Description
1 TD + Transmit +
2 TD - Transmit -

3 RD + Receive +

4 connected reserved

5

6 RD - Receive -

7 connected reserved

8

For the PROFINET RT optional interface (x930), documentation with further information is available:

https://infosys.beckhoff.com/content/1033/m930 b930 profinet optioninterface/index.html?

id=3617310193267164961

Document name

CXxxxx-M930/B930 | Profinet Optional Interface
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6 Commissioning

6.1 Selecting the appropriate CX2100 power supply unit

The basic CPU module requires a power supply unit of type CX2100-0Oxxx. Connect the power supply unit to
the multi-pin port on the right of the basic CPU module.

When selecting a CX2100-0xxx power supply unit, always check whether the peak power consumption of
the overall system with all connected USB devices, expansion, system and fieldbus modules can be covered
by the selected power supply unit.

Table 24: Suitable power supply unit for the CX20x3 Embedded PC.

Basic CPU module Power supply units

CX2033 + CX2100-0004 (45 W)*

+ CX2100-0904 (45 W, capacitive UPS)*

+ CX2100-0914 (100 W)

+ CX2100-0014 (130 W, from HW version: 2.4)
+ CX2100-0024 (240 W)
(
(
(

CX2043 + CX2100-0914 (100 W)
+ CX2100-0014 (130 W, from HW version: 2.4)
+ CX2100-0024 (240 W)

* Can be used if the total load does not exceed 45 W, e.g. due to USB devices or CX25xx modules.

The CX2033 Embedded PC can be ordered ex factory with active cooling (CX2900-0301) so that it can be
operated in an upright or horizontal installation position. The CX2043 Embedded PC is actively cooled as
standard and can therefore be operated in an upright or horizontal installation position.

Table 25: Power supply units for vertical or horizontal installation position.

Basic CPU module Accessories Power supply units
CX2033 CX2900-0301 fan option required « CX2100-0014 (130 W)
CX2043 Fan ex factory « CX2100-0914
(100 W, external battery pack can
be used)
* CX2100-0024 (240 W)
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Configuration of the power supply terminal

| (X2043

PWR ¢
C /
HDD .
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Fig. 16: Embedded PC CX20x3 with power supply unit CX2100-0014, configuration of the power supply

terminal.

Table 26: Legend for configuration of the power supply terminal.

No. Description No. Description
1 Diagnostic LEDs 5 0V, Bus Terminal supply
2 Terminal bus (K-bus or E-bus) 6 Terminal release
3 +24 V and 0V, for basic CPU module 7 +, spring-loaded terminal
4 +24 V, Bus Terminal supply 8 +24 'V, 0V, L, for power contacts
30 Version: 1.4 CX20x3
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6.2 Mounting
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Fig. 17: CX2033 Embedded PC, dimensions.
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Fig. 18: CX2043 Embedded PC, dimensions.
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6.2.1 Attaching the power supply unit

The basic CPU module requires a power supply unit of type CX2100-0xxx. Connect the power supply unit to
the multi-pin port on the right of the basic CPU module.

Proceed as follows:

1. Select the appropriate power supply unit, as described in chapter Selecting the appropriate CX2100
power supply unit [»_29].

2. Attach the power supply unit on the right of the basic CPU module.

100
il _
h

|

L

10000
O

©[F el e+ elE

= Next you can install the bar clips.

6.2.2 Installing the bar clips

Usually, the connection between the modules is strong enough. However, the basic CPU module and the
attached modules may be subjected to shocks, vibrations or other impacts. The modules can be securely
connected to one another with the aid of bar clips.

Install the bar clips as follows:

1. Attach the bar clips at the top and bottom between the cooling fins.

2. Push the bar clips between the cooling fins of your devices, as shown in the image below.

10
100

[ |

|

(0nnn

LD

= The bar clips have been installed successfully, if they don't protrude and are level with the cooling fins of
your modules.
Once all modules are latched, the devices can be installed on the mounting rail.
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6.2.3 Note the permissible installation positions

Overheating

The Embedded PC may overheat if the installation position is incorrect or the minimum distances are not
adhered to. Adhere to the maximum ambient temperature of 60°C and the mounting instructions.

Install the Embedded PC horizontally in the control cabinet on a mounting rail, in order to ensure optimum
heat dissipation. Only Embedded PCs with active cooling can be operated vertically or horizontally.

Table 27: Embedded PC CX20x3, installation position depending on the cooling option.

Embedded PCs Horizontal installation position |Vertical and horizontal instal-
lation position

CX2033 X -

CX2043 with active cooling X X

CX2033 with CX2900-0301 fan option X X

Note the following specifications for the control cabinet:

» The Embedded PC should only be operated at ambient temperatures between -25 °C and 60 °C.
Measure the temperature below the Embedded PC at a distance of 30 mm to the cooling fins, in order
to determine the ambient temperature correctly.

* Adhere to the minimum distances of 30 mm above and below the Embedded PC.

» Additional electrical equipment affects the heat generation in the control cabinet. Select a suitable
control cabinet enclosure depending on the application, or ensure that excess heat is dissipated from
the control cabinet.

Permitted installation position without fan

The Embedded PC must be installed horizontally on the mounting rail. Ventilation openings are located at
the top and bottom of the housing. This ensures an optimum airflow through the Embedded PC in vertical
direction. In addition, a minimum clearance of 30 mm above and below the Embedded PC is required, in
order to ensure adequate ventilation.
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Fig. 19: Embedded PC CX20x3, horizontal installation position.

If vibrations and impact occur in the same direction as the mounting rail, the Embedded PC must be secured
with an additional bracket, in order to prevent it slipping.
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Permitted installation positions with fan

Only Embedded PCs with an active cooling can be installed vertically or horizontally on the mounting rail.
Without active cooling the Embedded PC is not ventilated adequately in vertical or horizontal position.

Even with active cooling, the ambient temperature range between -25 and 60 °C and the minimum distances
of 30 mm above and below the Embedded PC should be adhered to. Secure the Embedded PC with an
additional bracket, in order to prevent it slipping from the DIN rail.

Ensure that Bus Terminals that are connected to the Embedded PC are designed for operation in vertical or
horizontal position.
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Attaching on mounting rail

6.2.4

The housing is designed such that the Embedded PC can be pushed against the mounting rail and latched

onto it.

Requirements:

* Mounting rail of type TS35/7.5 or TS35/15 according to DIN EN 60715.

Secure the Embedded PC on the mounting rail as follows:

1. Unlock the latches on the top side and underside using a screwdriver.

2. Place the Embedded PC at the front of the mounting rail. Slightly press the Embedded PC onto the

mounting rail until a soft click can be heard and the Embedded PC has latched.

3. Then lock the latches again.

= You have installed the Embedded PC successfully. Double-check the correct installation and latching of
the Embedded PC on the mounting rail.

35
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6.2.5 CFast card installation and removal

Loss of data

o

1 CFast cards are subjected to heavy load during operation and have to withstand many write cycles
and extreme ambient conditions. CFast cards from other manufacturer may fail, resulting in data
loss.

Only use industrial CFast cards provided by Beckhoff.

A CFast card is a non-volatile memory. Data to be retained in the event of a power failure should be saved
on the CFast card. The CFast cards supplied by Beckhoff are industrial cards with an increased number of
write cycles and an extended temperature range (+85 °C).

The eject mechanism is based on the push/push principle. The installation and removal of CFast cards is
described below.

Requirements:

« The basic CPU module must be switched off. The CFast cards may only be installed or removed in
switched off state.

Removing a CFast card

1. Gently push the CFast card.
A soft click can be heard when the card is released.

2. The card is lifted by approx. 4 mm from the housing. Pull out the card.

Installing a CFast card
1. Push the CFast card into the CFast card slot.

2. A soft click can be heard when the CFast card engages.

= The card is seated correctly if it is flush with the front side of the device housing.
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6.2.6 Installing passive EtherCAT Terminals

® Incorrectly installed passive EtherCAT Terminals

1 The E-bus signal between an Embedded PC and the EtherCAT Terminals can be impaired due to
incorrectly installed passive EtherCAT Terminals.

Passive EtherCAT Terminals should not be installed directly on the power supply unit.

EtherCAT Terminals that do not take part in active data exchange are referred to as passive terminals.
Passive EtherCAT Terminals have no process image and do not require current from the terminal bus (E-
bus).

Passive EtherCAT Terminals (e.g. EL9195) can be detected in TwinCAT. In the tree structure the EtherCAT
Terminal is displayed without process image, and the value in column “E-bus (mA)” does not change,
compared to the preceding EtherCAT Terminal.

& 4% DEVICES. MNumber Box Mame Ad... Type InSize  OutSize E-Bus(ma)
4 == Device 2 (EtherCAT) -
*8 [nage 81 Term 7 (EK1200) EK1200
= B
38 I mage-Info .j 2 Term@(EL2828) 1001 EL2828 1.0 1890
s 2 SyncUnits i3 Termd (El228) 1000|2828 10 1780
. Inputs I "§ 4 Term10 (EL9195) EL195 1780 I
SR
. B Outputs %5 Terml1l (EL2828) 1003 EL2828 1.0 1670
. [ InfoData ® &  Term12 (EL9011) ELO011

a I_] Term 7 (EK1200)
> ™ Term 8 (EL2828)
B 828
. W Term WL
B Term 12 (EL9011)

Fig. 20: Identifying a passive EtherCAT Terminal in TwinCAT.

The entry "Current consumption via E-Bus" in the technical data of an EtherCAT Terminal indicates whether
a particular EtherCAT Terminal requires power from the terminal bus (E-bus).

The following diagram shows the permissible installation of a passive EtherCAT Terminal. The passive
EtherCAT Terminal was not directly attached to the power supply unit.

il

ol
—

(0000

Fig. 21: Passive EtherCAT Terminals, permissible installation.
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6.3 Power supply

Damage to the Embedded PCs

The Embedded PCs may be damaged during wiring. The cables for the power supply should only be
connected in de-energized state.

The power supply units require an external voltage source, which provides 24 V DC (-15% / +20%).
The cabling of the Embedded PC in the control cabinet must be done in accordance with the standard EN
60204-1:2006 (PELV = Protective Extra Low Voltage):

* The “£” and “0 V” conductors of the voltage source for a basic CPU module must be on the same
potential (connected in the control cabinet).

» Standard EN 60204-1:2006, section 6.4.1:b stipulates that one side of the circuit, or one point of the
energy source for this circuit must be connected to the protective conductor system.

Connection example with basic CPU moduleCX20x3 and CX2100-0014 power supply unit:

System voltage (Us) ov
_ 24V .
: - =
00 | = O =
= - B

i ESE i

2

Power contacts (Up) 2%

Fig. 22: Connections for system voltage (Us) and power contacts (Up).

Table 28: Legend for the connection example.

No. Description
1 The upper spring-loaded terminals identified with "24 V" and "0 V" supply the basic CPU
module and the terminal bus (data transmission via K- or E-bus).

2 The spring-loaded terminals identified as “+”, “-” and “L” supply the bus terminals via the
power contacts and the sensors or actuators connected to the bus terminals.

Fuse

« When dimensioning the fuse for the system voltage (Us), observe the maximum power consumption of
the Embedded PC (see: Technical data [P_76]).

* Protect the power contacts (Up) with a fuse with a max. rating of 10 A (slow-blow).

Interrupting/switching off the power supply

To switch off the embedded PC, do not disconnect the ground (0 V), because otherwise current may
continue to flow via the shielding, depending on the device, and damage the embedded PC or peripheral
devices.

Always disconnect the 24 V line. Devices connected to the embedded PC with their own power supply (e.g.
a panel) must have the same potential for “+” and “0 V" as the embedded PC (no potential difference).
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6.3.1 Connect Embedded PC

The cables of an external voltage source are connected to the power supply unit with spring-loaded
terminals. Observe the required conductor cross-sections and strip lengths.

Table 29: Required conductor cross-sections and strip lengths.

Conductor cross-section 0.5...2.5mm? AWG 20 ... AWG 14
Strip length 8...9mm 0.33 inch
L1 N PE

U D E:] E @ System voltage (Us)
FV7Z7Z E:j @ @
©

E |

R Grounding busbar ¢ |

00000
O

\
o s |

B

230V l
B
24V

Fig. 23: Connection example with a CX20x3.

Connect the Embedded PC as follows:

1. Open a spring-loaded terminal by slightly pushing with a screwdriver or a rod into the square opening
above the terminal.

100
100 3

|

U L

00007
O
S [

[
[+

R

2. The wire can now be inserted into the round terminal opening without any force.

3. The terminal closes automatically when the pressure is released, holding the wire safely and
permanently.

= You have successfully connected the voltage source to the power supply terminal when the two upper
LEDs of the power supply terminal light up green.

The left LED (Us 24V) indicates the supply of the basic CPU module and the terminal bus. The right LED
(Up 24V) indicates the bus terminal supply via the power contacts.
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6.3.2 UL requirements
The CX20x3 Embedded PCs are UL-certified. The corresponding UL label can be found on the name plate.

“ AWG 2814 For Us/GNDs and Up/GNDp:

60°C max

¢\ YL Jus ListeD Use 4 Amp. fuse or
Ind.Cont.Eq. 24TB Class 2 power supply

Fig. 24: UL label for CX20x3.

The Embedded PCs CX20x3 can thus be used in areas in which special UL requirements have to be met.
These requirements apply to the system voltage (Us) and the power contacts (Up). Applications without
special UL requirements are not affected by UL regulations.

UL requirements:
» The Embedded PCs must not be connected to unlimited voltage sources.

+ Embedded PCs may only be supplied from a 24 V DC voltage source. The voltage source must be
insulated and protected with a fuse of maximum 4 A (corresponding to UL248).

» Or the power supply must originate from a voltage source that corresponds to NEC class 2. An NEC
class 2 voltage source must not be connected in series or parallel with another NEC class 2 voltage
source.

L1 N PE

D D Ej] @ @ System voltage (Us)
Fv%% E:j E @
©

{ |

[ Grounding busbar ¢ |

O

[—— N NRR

T35 e oHE onfemmy [

230V J
~
24V —I

4 A fuse for UL applications

Fig. 25: Connection example for areas with special UL requirements.

6.4 Switching on
Please ensure that the Embedded PC is fully configured before switching on the Embedded PC.
Switch on the Embedded PC as follows:

1. Ensure that all extension, system and fieldbus modules are connected correctly.
2. Check whether the right CX2100 power supply unit and the right installation position were selected.

3. Check whether the Embedded PC is mounted securely on the DIN rail and all required Bus Terminals
are connected.

4. Only then switch on the power supply for the power supply unit.

= The Embedded PC starts automatically when the external power supply is switched on. The pre-installed
operating system is started and all connected extension, system and fieldbus modules are configured.
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6.5 Switching off

Loss of data

If the Embedded PC is switched off during operation, data on the CFast card or other hard disks may be
lost. Do not disconnect the Embedded PC from the power supply during operation.

Switch off the Embedded PC as follows:
1. Stop all running programs properly, e.g. the control software on the Embedded PC.
2. Shut down the operating system.

3. Do not switch off the external power supply until all other tasks have been completed, in order to switch
off the Embedded PC.

CX20x3 Version: 1.4 41



Configuration BEGKHOFF

7 Configuration

7.1 Starting the Beckhoff Device Manager

Using the Beckhoff Device Manager, an industrial PC can be configured by remote access with the aid of a
web browser. Depending on the image version, access takes place via different protocols and requires
different open ports. For older image versions access takes place via the HTTP protocol and Port 80 (TCP).
More up-to-date image versions use HTTPS and Port 443 (TCP).

Requirements:

* Host PC and embedded PC must be located in the same network. Depending on the operating system
version, the network firewall must allow access via port 80 (HTTP) or port 443 (HTTPS).

« |P address or host name of the embedded PC.

Table 30: Access data for the Beckhoff Device Manager on delivery.

User name Password
Administrator 1

Start the Beckhoff Device Manager as follows:
1. Open a web browser on the host PC.

2. Enter the IP address or the host name of the industrial PC in the web browser to start the Beckhoff
Device Manager.

» Example with IP address: https://169.254.136.237/config
» Example with host name: https://CX-16C2B8/config
3. Enter the user name and password. The start page appears:

|j} BECKHOFF Device Manager
Device Izl
MName W
Date Time 16.08.2016 10:55:11
Operating System Windows CE 7.0
Image Version CX20x0 HPS 6.02)
Hardware Version CX2040-0121 v1.6 20131217

Serial number of IPC 3138
Device Manager Version  2.0.0.10

Workload Temperature
= 0% B pg 38°C
CPU Max: 100%  Mainboard Max: 100°C
&= 1%

Memory Max: 100%

FAN

FAM 1 (rpm) 2685

FAN 2 {rpm) 0

FAN 3 (rpm) 0

= Navigate forward in the menu and configure the industrial PC. Note that modifications only become
active once they have been confirmed. It may be necessary to restart the industrial PC.
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7.2 Enable TPM

The CX20x3 is extended with a TPM (Trusted Platform Module) for basic safety functions. Among other
features, this enables encryption of the user data and thus prevents unauthorized read access when the
device is switched off. Unauthorized manipulation of the software is also prevented. On the CX20x3 the
firmware TPM solution (fTPM) is implemented, where the main CPU has a microcode to represent the
function of a TPM (see: Technical data).

The TPM is disabled by default and has to be enabled in the BIOS before it can be used. Further information
about the use of a TPM on a Beckhoff Industrial PC can be found at: TPM on Beckhoff IPC

Requirements:
+ UEFI BIOS.
* 64-bit Windows 10 version 1809 or higher required.

Proceed as follows:

1. Restart your Industrial PC and press [Del] to start the BIOS setup.
The BIOS setup window appears.

2. Under Boot > Boot mode select, select the option UEFI.
3. Under Advanced > Trusted Computing set the option Security Device Support to Enable.

Aptio Setup Utility - Copyright (C) 2020 American Megatrends, Inc.

Advanced

C i Lion Enables or Disables

i I BIOS support for
security device. 0.5.
Device Select [TEM 2.0] will not show Security
Device. TCG EFI
protocol and INT1A
Current Status Information interface will not be

SUPPORT TURNED OFF available.

——: Select Screen

11: Select Item

Enter: Select

+/—-: Change Opt.

Fl: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Reset

E5C: Exit

4. Press [F4] to save the settings and exit the BIOS setup.
The device is restarted.

= If you have previously stored keys in the TPM, we recommend resetting the TPM to factory defaults,
which will delete any existing keys. The required options are available in the BIOS once the TPM has
been enabled and the PC has been rebooted.

7.3 Windows 10 loT Enterprise

7.3.1 Enabling jJumbo frames

Standardized Ethernet frames have a size of 1518 bytes. Ethernet frames that are larger than 1518 bytes
are referred to as jumbo frames. Jumbo frames are used for transferring large data quantities. Jumbo frames
are useful for certain applications, e.g. video cameras.
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The Ethernet interfaces (X000, X001) support jumbo frames only if the original Intel® driver is installed.

Requirements:
* The original Intel® driver can be downloaded from https://downloadcenter.intel.com.
« Install the original Intel® driver. Note that this will delete the real-time capable driver from Beckhoff.
» Check whether the peripheral devices support jumbo frames.

Jumbo frames are activated as follows:
1. Under Start > Control Panel > Hardware and Sound click on Device Manager.

2. Double-click on the interface and then on the Advanced tab.

% Device Manager - O *
File Action Wiew Help
= @ HRE B
v & CH-1CA%E4 e
» B Computer
b Dlisk drives
» O Display adapters
- B Firrmware
i Human Interface Devices
» =@ IDE ATASATARI controllers
; @ Mice and other pointing devices
- § Microchip Tools
[ Maonitars

w Mﬂrk adanter

f‘ Intel(R) 1210 Gigabit Metwork Connection
Intel(R) 1210 Gigabit Metwaork Connection #2

@ WEAN Miniport (IKE2) (%]

3. Under Settings click on Jumbo Packet, under Value select the option 4088 bytes or 9014 bytes.

Imtel(R) 1210 Gigahit Metwork Connection Properties >
Teaming WVLAMSg Dirivg [lgba Eventz Rezources
General Link Speed Power M anagement

( inter) Advanced Adapter Settings

Settings: " alue:
Gigabit baster Slave Mode # (N | 5014 Bytes o
Initermupt Moderation :

Large Send Offload W2 [IPv4]
Large Send Offload W2 [IPvE]
Locally Administered Address U

| mm |l Tk ke C st ) )
< > Uze Default

= You have successfully activated jumbo frames, and you can now transfer larger data quantities.
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7.3.2 Set NIC Teaming

NIC Teaming consolidates several physical network cards to group, thereby creating redundancy.
Redundancy can help intercept interference in network cards or in the cabling by assigning the data transfer
to other devices in the group.

Requirements:

* The original Intel® driver can be downloaded from https://downloadcenter.intel.com.
+ Install the original Intel® driver for the Network Interface Card. Note that this will delete the real-time
capable driver from Beckhoff.
NIC Teaming is set as follows:
1. Under Start > Control Panel > Hardware and Sound click on Device Manager.
2. Double-click on the interface.

& Device Manager — O X

File Action  Wiew Help

e mHEm B

v B Cx-1CATEA 7
3 Computer

b w Dlisk drives

» O Display adapters
- i Firrmuvare

iy Hurnan Interface Devices
> =@ IDE ATASATAPI controllers
; m Mice and other pointing devices
- i Microchip Tools
[ Maonitars
W ter
Intel(R) 1210 Gigahit Metwork Connection
Intel(R) 1210 Gigabit Metwork Connection # |2
@ WA Miniport (IKEw2) (%]

3. Click on the Teaming tab.
4. Click on New Team and follow the installation instructions.

Intel(R) 1210 Gigabit Metwork Connection Properties *
ENELS Link Speed Advanced Power b anagement
WLAMN Driveer Detailz Ewents Rezouces
( intel' Adapter Teaming

Team this adapter with other adapters

| MWew Tearm... |

Mo teams avalable Froperties..

Team with other adapters

Allow s you to specify w hether a netw ork connection will
participate in a team. For an cverview of teaming, click here.

If not checked this adapter is not part of a team

Ok Cancel
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5. Under Select a team type select the option Adapter Fault Tolerance

Mew Tearm Miizard

Static Link Aggreqgation
1EEE §0Z.3ad Dwnamic Link Aggregation
Switch Fault Tolerance

Adapter Fault Tolerance

Adapter Fault Tolerance (AFT) provides redundancy through ~
automatic failovers from an active adapter to a standby

adapter in the case of switch pert, cable, or adapter failure.

One adapter is selected to be the active adapter. All cther
adapters are in standby.

Primary and Secondary adapters can be selected for the

team, but are not required. b
& K 3 Primare adanter ie rhinean it hernmae the artive

< Back Cancel

6. Click on Next to complete the installation.

= You have successful set NIC Teaming for your Ethernet interfaces. Further settings can be specified or
changed under the Settings tab.

TEAM: Tearn #0 Properties

GeneraIAdvanced YWLaMs  Driver  Detalls Everts

File

é Dewvice Manager

Action  View Help

(intel' Team Type: Adapter Fault Tolerance

e @B BE B kX

>

dvvvvvvyvy

v B CX-1CADES

[ Computer <

el e Adapters in team

-

[0 Display adapters ]

i Fitrroneare

Hurman Interface Devices

=@ |DE ATASATAP] contraolls <

8 ffiting devices

§ Remaove Team Details... Modify Team...
= _ _

[ e Test Switch... fidapter Properties...

o E doante
i TEAM: Team #0

5 TE&M: Team #0 - Intel(R) 1210 Gig
[ TEAM: Tearn #0 - Intel(R) 1210 Gig

5 WAN Miniport (IKEw2)

Lists the adapters that are members of the selected team and
indicates their current state.

Status & Active: The adapter is used to pass
Column traffic.
e [Disabled: The adapter is in the team, but is

disabled in Device Manager or the
Metw ork Control Panel, or is experiencing

Carce
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7.3.3

Restoring the Beckhoff real-time driver

The Beckhoff real-time driver can be restored if the real-time driver was uninstalled or the original Intel®
driver for jumbo frames or NIC Teaming was installed, for example. This chapter shows you how to use
TcRtelnstall.exe to restore the Beckhoff real-time driver. The file is in the TwinCAT directory by default.

Requirements:

* You can find the TcRtelnstall.exe in a TwinCAT 2 standard installation under: C:

\TwinCAT\lo\TcRtelnstall.exe

* And in a TwinCAT 3 standard installation under: C:\TwinCAT\3. 1\System\TcRtelnstall.exe

Proceed as follows:
1. Double-click the TcRtelnstall.exe file.

The installation dialog appears and shows the compatible Ethernet interfaces under Compatible

devices.

Installation of TwinCAT RT-Ethernet Adapters

— Ethemet Adapters -

@ Inztalled and read_l,l to uge devices(realtime capable)
g use devices(for demo use only]

1210 Gigabit Metwork Connection
Ethernet 2 - IntellR] 1210 Gigabit Metwark Connection #2
i [ Incompatible devices

------ @ Disabled devices

V¥ Show Bindings

1 Update List

s

2. Select the Ethernet interfaces for which you wish to restore the Beckhoff real-time driver and click on

Install.

= The Beckhoff real-time driver is installed. The Ethernet interfaces with installed Beckhoff real-time driver
are shown under Installed and ready to use devices (real-time capable).

Installation of TwinCAT RT-Ethernet Adapters

[realtime caps :t|'-‘||

i [¥] o TwinCAT Ethemet Protocol

------ @ Installed and ready to uze devices(for demo uze only)

E| @ Compatible devices

¢ @-E Ethemet 2 - IntellR)1210 Gigabit Network Connection #2
------ @ Incompatible devices

------ [0 Disabled devices

¥ Show Bindings

1 Update List

x
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7.4 TwinCAT

7.4.1 Tree view

The Tree View chapter can be used as an example for creating a project without actual hardware. All
devices and components of an embedded PC must be added manually in TwinCAT 3.

The smallest possible configuration of the CX20x3 Embedded PC is created as follows in the tree view under
TwinCAT 3:

i Solution Explorer X | Solution Explorer
I S

Search Solution Bxplorer (Ctrl+ ) : 2 ;
P - : Search Solution Explorer (Ctrl+ )

fa] Solution 'Example’ (1 project)
:0 1 Eample F o fal Sclution 'Example’ (1 project)
W

b (@l SYSTEM 4 il Bxample
MOTION bl SYSTEM
PLC MOTION
[ sareTy ofj
@ C++
vo

4 I Devices
4 =% Devicel (EtherCAT)
*E Image

4 ﬂ% Devices
Device 3 (CX-BE)

+8 Image-Info
2 SyncUnits
Vs 4 Boxl (CX-BK)

W Outputs B Inputs

& InfoData b Outputs

[§ Term1 (EK1200) B Term 2 (KL3204)
P B Term 2 (EL2828) B Term 3 (KL3022)
b ™ Term 3 (EL2828) b Term4 (KL3204)

b W Term 4 (EL2828) .
% Term 5 (ELOO11) # End Term (KL9010)

ﬁti Mappings

25 Mappings

Fig. 26: CX20x3 Embedded PC in the tree view of TwinCAT 3, with attached EtherCAT Terminals (left) or
Bus Terminals (right).

The configuration in the tree view differs depending on whether EtherCAT Terminals or Bus Terminals are
connected to the Embedded PC.

Table 31: Key for the tree view.

No. Description

1 The CX20x3 Embedded PC with EtherCAT Terminals is added as
EtherCAT master. Variables for diagnostic purposes are listed under inputs
or outputs.

2 EtherCAT Terminals (E-bus) are displayed under the EK1200 Bus Coupler
in the tree view.

3 If Bus Terminals (K-bus) are used together with a CX20x3 Embedded PC,
the Bus Coupler (CX-BK) is added together with the Bus Terminals.
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7.4.2 Searching for target systems

Before you can work with the devices, you must connect your local computer to the target device. Then you
can search for devices with the help of the IP address or the host name.

The local PC and the target devices must be connected to the same network or directly to each other via an
Ethernet cable. In TwinCAT a search can be performed for all devices in this way and project planning
subsequently carried out.

Prerequisites for this step:

* TwinCAT 3 must be in Config mode.

« |P address or host name of the device.
Search for the devices as follows:

1. In the menu at the top click on File > New > Project and create a new TwinCAT XAE project.
2. In the tree view on the left click on SYSTEM, and then Choose Target.

Solution Explorer L8l TwinCAT Projectl = X

fal | -2 a | - General | Settings | Data Types | Interfaces | Functions |
Search Solution Explorer (Ctrl+ ) P~
1 Solution TwinCAT Projectl’ (1 project] . TwinCAT System Manager
@ ¥3.1 (Build 4101)

v3.1 (Build 4018)

Copyright BECKHOFF & 1556-2014

hittp://www beckhoff com
3. Click on Search (Ethernet).
Choose Target System @
-0
(@] CX-0C8416 (5.12132221.1)
2] Cx-108946  (5.16.137.70.1.1) Cancel

4. Type the host name or the IP address of the device into the Enter Host Name / IP box and press
[Enter].

| Add Route Dislog ===
I Enter Host Nare / IP; 124700 I Refresh Status | | Broadcast Seach
Host Name Conveected  Address AMS Netid TwnCAT DS Version Comment
‘ mn L
Route Mame [Taget): Route Name [Remota) HW-TWINCATZ-PC
Amshletld: Taiget Route Fiemote Route
Tranzpart Type: (Tcep =] Project * None
T —— @ Stalic 9 Static
Address Infor ) Temporary ) Temporay
@ Host Mame 0 IP Addiess

Connection Timeout (s} 5

5. Mark the device found and click on Add Route.

11 Add Routs Dialog =

| Entes HostHlame 1B | Corzame | Felresh Slsus | Brosdoen Seach
Hezt Kame Corneced  Address AMS Nedd TwinCAT 0S Version  Commeni
CrA247CC 2173108 582 EARI Windows 7

The Logon Information window appears.
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Enter the user name and password for the CX in the User Name and Password fields and click OK.

. Add Remote Route =
7] Secure A0S [TwinCAT 3.1 3= 4024)
Remote User Credential:
Uger: Admiristratar Password:  »

[ TwinCAT 2 x Password Format

[ Ok | [ Cancel J

The following information is set as standard in CX devices:
User name: Administrator Password: 1

6. If you do not wish to search for any further devices, click on Close to close the Add Route Dialog.
The new device is displayed in the Choose Target System window.

7. Select the device you want to specify as target system and click OK.

Choose Target System [

5B ~Local- (172.17.4065.1.1) | oK |

(2] Cx-0CB416 (5121322211
108945 5 [ Cancel ]

Search (Ethemet]...

= You have successfully searched for a device in TwinCAT and inserted the device as the target system.
The new target system and the host name are displayed in the menu bar.

B-0-% o |9« «| » Attach.. »

lar n 3 de = | CX-1247CC -fl; A -]

Using this procedure you can search for all available devices and also switch between the target systems
at any time. Next, you can append the device to the tree view in TwinCAT.
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7.4.3 Scanning an Embedded PC

This step shows how to scan an Embedded PC in TwinCAT and then further configure it.

Prerequisites for this step:

» Selected target device.

Add the Embedded PC as follows:
1. Start TwinCAT and open an empty project.
2. In the tree view on the left, right-click on 1/0 Devices.
3. In the context menu click on Scan.

Solution Explorer BB poofibus Project = X
@ o-- @ &=

Search Solution Explorer (Ctrl+a) @ ~

Number Device

11 Solution ‘Profibus Project’ (1 project)
4 ]l Profibus Project
> @l SYSTEM
MOTION
PLC

O AddNewltem...
Add Existing Item...

Ins

Shift+Alt+A

Export EAP Config File

4. Select the devices you want to use and confirm the selection with OK.
Only devices that are actual available are offered for selection.

5 new IO devices found B2
F|C = vice 1 [EtherTAT) oK
[ Device 2 [EtherCAT Autan———" " : - Tt
[T Device 4 [RT-Ethemet Frg 2 New /O devices found Al

Device 3 (USE)
Dievice 5 (NOV-DP-RAM) []Device 1 [EtherCAT Autamation Pratocel]  [Local Area Cannection 2 [TwinCAT-ntel | 0K

[]Device 3 [RT-Ethemet Protocol]  [Local Area Connection [T winCAT-ntel Pl Etherne

Cievice 2 [C#-BK]
Device 4 [LISE)
Device 5 (NOV-DP-RAM)
Select Al
Unzelect &l

For Embedded PCs with connected Bus Terminals (K-bus) a Bus Coupler device (CX-BK) is displayed.
For EtherCAT Terminals (E-bus) the EtherCAT coupler is added automatically.

5. Confirm the request with Yes, in order to look for boxes.
6. Confirm the request whether to enable FreeRun with Yes.

= The Embedded PC was successfully scanned in TwinCAT and is displayed in the tree view with the
inputs and outputs.
The Tree view chapter illustrates how Embedded PCs with connected Bus or EtherCAT Terminals are
displayed.
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7.4.4 Configuring EtherCAT cable redundancy.

The embedded PC has two independent Ethernet interfaces, which can be used for EtherCAT cable
redundancy. Cable redundancy offers resilience for the cabling. Interruptions of the EtherCAT
communication due to wire break or unplugged LAN cables are avoided.

— E_GF G G 52 0 E_GF 6P G o
@ _ = —
00| = O #l || || Jsg ‘ 83 1l 1[]
I:I = 2| |
S il aEEs I EEEE
BT o o R O
0O
& E
/I T T 2_ ] 2. [y o]
L L ©®00 00 55%; §§<D><D> 00
L cWoceowoTEs o L L pEi= =

Fig. 27: Example configuration of a CX20x3 with EtherCAT cable redundancy.

Interference at the individual terminals is not intercepted by the cable redundancy.

Table 32: Cable redundancy, hardware for sample configuration.

Type Description
Embedded PC Is the EtherCAT master in the example.

EK1110 Bus Coupler EtherCAT extension can be used to extend an EtherCAT
segment by up to 100 m.

EK1100 Bus Coupler The Bus Coupler relays the EtherCAT signal to connected
EtherCAT Terminals.

EtherCAT Terminals Any number of EtherCAT Terminals can be connected to
the Embedded PC and the Bus Coupler.

Requirements:
* In TwinCAT 3 the supplement is already included and only has to be licensed.
» Hardware wired as EtherCAT ring (see Fig.: Smallest possible configuration for EtherCAT cable
redundancy) and added in TwinCAT.

Configure EtherCAT cable redundancy as follows:
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1. In the tree view click

on the EtherCAT master.

Solution Explorer

; Solution 'Testprojekt Redund
4 “_i Testprojekt Redundancy
> [l SYSTEM

m+ 'mage
b2 SyncUnits
[ Inputs

> [ Outputs
> [ InfoData
4

B Term2
B Term3
B Term4
Bl Term5

vV V7

B Term7
B Term#
B Termd

v T T v

= Deviced (USB)
[ " Device 5 (NOV:
&% Mappings

== Devicel (EtherCAT)

8 Image-Info
li Term1 (EK1200)
a [ Term6 (EK1100)

3 InfoData

¥ Term10 (EL9011)

ancy' (1 project)

(EL2828)
(EL2828)
(EL2828)
(EK1110)

(EL2809)
(EL2809)
(EL2809)

-DP-RAM)

2. Click on the EtherCAT tab, then Advanced Settings.

| General I Adaptell | EtherCAT Elnline I CoE - Orline |

Netld: 52219418421

3. Click on Redundancy in the structure tree on the left.

[ Advanced Settings... ]

Export Corfiguration File...

[ Sync Unit Assignment... ]

[ Topology... ]

4. Click the Second Adapter option and then the Search button.

Advanced Settings

[+ State Machine
4 Cyclic Frames
- Distributed Clocks

- Diagnosis

Redundancy
Redundancy Mode
@ Off
Same Adapter
@ Second Adapter
Description:
Device Name:
MAC Address: 00 00 00 00 00 00
IP Address: 0.0.0.0 (0.0.0.0)

() Adapter Reference

Redundancy Port: Term 6 {EK1100)-C

Compatible Devices...

OK

| [ Abrechen

CX20x3

Version:

1.4
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5. Select the appropriate LAN connection according to your cabling at the embedded PC.

6. Confirm your settings with Ok.

Device Found At ]
Local Area Connection 2 [TwinCAT-Intel PCI Ethernet Adapter (Gigabit] oK
Local Area Connection [TwinCAT-Intel PCI Ethernet Adapter [Gigabit])
@ Unused
oAl
Help

= You have successfully configured cable redundancy. The EtherCAT slaves configured for cable
redundancy are displayed in the Online tab.

The state of the individual EtherCAT slaves can be found in the State column. If, for example, the cable
connection between the EK1100 and EK1110 Bus Couplers is interrupted, the status of the Bus Coupler
changes. The message "LINK_MIS B" and "LINK_MIS A" then appears in the State column.

| General | Adapter | EtherCAT | Oniine | CoE - Online |

No

U
UF
U
uy
fi 5
=
=
L

Addr

1001
1002
1003

1005
1006
1007
1008

Name

Tem 2 (EL2828)
Temm 3 (EL2828)
Tem 4 (EL2828)
Temm 5 (EK1110)
Tem 6 (EK1100)
Tem 7 (EL280S)
Tem 8 (EL280S)
Tem 3 (EL2809)

State CRC
op 0.0
opP 0.0
OP 0.0
OP LNK_MIS B 0

OP LNK_MIS A 0.0.0
[814 0.0
opP 0.0
opP 0

Although the connection between the Bus Couplers is interrupted, the EtherCAT Terminals connected to
the EK1100 Bus Coupler do not have a fault.

If the cable connection is interrupted at the same point without cable redundancy, a fault is displayed for

the terminals in the State column.

| General | Adapter | EtherCAT | Oniine | CoE - Online |

Mo Addr  MName State CRC
1 1001 Tem 2 (EL2828) op 0.0
2 1002 Tem 3 (EL2828) op 0.0
®i3 1003 Tem 4 (EL2828) op 0.0
4 1004 Tem 5 (EK1110) P {NK MISE 0

i 5 1005  Tem 6 (EK1100) INIT NO_COMM 0.0
"6 1006 Tem 7 (EL2809) INIT NO_COMM 0.0
B 7 1007 Tem 8 (EL2809) INIT NO_COMM 0.0
®ig 1008 Tem 9 (EL2809) INIT NO_COMM 0
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7.4.5 Using a hardware watchdog

The function block FB_PcWatchdog_BAPI enables a hardware watchdog on the embedded PC. The
watchdog can be used to automatically restart systems that have entered an infinite loop or where the PLC
has stopped.

The watchdog is enabled with bExecute = TRUE and nWatchdogTimeS >= 1s.

Once the watchdog has been enabled, the function block must be called cyclically and at shorter intervals
than nWatchdogTimeS, because the embedded PC automatically restarts if the set time is less than
nWatchdogTimeS.

Unwanted restart
The watchdog restarts the embedded PC as soon as the time set for nWatchdogTimeS elapses.

Be aware of this behavior and disable the watchdog if you use breakpoints, carry out a PLC reset or an
overall reset, stop TwinCAT, switch to config mode or activate the configuration.

Requirements:

» Tc2_System library.

e TwinCAT v3.1.0

» A previously created PLC project in TwinCAT.
Locating the function block in TwinCAT:

1. Double-click on Tc2_System in the tree view under PLC > PLC project > References.
The Library Manager appears.

Solution Explorer A I Al Library Manager & # X
COoR ‘ -4 ‘ 5= %5 Add library X Delete library | 73 Details | 5] Placeholders (] Library repository
Search Solution Explorer (Ctrl+ ) £ -l Name Namespace Effective version
] Solution 'PROFIBUS_Project’ (1 projed 38 Tc2_Standard = Tc2_Standard, * (Beckhoff Automation GmbH) ~ Tc2_Standard 3.3.20
4 ui PROFIBUS_Project +- 28 Tc2_System = Tc2_System, * (Beckhoff Automation GmbH) Tc2_System 3.4.17.0
3 ﬂ SYSTEM + -+ Tc3_Module = Tc3_Module, * (Beckhoff Automation GmbH) Tc3_Module 3.3.16.0
MOTION

4 PLC
4 PROFIBUS_Proj
4 =] PROFIBUS_Proj Project
b [ External Types

4 References =-3) Tc2.System, 3.4.17.0 (Beckhofr {x] ~ || Graphical [poc
o andard + 1) Data types
-3 Te2_System * - Global Variables FB_PcWatchdog_BAPT
. Todule 2.6 pou sNetlD 7 e B bEnabled|
g b g nWatchdogTimeS (/077 (7. 15 00L bBusy,
3 DUTs +-) ADS bExecute 0 500/ bError
; GVLs 4+ ) BIT FUNCTIONS tTimeout 777/2 VT nErrID
4 £OU5 #-[3) CHARACTER FUNCTIONS
] MARI(PRS) + ) EVENT LOGGER

[.J VISUs

#-I2) FILE ACCESS
3 E!;\ PlcTask (PlcTask) —

+-[2) MEMORY
2(3 PROFIBUS_Proj.tmc :' o
L +-1) Mutex
O} PROFIBUS_Proj Instanc =
T SAFETY + /) SFC +Analyzation
Cix =) SYSTEM +TIME
4 @vo
4 "% Devices
b &% Device 7 (CX2500-M310
P =% Devicel (EtherCAT) o
4 =¥ Device 2 (EtherCAT) B Frc
’.. Image E] F_GetStructMemberAlign

1 T e e v sanens

4 » »

2. Under Tc2_System > POUs > SYSTEM +TIME click on the function block FB_PcWatchdog_BAPI.

= The description of the function block can then be found under the Documentation tab or in the library
description under: FB_PcWatchDog_BAPI. If necessary, you can install the Tc2_System library at a
later stage via the Add Library button in the Library Manager.
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8 NOVRAM

The NOVRAM can be used to reliably save important variable values, such as production data or counter
values, in the event of a power failure. The memory size of the NOVRAM is limited and only suitable for
smaller data quantities up to 63 kB.

In this chapter, we show you how the NOVRAM is used in TwinCAT 3.

Operating principle

The NOVRAM (Non-Volatile Random Access Memory) is a special memory component that is used to
reliably save important data. The NOVRAM consists of two sections, a volatile memory and a non-volatile
memory.

TwinCAT only writes to the volatile section of the NOVRAM. In the event of a power failure, the data are
automatically copied from the volatile memory into the non-volatile memory. The energy required for this
process is supplied by a capacitor. As soon as the power supply is restored, the data are automatically
copied back into the volatile memory so that TwinCAT can continue to use them.

Without NOVRAM With NOVRAM

Writing data to

Writing data to volatile memory NOVRAM (volatile)

Power failure

PC failure

PC failure saving data (non-volatile)

Restart of the PC

Restart of the plant

Loading data stored
in NOVRAM

Restart of the work step Resumption of the work step

Fig. 28: Controller behavior with and without NOVRAM.

Memory size

The NOVRAM has a capacity of 128 kB. However, for reasons of data consistency, effectively less than 63
kB of data can be securely saved in the NOVRAM. The data are saved cyclically and alternately based on
the dual buffer principle, in order to avoid the risk of data inconsistency.

Requirements

Development Environ- Target platforms Hardware PLC libraries
ment to include
TwinCAT 3.1 Build: 4020 |PC or CX (x86, x64, CX70xx, CX9020, Tc2_loFunctions
Arm®) CX20x0, CX20x2,
CX20x3
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8.1 Creating a Retain Handler

Under TwinCAT 3 (from Build 4020) a delta algorithm is used to save data in the NOVRAM. The algorithm
does not save all the variables in the NOVRAM. Instead, it searches for changes (delta function) compared
to the previous cycle and only saves variables that have changed.

To use the delta algorithm, a Retain Handler must be created in TwinCAT 3, and the relevant variables must
be declared in the PLC with the keyword VAR_RETAIN.

A new feature of this method is that no function blocks have to be used. The Retain Handler saves data in
the NOVRAM in the event of a power failure and makes them available again once the power has been
restored.

This chapter describes how to create a Retain Handler in TwinCAT 3. The Retain Handler saves data in the
NOVRAM and makes them available again. In other words, important variable values such as production
data or counter values are retained during a restart or power failure.

Requirements for this step:

* TwinCAT 3.1 Build: 4020.
» A target device selected in TwinCAT.

Create the Retain Handler as follows:

1. Right-click on Devices in the tree view on the left-hand side.
2. In the context menu click on Scan.

w1 Mappings ‘O Add Mew frem... Ins

‘o Add Existing Trem... Shift+Alt+A |
Export EAP Config File
Paste Ctrl+V
Paste with Links

3. Select Device (NOV-DP-RAM) and confirm with OK.

4 new I/O devices found IE]
] Dev?ce 1 [EtherCAT Automation Frotocol]l  [Local Area Connect?on 2 [T.winD'-‘n.T-Intel | g
EEZ::EZ g {Et:;;mT Automation Protocol] — [Local Area Connection [TwinCAT-Intel PO m
Device 4 [MOV-DF-RAM)

4. Click on Yes to search for boxes.
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5. Click on Device (NOV-DP-RAM) in the tree view on the left-hand side and then on the tab Generic
NOV-DP-RAM Device.

Sacion Eplorer i Jreencempe < R
- - _ | Generalll Generc NOV-DP-RAM Device PRAM {Online:l|
; Selution 'Retain Example' (1 project) =
s il Retain Bxample @Fa
b [l SYsTEM Vendor ID hex):  15EC
[z0] :
r;lccmow Device ID hex): 5000
@5 CAFETY BazeAddr (0-5): 0
@ Cri Bus/Slat (Addr): 4/0 (DeFO100000)
4 1o
" =
== = ) RAM (e.g. ISA)
4 }: Device 4 (NOV-DP-RAM] |
SR T Address <FO100000
Inputs
W Outputs
& Mappings Size: 131072 20000 Byte Access
Export/Import Data
[ At Init linked Cutputs Export...

6. Click the option PCI.

7. Right-click on Device (NOV-DP-RAM) in the tree view and then on Add New Item.
4 " Devices
4 |F Device 4 (NOV-DP-RAM) |
t%Image [5] Add New ltem... |

< Inputs T Add Existing ftem...
. B Outputs S n
&’ Mappings laiadi
Change Metld...

8. Select the Retain Handler and click on OK.

Insert Box
T Lo ]
= You have successfully created a Retain Handler in TwinCAT.
4 #E Devices
4 "B Deviced (NOV-DP-RAM)
"E Image
Inputs
B Outputs
4 :! Boxl (Retain Handler)
B Retains

In the next step you can create retain variables in the PLC and link them with the Retain Handler.
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8.2 Creating and linking variables

Once you have created a Retain Handler in TwinCAT, you can declare variables in the PLC and link them to
the Retain Handler. The variables have to be identified in the PLC with the keyword VAR RETAIN.

If self-defined data types (DUTSs) are used as retain data, the data types must be available in the TwinCAT
type system. To do this, the structures must be created directly as STRUCT RETAIN, with all occurrences of
the structure then handled by the Retain Handler.

lution Explorer
CRE-|o-a| L= -
arch Solution Explorer (Crl+a) P -

] Solution TwinCAT Project288' (1 project)
wll TwinCAT Project288
b @ SYSTEM
MOTION
p PLC
4 O Untitled?

myRetain: 5T Retain;

END VAR

5T Retain +
L TYPE ST Retain :

= 2 STRUCT EETAIN
varl :INT;

END STRUCT

END TYPE

[ External Types
4 |y References
0 Doc3
2 Tc2_Standard
3 Te2_System
< Te2_Module
4 [z DUTs
& 5T_Retain (STRUCT)
[ GvLs
4 [z POUs
5] MAIN (PRG)
3 VIsUs
r H"_";j PlcTazk (PlcTask)
213 Untitled1.tmc
I O Untitled1 Instance

L )

Fig. 29: Labeling with keyword STRUCT RETAIN for self-defined Data Unit Types (DUTS)

Retain data cannot be used for POUs (function blocks) as a whole. However, individual elements of a POU
can be used.

Prerequisite for this step:
* A PLC project created in TwinCAT.
Create variables as follows:
1. Create the variables in your PLC project in a VAR RETAIN area.

PROGEAM MATN

“Z

3 VAR RETAIN

4 4 :UINT

5 v OINT;

& z UINT;

7 END VRE

a S

] VAR

11 datain AT:I*: REAL;
12 datacut ATE(Q*: BYTE;

14 END VAR

2. For self-defined Data Unit Types (DUTs), use the keyword STRUCT RETAIN.
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3. Click on Build in the toolbar at the top, then on Build Solution

Pl Et View priect Suis_Dcbug TunGAT TwnSAFE L Toos
tyl Build Solution Ctrl+Shift+ B
uﬂ kil o IE.I =0 =

5 A | | E - @, Rebuild Solution

Clean Solution

4. Click on your PLC Instance in the tree view on the left and then on the tab Data Area.

Solution Explorer ~ [ >l Retain Example » 5L -

| Obiect [ Context | P (initl Data Area |

G Solution 'Retain Example' (1 project) -

A ﬂ;"?:;‘;gp'e | Ar... | Name | Type |5.|CS |Ele.. |Retain Hal Ow... | Co...
[=

+ 0(0) PlcTask Inputs Input.. 5. |7 1 5y

+|1(0)|PIcTask Outputs | Outp... |5..][* |4 Sy... |

| RetainPLC +|2(0)| PicTaskIntemal | Inter... |5..|[® |125.. | '
4[] RetainPLC Project - 4(0) PlcTaskRetains | Retai... 5. [v  3Sy.. (Ol -

3 ﬁ External Types MAIN [UINT
> [:3 References 1 t 1
3 DUTs (| MAN.y [HARLE
3 GVLs | MAIN.z UINT
4 [& POUs
] MAIN (PRG)
3 VIsUs
»  f§8 PlcTask (PlcTask)
22 RetainPLC.tmc
[~ J&] RetainpLC instance] |
> L Plclask Inputs
[l PlcTask Outputs
4 W PlcTask Retains
a [ MAIN,

MOTION

R RETS|

5. Under Retain Hdl, select the Retain Handler that you have created.

Retain Example >

[ Object | Contest | Parameter (int) | Data Area |

| Ar...| Name |Type [5.|Cs |Ele.. || Retein Hal pw.. |co.. |

+ 0 (0] PlcTask Inputs Input.. | 5. |7 1 5y...

+;1 (UjEPIcTask Ou-tputs .O.\Jtp... 5|7 l4 Sy... l

+13(0) PlcTask Internal Inter.. 5. [¥ 125..

- 4(0) PlcTaskRetains  Retai... 5..[¥ 3Sy.. 03020001 'Box1 (Retain Handler)
MAIN x UNT 2.
MAIN.y -UINT 2 {F‘Cllﬂﬂﬂl 'Box 1 (Retain Handler)'
MAIN 2 UINT 2.

= After selecting a Retain Handler as the target, the symbols are linked in the tree view and a mapping is
created.
In the tree view, the PLC variables are created under the Retain Handler and linked to the PLC instance
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variables.

4 PLC
4 [OJ| RetainPLC
b @=l RetainPLC Project
4 |[E] RetainPLC Instance |
5 I PlcTask Inputs |
i [ PlcTask Qutputs
4 [ PlcTask Retains

4 B MAIN,
o x

4 % Devices

4 P Device 4 (NOV-DP-RAM)

t! Image
5 Inputs
W Outputs

4 A% Boxl (Retain Handler)

4 [ Retains

 MAIN.x [851]
W MAIM.y [851]
W MAIN.z_[851]

An exis:ting link is indicated by an arrow icon.

CX20x3

Version: 1.4
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8.3

Writing speed of the Retain Handler

The Retain Handler takes a certain amount of time to search for changes (delta function) in the variables and

save them in the NOVRAM.

The following diagrams provide an overview of how long the Retain Handler needs to save a particular data
quantity in the NOVRAM. Use the diagrams to select your task cycle time such that a particular data quantity

is saved in the NOVRAM within the selected task cycle time.

3700 63 kB in 512 byte steps

3.600 /-/'
3.500 adl
3.400 a
3.300 ~

3.200 —

3.100 -

3.000 r

2.900

2.800

2.700 ~

2.600

2500

~

2.400 ~

2300

2.200 ,_,.r

2.100 ~
= 2.000 T
2 1.900 1
@ 1.800
£ 1.700 ,-/'/

1.600 ~

1.500 "

1.400 -

1.300 7~

1.200 =

1.100

1.000

900 [

800

700 ~

600

500 ,-/

400 ~

300

200 ‘_/_,JJ

100 s

0

o N 6 9 . < < <, < < % 2 % B <, % 2 S 6
s, Co, Yo, R, U, Y, %y e g Yo, %, Y, N, B, B, B, N, 0%, e, %, %
0 R e Ty Y % % Ny % % % % % By % Y TR N 5y o

Data size [byte]
Fig. 30: Retain Handler write speed, up to 63 kB in 512 byte steps.

20 8 kB in 64 byte steps

400

380

360
340

320
300

280

260

240

E 220
2 200 /
S ad
180
160 ‘-/
140 //J
120 —/
100 _/-/'
0 el
60 /
40 /
0
0 | — — | | | |
S {0*’7 {e“’o (‘y"’s {)‘99 e'o% {,07 6%0 edi’s u?o)e %*’& \{%’7 Q‘PVO 7-0\% ?‘9‘% 760& Y@% {)V’o &y)s % % 6:\727 6:700 * Q‘&Q )‘7"?9 )7*’7 %Q"o )‘%’5 %

Data size [byte]

Fig. 31: Retain Handler write speed, up to 8 kB in 64 byte steps.
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8.4 Deleting variables under the Retain Handler

If variables are deleted from the PLC, the link with the Retain Handler is cancelled. However, the variables

continue to be shown under the Retain Handler and are not deleted automatically.

Under TwinCAT 3 the variables have to be deleted manually.

Prerequisites for this step:

» Variables declared with VAR_RATAIN were deleted from the PLC.

Delete the variables under the Retain Handler as follows:
1. The variable GVL_Retain.iNt under the Retain Handler is to be deleted.

4 Vo
4 "L Devices
4 F Gerdt3 (NOV-DP-RAM])
’! Prozessabhbild
Eingdnge
B Ausgdnge
4 ;! Box 1 (Retain Handler)
4 [ Retains

IW' ]
[ GVL_Retain.ilMNt_[851]

[ ﬁ‘g Mappings

2. Right-click on the Retain Handler in the tree view on the left.
3. In the context menu click on Optimize Retain Variables.

a Vo
a *é Devices
a F Gerat 3 (NOV-DP-RAM)
*® Prozessabbild
Eingdnge

Ausgdng

;! Box 1 (Retain Handler)

Add Mew Item... Ctrl+Shift+A
Add Basting Item... Shift+Alt+A
Insert New Item...

Insert Existing Item...

Remove Del
Save Box 1 (Retain Handler) As...

Copy Ctrl+C
Cut Ctrl+X
Paste Ctrl+V

Paste with Links

I Optimize Retain Variables I

Save Retain Variables...

Restore Retain Variables...
Independent Project File
Disable

= The variable under the Retain Handler is deleted.

CX20x3
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9 Error handling and diagnostics

9.1 Diagnostic LEDs

Display LED Meaning
PWR Power supply
PWR The power LED lights green if the device is connected to a power supply unit
1C and the unit is switched on.
ey TC TwinCAT status LEDs
= TwinCAT is in Run Mode (green)
Bl TwinCAT is in Stop Mode (red)
FB2 TwinCAT is in Config Mode (blue)
Error or crash of the PLC (yellow). Applies only to TwinCAT 3
HDD Read/Write storage medium
(red) Indicates an access to the storage medium.
FB1 Status LED1 for fieldbus (function is described in the fieldbus interface)
FB2 Status LED2 for fieldbus (function is described in the fieldbus interface)
9.1.1 K-bus

The power supply checks the connected bus terminals for errors. The red LED "K-BUS ERR" is off if no error
is present. The red LED "K-BUS ERR" flashes if bus terminal errors are present.

Table 33: Diagnostic LEDs in K-bus mode.

Display LED Meaning
Us 24V Power supply for basic CPU module and terminal bus. The LED
Us24V [ I Up 24V lights green if the power supply is correct.
.:..jE iggg ggg Up24V Power supply for power contacts. The LED lights green if the
X X power supply is correct.

K-BUS RUN |Diagnostic K-bus. The green LED lights up to indicate error-free
operation. Error-free means that the communication with the
fieldbus system is also running.

K-BUS ERR |Diagnostic K-bus. The red LED flashes to indicate an error. The
red LED flashes with two different frequencies.

Table 34: Diagnostic LEDs in K-bus mode.

Display LED Meaning
Us 24V Power supply for basic CPU module. The LED lights green if the
Us24 Vv [ Up 24 V power supply is correct.
P Dd| K-BUS RUN . -
vBus [P K-BUS ERR Up 24V Power supply for power contacts. The LED lights green if the

power supply is correct.

VBUS |on Power supply for terminal bus. The LED lights green if the power
supply is correct.

off Short circuit or overload detected. Overload at > 2 A

K-BUS RUN |Diagnostic K-bus. The green LED lights up to indicate error-free

operation. Error-free means that the communication with the
fieldbus system is also running.

K-BUS ERR |Diagnostic K-bus. The red LED flashes to indicate an error. The
red LED flashes with two different frequencies.

The frequency and number of the flashes can be used to determine the error code and the error argument.
An error is indicated by the "K-BUS ERR" LED in a particular order.
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Table 35: K-BUS ERR LED, sequence of error indication by the LED.

Sequence Meaning
Fast flashing Starting the sequence
First slow sequence Error code

No display

Pause, the LED is off

Second slow sequence

Error argument

Count how often the red LED K-BUS ERR flashes, in order to determine the error code and the error
argument. In the error argument the number of pulses shows the position of the last bus terminal before the
error. Passive bus terminals, such as a power supply terminal, are not included in the count.

Table 36: K-BUS ERR LED, error description and troubleshooting.

Error code Error argument Description Remedy

Persistent, EMC problems. » Check power supply for undervoltage or
continuous overvoltage peaks.

flashing + Implement EMC measures.

» |If a K-bus error is present, it can be
localized by a restart of the power supply
(by switching it off and then on again).

3 pulses 0 K-bus command error. * No bus terminal inserted.

* One of the bus terminals is defective;
halve the number of bus terminals
attached and check whether the error is
still present with the remaining bus
terminals. Repeat this procedure until the
faulty bus terminal has been found.

4 pulses 0 K-bus data error, break Check whether the Bus End Terminal 9010
behind the power supply |is connected.
unit.
n Break behind bus terminal |Check whether bus terminal n+1 after the
n. power supply is connected correctly;
replace if necessary.
5 pulses n K-bus error in register Replace bus terminal at location n.
communication with bus
terminal n.
6 pulses 0 Error at initialization. Replace embedded PC.
1 Internal data error. Hardware reset of the embedded PC

(switch off and on again).

8 Internal data error. Hardware reset of the embedded PC

(switch off and on again).

7 pulses 0 Process data lengths of |Check the configuration and the bus
the set and actual terminals for consistency.
configurations do not
correspond.

For some error the LED "K-BUS ERR" does not go out, even if the error was rectified. Switch the power
supply off and on again to switch off the LED after the error has been rectified.

CX20x3

Version: 1.4
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State variable

In TwinCAT there is a State variable under the bus coupler for K-bus diagnostics.

o Example - Microsoft Visual Studio

Pl S % A9 - -5 b [Release

(= [=@]=]
File Edit View Project Build Debug TwinCAT TwinSAFE PLC Tools Scope Window Help
~| | TwinCAT RT (:86) | 2
-| 5 i [Unbenanntl Ay mg|=EE=0]1,

i B B2 E| @, || cxi6c28s

Solution Explorer
=
z Solution 'Example’ (1 project)
4 o Bxample
. |l SYSTEM
=] moTIoN
PLC
| &) saFeTY
C++
& vo
s " Devices
4 [ Device 3 (CX-BK)
B Image
4 i Box1 (CX-BK)
P Inputs
| State
W Outputs
. W Term 2 (KL2012)
b W Term 3 (KL4032)
# Term 4 (KL3102)
:i End Term (KL9010)
4 =@ Device 4 (USE)
8 Image
| Inputs
B Outputs
4 i Box1 (CX2100 Power Supply)
[» | DIS Inputs
> Boxnfo
i+ "B Device 5 (NOV-DP-RAM)
&% Mappings

MLl Example X

Varable | Fags IOnIine

Name: State

Type: UINT
Inputs

0 (Qx0)

Group: Size:

Address: User ID:

[Linkedto... |

Bit 0 = K-Bus Er

Bit 1 = Terminal State Er

Bit 2 = Process Data Length Em

Bit 8 = Mo valid Inputs

Bit 9 = K-Bus Input Update busy

Bit 10 = K-Bus Qutput Update busy

Bit 11 = Watchdog Er

Bit 15 = Acyc. Function atcive (2.9, K-Bus Reset)

Commert:

ADS Irfo: Port: 300, IGm: (3003, I0ffs: k0, Len: 2

Full Name: THD"Device 3 {CH-BK) Box 1 ([CH-BK) Inputs " State

Fig. 32: State variable for error handling and diagnostics under TwinCAT.

If the value is "0", the K-bus operates synchronous and without error. If the value is <> "0" there may be an
error, or it may only be an indication that the K-bus cycle takes longer than the task used. In which case it
would no longer be synchronous with the task. The task time should be faster than 100 ms. We recommend
a task time of less than 50 ms. Typically, the K-bus update time is between one and five ms.

Table 37: Description of the State variable values.

Bit Description

Bit 0 K-bus error.

Bit 1 Terminal configuration has changed since the start.
Bit 2 Process image lengths do not match.

Bit 8 (still) no valid inputs.

Bit 9 K-bus input update not yet complete.

Bit 10 K-bus output update not yet complete.

Bit 11 Watchdog.

Bit 15 Acyclic K-bus function active (e.g. K-bus reset).

If there is a K-bus error, this can be reset via the IOF_DeviceReset function block (in the TcloFunctions.lib).
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9.1.2 E-bus

The power supply checks the connected EtherCAT Terminals. The "L/A" LED is lit in E-bus mode. The "L/A"
LED flashes during data transfer.

Table 38: Diagnostic LEDs in E-bus mode.

Display

LED

Meaning

Us24V I D Up 24V
L/A D Dd
vBuUS 0 A
D=

Us24V

Power supply for basic CPU module. The LED lights
green if the power supply is correct.

Up 24V

Power supply for power contacts. The LED lights green if
the power supply is correct.

VBUS

on

Power supply for terminal bus. The LED lights green if the
power supply is correct.

off

Short circuit or overload detected. Overload at > 2 A

L/A

off

E-bus not connected.

on

E-bus connected / no data traffic.

flashes

E-bus connected / data traffic on the E-bus.

CX20x3
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9.2 Faults

Table 39: Possible faults and their correction.

Fault

Cause

Measures

no function after the embedded PC
has been switched on.

No power supply to the embedded
PC

Other cause

Check fuse

Check the supply voltage and the
pin assignment

Call Beckhoff Service

Embedded PC does not boot fully.

Data carrier ejected from card slot

File system damaged (e.g. by
switching off while software is
running)

BIOS setup settings incorrect (does
not apply to every model)

Other cause

Check the position of the data
carrier in the card slot

Restart system, import backup

Check BIOS setup settings (load
defaults)

Call Beckhoff Service

Embedded PC boots, software
starts, but controller does not work

properly

Cause of the fault is either in the
software or in parts of the plant
outside the embedded PC

Call the machine and software
manufacturer

The time and date are no longer
saved.

The service life of the battery is
exceeded

Replace the battery [» 70].

Fan is not turning.

Fan faulty.

Replace the fan cartridge.

Please make a note of the following information before contacting Beckhoff service or support:

Serial number/BTN
Hardware version.

o~

TwinCAT version used.
6.

Precise device ID: CXXXXX-XXXX.

Any interfaces (N030, NO31, B110, ...).

Any components / software used.

The quickest response will come from support / service in your country. Therefore please contact your
regional contact. For details please refer to our website at https://www.beckhoff.com or ask your distribution

partner.
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10 Care and maintenance

Use of incorrect spare parts
The use of spare parts not ordered from Beckhoff Service can lead to unsafe and faulty operation.

* Only use spare parts that you have ordered from Beckhoff Service.

Beckhoff industrial PCs are manufactured from components of the highest quality and robustness. They are
selected and tested for best interoperability, long-term availability and reliable function under the specified
environmental conditions.

Nevertheless, some components of the industrial PC may be subject to a limited service life if they are
operated under certain conditions, such as more demanding ambient conditions during operation or during
storage, or if they are out of service for long periods of storage.

Beckhoff therefore recommends replacing some of the industrial PC components after the time after which
predictions of the remaining service life of such components can no longer be reliably calculated.

Depending on the device used, the following components are involved:
- Battery
» Storage medium
* Fan cartridge

The following table provides recommendations for the regular, precautionary replacement of the PC
components:

Table 40: Replacement recommendations for PC components

Component Recommendation for replacement intervals
(years)

UPS, battery pack 5 years

2.5-inch hard disk 5 years or after 20,000 operating hours at more than
40 °C or after 30,000 operating hours at less than 40
°C

Fan 5 years

CFast, SSD, MicroSD, CompactFlash® 10 years

Motherboard battery 5 years

Beckhoff is excluded from liability in the event of possible damage occurring during maintenance work.
Before working on the device, you should have established ESD protection to prevent damage to the device
through electrostatic discharge.

ESD protection

Electrostatic discharge

The replacement of device components without ESD protection can lead to functional impairment and
destruction of the device.

« If possible, apply ESD protection measures during maintenance work.

When working on electronic devices, there is a risk of damage due to ESD (electrostatic discharge), which
can impair the function or destroy the device.

Protect the industrial PC and create an ESD-protected environment in which any electrostatic charges are
discharged to the ground in a controlled manner and charging is prevented.

An ESD-protected environment can best be created by setting up ESD protection zones. The following
measures serve this purpose:

« ESD-compliant floors with sufficient conductivity to the reference potential PE;
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» ESD-compatible work surfaces such as tables and shelves;

« Wrist grounding strap, especially for sedentary activities;

» grounded and electrostatically dissipating equipment and operating materials (e.g. tools) within the
ESD protection zone.

If it is not possible to create an ESD protection zone, you can still protect the device against ESD damage.
For example, the following measures can be used:

» Use conductive mats connected to the ground potential as underlays.
 Dissipate possible charges from your own body by touching grounded metal (e.g. control cabinet door).
* Wear a wrist grounding strap.

« Only remove new electronic components from the ESD packaging (tinted plastic bag) after putting on
the wrist grounding strap.

» Do not walk around with electronic components in your hand if they are not in ESD packaging.

10.1 Replace the battery

Fire and explosion hazard
There is a risk of fire and explosion if the battery is short-circuited.

» Use insulated, non-conductive tools if you cannot grip the battery with your fingers and ensure correct
polarity when changing the battery.

The battery must be replaced every 5 years. Replace the battery with a CR2032 battery (3 V, 225 mAh). The
battery compartment is below the front flap.

The battery powers the built-in clock and thus buffers the time and date. The time and date are displayed
incorrectly if the battery is empty or the battery is removed. Be aware of this behavior for your hardware and
software configuration and reset the time and date in the BIOS after a battery change. If the operating
system receives the time from an NTP server, the time and date can be set via the operating system.

Requirements:
* The embedded PC is switched off.

Replace the battery as follows:
1. Lever the front flap open with a screwdriver and remove it.
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2. Carefully pull the battery from the bracket. Use insulated, non-conductive tools if you cannot grip the
battery with your fingers.
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3. Push the new battery into the battery compartment. The positive pole points to the left towards the DVI-I
interface.

= The battery change is complete. Close the front flap and check the date and time.

10.2 Replace the fan cartridge

® Service life

The fan cartridge must be replaced every 5 years. Fan cartridges can be ordered by Beckhoff
Service using the order number CX2900-0103.

Replace the fan cartridge of the CX20x3 if:
+ the fan cartridge has been in use for 5 years
« or the fan speed is less than 1000 rpm.

In a CX20x3 Embedded PC, the fan speed is controlled dependent on the temperature.

Table 41: In the CX20x3, the fan control and speed are dependent on the temperature.

Temperature Fan control Fan speed

up to 40°C 0 % 2400 rpm

40°C...85°C 0% ... 100%, controlled linearly 2400 rpm...5900 rpm, controlled
linearly

above 85 °C 100 % 5900 rpm

Use the IPC diagnostics and monitor the fan speed to detect a fan fault.

Instructions on how to access the fan status are stated in the documentation for the Beckhoff Device
Manager:https://infosys.beckhoff.com/content/1033/devicemanager/index.html?id=8733183011738041650

Requirements:
+ CX2900-0103 replacement fan cartridge

To replace the fan cartridge, follow these instructions:

1. Open the front flap using a screwdriver.
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2. Pull the old fan cartridge out of the housing.

AANNNN

3. Push the new fan cartridge into the housing, leading with the contacts first. The guide rails on the fan
match the guide rails in the housing.

= Close the front flap. When the fan starts again, this means you have successfully changed the fan
cartridge.
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10.3 Cleaning the Embedded PC
A CAUTION

Risk of electric shock

Live devices or parts can cause electric shocks. Disconnect the embedded PC from the power supply
before cleaning.

Clean only the housing of the embedded PC. Use a soft, moist cleaning cloth for this. Make sure that the
ventilation slots of the device are always free and do not clog up. Only use a vacuum cleaner to clean the
device. Never use compressed air to clean the embedded PC.
The following cleaning agents and materials are unsuitable and may cause damage:

 corrosive cleaning agents

* solvents

* scouring agents

* hard objects
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11 Decommissioning

111 Removing cables

Electrical voltage

If the power supply is switched on during dismounting, this can lead to damage to the Embedded PCs.
Switch off the power supply for the Embedded PCs during dismounting.

Before dismantling the Embedded PC, shut down the Embedded PC and switch off the power supply. Only
then can you remove all the cables. Also remove all cables from the first terminal after the power supply
terminal.
Requirements:

« Terminate your software and shut down the Embedded PC.

« Switch off the power supply.

Remove the cables as follows:
1. Remove the cabling from the Embedded PC.
2. Remove the wiring from the first terminal next to the power supply terminal.
3. Pull the orange strap to remove the first terminal after the power supply terminal by pulling it forward.

L/J/J \ P

= In the next step the Embedded PC can be removed from the DIN rail and dismantled.
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11.2 Dismantling the Embedded PC

This chapter explains how to dismantle the Embedded PC and remove it from the DIN rail.
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Requirements:
» All cables were removed from the Embedded PC.

Dismantle the Embedded PC as follows:
1. Release the DIN rail mounting by pushing the latches outwards with a screwdriver.
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2. Pull the orange strap on the power supply terminal and gently remove the device from the DIN rail.

y 4

—
-

10poat

/
(| R=o
0

{m
0

t e | O

= You have removed the Embedded PC successfully.

Disposal

The device must be fully dismantled in order to dispose of it. Electronic components must be disposed of
according to national electronic waste regulations.
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12 Technical data

Table 42: Technical data, dimensions and weights.

CX2033 CX2043

Dimensions (W x H x D)

144 mm x 99 mm x 91 mm

Weight

approx. 1165 g ‘ approx. 1230 g

Table 43: Technical data, general data.

Technical data CX2033 CX2043
Processor AMD Ryzen™ V1202B 2.3 GHz AMD Ryzen™ V1807B 3.35 GHz
Number of cores 2 4

Main memory

8 GB DDR4 RAM (optionally expandable)

Flash memory

Plug-in for CFast card, card not included

NOVRAM

128 kB

Power supply

24V DC (-15 %/+20 %)

UPS OCT-capable

yes (depending on power supply unit)

Max. power consumption

42 W 70w

Dielectric strength

500 V (supply / internal electronics)

Operating system

Microsoft Windows 10 loT Enterprise LTSC, TwinCAT/BSD, Beckhoff RT Linux®

Control software

TwinCAT 2 Runtime, TwinCAT 3 Runtime (XAR)

Secure element

fTPM 2.0 (UEFI BIOS and Windows 10 version 1809 or higher, 64-bit required)

Diagnostic LED

1 x power, 1 x TC status, 1 x flash access, 2 x bus status

Clock

Internal battery-backed clock for time and date (battery replaceable)

Approvals

CE, UL

Table 44: Technical data, I/O terminals.

load

Technical data Description

I/O connection via power supply unit (E-bus or K-bus, automatic recognition)
Power supply for 1/0 max. 2A

terminals

Power contacts current max. 10 A

Process data on the K-
bus

max. 2048 bytes input and 2048 bytes output

max. number of terminals
(K-bus)

64 (255 with K-bus extension)

max. number of terminals
(E-bus)

up to 65534 terminals.
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Table 45: Technical data, environmental conditions.

during storage

Technical data Description
Ambient temperature -25°C ... +60 °C
during operation

Ambient temperature -40 °C ... +85° C

see notes under: Transport and storage [»_10]

Relative humidity

95% no condensation

Vibration resistance

10 frequency sweeps, in 3-axis

10 Hz < f < 58.1 Hz displacement 0.15 mm, constant amplitude

58.1 Hz < f < 500 Hz acceleration 2 g (~ 20 m/s2), constant amplitude
conforms to EN 60068-2-6

Shock resistance

1000 shocks in each direction, in 3 axes
159,11 ms
conforms to EN 60068-2-27

EMC immunity

conforms to EN 61000-6-2

EMC emission

conforms to EN 61000-6-4

Protection rating

IP20

Table 46: Technical data, graphic specifications.

Technical data CX2033 CX2043

Graphics AMD Radeon™ Vega 3 graphics AMD Radeon™ Vega 11 graphics
Shader model 6.4

DirectX 12

OpenGL 4.6

Table 47: Technical data, interfaces.

Technical data Description

LAN 2 x RJ 45, 10/100/1000 Mbit/s

USB 4 x USB 3.2 Gen 2 with 900 mA each, type A
DVI-D Resolution on the monitor in pixels:

640 x 480 to 1920 x 1200

Table 48: Technical data, optional interfaces.

Technical data

Description

DVI-D Resolution on the monitor in pixels: 640 x 480 to 1920 x 1200
DisplayPort Resolution on the monitor in pixels: max. 2560 x 1600
RS232 D-sub connector, 9-pin
Electrical isolation 500 V
RS422/RS485 D-sub connector, 9-pin
Electrical isolation 500 V
EtherCAT slave 2 x RJ 45, EtherCAT IN and OUT
100 Mbaud
PROFIBUS D-sub connector, 9-pin
9.6 kbaud to 12 Mbaud
CANopen D-sub connector, 9-pin
10 kbaud to 1,000 kbaud
PROFINET RT 2 x RJ-45 switches

CX20x3

Version: 1.4

77




Appendix BEGKHOFF

13 Appendix

13.1 Accessories
Table 49: CFast cards.

Order number Description

CX2900-0038 40 GB CFast card, 3D flash, extended temperature range
CX2900-0040 80 GB CFast card, 3D flash, extended temperature range
CX2900-0042 160 GB CFast card, 3D flash, extended temperature range
CX2900-0044 320 GB CFast card, 3D flash, extended temperature range

Table 50: HDD/SSD

Order number Description

CX2900-0401 Hard disk, SATA, 2%-inch, 1 TB

CX2900-0503 Solid-state disk SSD, SATA, 3D flash, 2%2-inch, 240 GB
CX2900-0504 Solid-state disk SSD, SATA, 3D flash, 2%s-inch, 480 GB
CX2900-0505 Solid-state disk SSD, SATA, 3D flash, 2'%-inch, 960 GB

larger capacities on request

Table 51: Further spare parts.

Order number Description
CX2900-0101 Housing locking clips (black) for CX52x0, CX53x0, CX56x0, and CX20xx.
10 locking sets of two clips each.
CX2900-0102 Cover for left-side bus connector, 5 pieces
CX2900-0103 Replacement fan cartridge for CX2040, CX2042, CX2062, CX2072 and CX2020,

CX2030 with fan option.

— Tray consisting of chassis and 60 mm fan

— simple exchange in the field due to wireless installation
— Weight: approx. 30 g

— Dimensions (W x H x D): 66 x 67 x 16 mm

CX2900-0104 Connector set (spare part) for connecting CX2100-0914 UPS module and
CX2900-0192 battery pack

CX2900-0105 Replacement hood for CX2550-0020 2%%-inch SSD/HDD module

CX2900-0106 Replacement frame for CX2550-0020 2%2-inch SSD/HDD module

13.2 Certifications

FCC Approvals for the United States of America
FCC: Federal Communications Commission Radio Frequency Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user will be required to correct the
interference at his own expense.

FCC Approval for Canada
FCC: Canadian Notice
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This equipment does not exceed the Class A limits for radiated emissions as described in the Radio
Interference Regulations of the Canadian Department of Communications.
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13.3 Support and Service

Beckhoff and their partners around the world offer comprehensive support and service, making available fast
and competent assistance with all questions related to Beckhoff products and system solutions.

Download finder

Our download finder contains all the files that we offer you for downloading. You will find application reports,
technical documentation, technical drawings, configuration files and much more.

The downloads are available in various formats.

Beckhoff's branch offices and representatives

Please contact your Beckhoff branch office or representative for local support and service on Beckhoff
products!

The addresses of Beckhoff's branch offices and representatives round the world can be found on our internet
page: www.beckhoff.com

You will also find further documentation for Beckhoff components there.

Beckhoff Support

Support offers you comprehensive technical assistance, helping you not only with the application of
individual Beckhoff products, but also with other, wide-ranging services:
* support
» design, programming and commissioning of complex automation systems
» and extensive training program for Beckhoff system components
Hotline: +49 5246 963-157
e-mail: support@beckhoff.com

Beckhoff Service

The Beckhoff Service Center supports you in all matters of after-sales service:
* on-site service
* repair service
 spare parts service
* hotline service

Hotline: +49 5246 963-460
e-mail: service@beckhoff.com
Beckhoff Headquarters

Beckhoff Automation GmbH & Co. KG

Huelshorstweg 20

33415 Verl

Germany

Phone: +49 5246 963-0
e-mail: info@beckhoff.com
web: www.beckhoff.com
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