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BEGKHOFF Foreword | Product overview Ethernet Switchport Terminals

1 Foreword

1.1 Product overview Ethernet Switchport Terminals

This documentation covers the following products:

EL6601 [» 11] EtherCAT Terminal, 1-port communication interface, Ethernet switch port
EL6614 [» 11] EtherCAT Terminal, 4-port communication interface, Ethernet switch port

Use the tabular product overview or the product finder to find the right product for your application (https://
www.beckhoff.com/IO).

EL6601, EL6614 Version: 5.0.0 5
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1.2 Notes on the documentation

Intended audience

This description is only intended for the use of trained specialists in control and automation engineering who
are familiar with the applicable national standards.

It is essential that the documentation and the following notes and explanations are followed when installing
and commissioning these components.

The qualified personnel is obliged to always use the currently valid documentation.

The responsible staff must ensure that the application or use of the products described satisfy all the
requirements for safety, including all the relevant laws, regulations, guidelines and standards.
Disclaimer

The documentation has been prepared with care. The products described are, however, constantly under
development.

We reserve the right to revise and change the documentation at any time and without prior announcement.
No claims for the modification of products that have already been supplied may be made on the basis of the
data, diagrams and descriptions in this documentation.

Trademarks

Beckhoff®, ATRO®, EtherCAT®, EtherCAT G®, EtherCAT G10°, EtherCAT P®, MX-System®,
Safety over EtherCAT®, TC/BSD®, TwinCAT®, TwinCAT/BSD®, TwinSAFE®, XFC®, XPlanar® and XTS® are
registered trademarks of and licensed by Beckhoff Automation GmbH.

Other designations used in this publication may be trademarks whose use by third parties for their own
purposes could violate the rights of the owners.

EtherCAT.  EtherCAT. ™ P

EtherCAT® and EtherCAT P®are registered trademarks and patented technologies, licensed by Beckhoff
Automation GmbH, Germany.

Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The reproduction, distribution and utilization of this document as well as the communication of its contents to
others without express authorization are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event of the grant of a
patent, utility model or design.

Third-party brands

Trademarks of third parties may be used in this documentation. You can find the trademark notices here:
https://www.beckhoff.com/trademarks
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1.3 Guide through documentation

Further components of documentation

This documentation describes device-specific content. It is part of the modular
documentation concept for Beckhoff I/O components. For the use and safe operation of the
devices described in this documentation, additional cross-product descriptions are required,
which can be found in the following table.

Title Description

EtherCAT System Documentation (PDF) * System overview
» EtherCAT basics

» Cable redundancy
* Hot Connect
» EtherCAT devices configuration

Explosion Protection for Terminal Notes on the use of the Beckhoff terminal systems in
Systems (PDF) hazardous areas according to ATEX and IECEXx
Control Drawing 1/0, CX, CPX (PDF) Connection diagrams and Ex markings (conform to cFMus)

Infrastructure for EtherCAT/Ethernet (PDF) |Technical recommendations and notes for design,
implementation and testing

Software Declarations 1/0 (PDF) Open source software declarations for
Beckhoff I/0 components

The documentations can be viewed at and downloaded from the Beckhoff website (www.beckhoff.com) via:

 the “Documentation and Download” area of the respective product page,

« the Download finder,

« the Beckhoff Information System.

If you have any suggestions or proposals for our documentation, please send us an e-mail stating the
documentation title and version number to: documentation@beckhoff.com

EL6601, EL6614 Version: 5.0.0 7


https://www.beckhoff.com/en-en/support/download-finder/search-result/?download_group=37140937
https://www.beckhoff.com/en-en/support/download-finder/search-result/?download_group=641025001
https://www.beckhoff.com/en-en/support/download-finder/search-result/?download_group=547896358
https://www.beckhoff.com/en-en/support/download-finder/search-result/?download_group=37139139
https://www.beckhoff.com/en-en/support/download-finder/search-result/?download_group=628288629
http://www.beckhoff.com/
https://www.beckhoff.com/en-us/support/download-finder/technical-documentations/
https://infosys.beckhoff.com/content/1033/fieldbusinfosys/index.html?id=4211986674403809096
mailto:documentation@beckhoff.com

Foreword | Notes on information security BEGKHOFF

1.4 Notes on information security

The products of Beckhoff Automation GmbH & Co. KG (Beckhoff), insofar as they can be accessed online,
are equipped with security functions that support the secure operation of plants, systems, machines and
networks. Despite the security functions, the creation, implementation and constant updating of a holistic
security concept for the operation are necessary to protect the respective plant, system, machine and
networks against cyber threats. The products sold by Beckhoff are only part of the overall security concept.
The customer is responsible for preventing unauthorized access by third parties to its equipment, systems,
machines and networks. The latter should be connected to the corporate network or the Internet only if
appropriate protective measures have been set up.

In addition, the recommendations from Beckhoff regarding appropriate protective measures should be
observed. Further information regarding information security and industrial security can be found in our

https://www.beckhoff.com/secquide.

Beckhoff products and solutions undergo continuous further development. This also applies to security
functions. In light of this continuous further development, Beckhoff expressly recommends that the products
are kept up to date at all times and that updates are installed for the products once they have been made
available. Using outdated or unsupported product versions can increase the risk of cyber threats.

To stay informed about information security for Beckhoff products, subscribe to the RSS feed at https://
www.beckhoff.com/secinfo.
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1.5 Safety instructions

Safety regulations

Please note the following safety instructions and explanations!
Product-specific safety instructions can be found on following pages or in the areas mounting, wiring,
commissioning etc.

Exclusion of liability

All the components are supplied in particular hardware and software configurations appropriate for the
application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.

Personnel qualification

This description is only intended for trained specialists in control, automation and drive engineering who are
familiar with the applicable national standards.

Signal words

The signal words used in the documentation are classified below. In order to prevent injury and damage to
persons and property, read and follow the safety and warning notices.

Personal injury warnings

A DANGER

Hazard with high risk of death or serious injury.

Hazard with medium risk of death or serious injury.

A CAUTION

There is a low-risk hazard that could result in medium or minor injury.

Warning of damage to property or environment

The environment, equipment, or data may be damaged.

Information on handling the product

d This information includes, for example:
1 recommendations for action, assistance or further information on the product.

EL6601, EL6614 Version: 5.0.0
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BECKHOFF

1.6

Documentation issue status

Version

Comment

5.0.0

» Update revision status
» Structural update

4.9.0

» Update chapter "Technical data"

» Update chapter "EL66xx and Beckhoff network variables"
» Update chapter "Explosion protection”

» Update chapter "Installation positions"

» Structural update

4.8.0

» Chapter "Recommended mounting rail" removed
« Update chapter "Technical data"
* Update revision status

4.7

* Chapter "Technical data"
« Update revision status
» Structural update

4.6

» Chapter “Notes on information security” amended
» Structural update

4.5.

» Update chapter "Technical data"

» Update chapter "Version identification of EtherCAT devices"
» Structural update

» Update notes

» Update revision status

* Chapter Disposal added

44

» Update chapter "System examples"
» Structure update

4.3

» Update chapter "UL notes"

» Update chapter "Technical data"

» Update chapter "Firmware compatibility"
» Structure update

4.2

» Update chapter "Object description"
» Structure update
* Reuvision status updated

4.1

» Note added to the chapter "Address assignment"
» Structure update
* Revision status updated

4.0

» Migration
» Structure update
» Revision status updated

0.1-34

* archived
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2 Product description

2.1 Introduction
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Fig. 1: EL6601, EL6614

EtherCAT Terminals, communication interface, Ethernet switch port

The switch terminals for Ethernet are used for decentralized connection of any Ethernet devices to the
EtherCAT Terminal network. The Ethernet communication of the connected devices is forwarded by the
EtherCAT system in a fully transparent and collision-free manner.

The EL6614 4-port Ethernet switch terminal forwards the incoming frames from the ports specifically to the
target ports. In full duplex mode, it thus enables collision-free communication of the connected devices with
each other.

Any number of EL6601/EL6614 devices can be used simultaneously and at any position in the EtherCAT
Terminal network. No configuration is required. In conjunction with the network port at the EtherCAT master
the EL6601/EL6614 devices operate like a virtual switch whose ports are distributed in the field. The
EtherCAT fieldbus is the backbone of this switch.

EL6601, EL6614 Version: 5.0.0 11
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OO=1

EtherCAT
Master

EtherCAT
Ethernet

Fig. 2: EL6601 as a virtual, field-distributed switch

Further benefits underline the particular suitability for the application in industrial environments:

» Compact design in EtherCAT Terminal housing
* 10/100 MBaud, half or full duplex, with automatic baud rate detection

+ Autocrossing (automatic detection of cross-over cables)

LED
LED Color |Meaning
RUN green |These LEDs indicate the terminal's operating state:
off State of the EtherCAT State Machine: INIT = initialization of the
terminal or BOOTSTRAP = function for terminal firmware updates
flashing State of the EtherCAT State Machine: PREOP = function for mailbox
communication and different default settings set
Single flash|State of the EtherCAT State Machine: SAFEOP = verification of the
Sync Manager channels and the distributed clocks.
Outputs remain in safe state
on State of the EtherCAT State Machine: OP = normal operating state;
mailbox and process data communication is possible
Link / Act green |Connection / data exchange fieldbus
*Link/Act X1 - |green |Connection / data exchange Ethernet port X1- X4
X4
Eth Err red Error message EtherCAT (see Diagnostics [P_15])

*only EL6614

Connections

1 x RJ45 with 10BASE-T/100BASE-TX Ethernet (EL6601)
4 x RJ45 with 10BASE-T/100BASE-TX Ethernet (EL6614)

12
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2.2

Technical data

Technical data EL6601 EL6614

Bus system all Ethernet (IEEE 802.3) based protocols

Number of Ethernet ports 1 4

Ethernet interface 10BASE-T/100BASE-TX Ethernet with 10BASE-T/100BASE-TX Ethernet with
1 x RJ45 4 x RJ45

Cable length

up to 100 m twisted pair

Data transfer rate

10/100 Mbit/s, IEEE 802.3u auto negotiation,
half or full duplex at 10 and 100 Mbit/s possible, automatic settings

Network variables

EL6601 from Firmware 07, EL6614 from Firmware 03:

max 32 publishers with total of max. 1024 bytes total data [» 23]
max 32 subscribers with total of max. 1024 bytes total data [»_23]

Distributed clocks

no

Diagnostics

Status-LED, CoE data via ADS

Power supply

via the E-bus

Current consumption via E-bus

typ. 260 mA typ. 310 mA

Electrical isolation

500 V (E-bus/Ethernet)

Bit width in process image

Configuration TwinCAT System Manager/EtherCAT master
Weight approx. 75 g approx. 95 g
Permissible ambient temperature range -25°C ... +60 °C Horizontal installation position:
during operation -25°C ... +60 °C
All other installation positions:
-25 °C ... +45 °C, see note [P 45]
Permissible ambient temperature range -40 °C ... +85°C -40 °C ... +85°C
during storage

Permissible relative air humidity

95 %, no condensation

Dimensions (W x H x D)

approx. 26 mm x 100 mm x 52 mm (width aligned: 23 mm)

Installation

on 35 mm mounting rail, conforms to EN 60715

Vibration / shock resistance

conforms to EN 60068-2-6 / EN 60068-2-27

EMC immunity / emission

conforms to EN 61000-6-2 / EN 61000-6-4

Protection rating

IP20

Installation position

variable

see note [P 45]

Approvals / markings*

CE, cULus [r 39], UKCA, EAC
ATEX [»_35], IECEx [»_36], cFMus [P 37],

CE, cULus [»_39], UKCA, EAC
ATEX [» 35], [ECEx [» 36], CCC

CCC

*) Real applicable approvals/markings see type plate on the side (product marking).

Ex markings

Standard Marking

ATEX 3G ExecllC T4 Gce

IECEx Ex ec lIC T4 Gc

cFMus Class |, Division 2, Groups A, B, C, D
Class |, Zone 2, AEx/Ex ec IIC T4 Gc

EL6601, EL6614 Version: 5.0.0
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2.3

Basic function principles

The EL66xx Ethernet Switchport terminals have 2 different operating modes, ideal for the tasks required for
Ethernet connectivity. The two operating modes, which can be active simultaneously, provide both the real-
time-critical transmission and reception of configured network variables as well as the transport of standard
Ethernet traffic, which, while it is not real-time-critical, does involve large data flows using, for instance, the IP
protocol:

* Real-time data exchange: Publisher/subscriber, Beckhoff network variables, EtherCAT Automation

Protocol
The TwinCAT configuration file *.tsm configures an EL66xx when EtherCAT starts up with CoE
parameters in such a way that it

o transmits, as the publisher, data delivered through the cyclical data transfer in the real-time cycle.

o transmits subscribers received in the same way to the EtherCAT Master over the cyclical
EtherCAT data exchange.
Cyclical data exchange with the EL66xx is configured in the PDO settings of the EL66xx when
EtherCAT starts up, and cannot be changed online.

Non-real-time data exchange

In parallel with this, the EL66xx can transfer Ethernet frames through the acyclic mailbox exchange
(EoE = Ethernet over EtherCAT) between the terminal and the EtherCAT Master/TwinCAT. This data
exchange is optimized for throughput, and may involve automatic fragmentation - by default, all
telegrams that are not transferred in the PDO context are transported through the acyclic channel by
means of EoE.

The flow of data in the EL66xx can be represented schematically as follows:

14
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| Receive
RxBuffer full:
ErrLED MAC
I s Rx CntxFA01:01

nt
*FA01:03
& ErrLED

Ethertype
=BBA4 7

Filter
x60n2:01/02
true?

: J

OxFB00:01
=0x4000 ?

min.
1 Subscriber
exiating and
OxFAO0:02=
001007 1)

gqueues full
& Subscriber
initialized

. Cnt
1 1 xrs00:04

EoE
Mbx

J2)

Send
EcE PDO
Mbx Ecat
0xFBO0:01=

0xB000

Tx Cnt xFAQ1:02

RJ45

1)From ELEE14 FWOE (bug in FWD5, here DxF800:03)

2| There are only the number of bytes copied into the PDO, as configured inthe PDO_Therefore it is possible, that incomplete data come to the controller, if the
datawolume is higher. In the CoE x60nn (for each Subcriber), the individual components of the lgnore ltem (x60nn) can be switched on the Subcriber Filter:
*B0n0: filter values, x60n2: comeponding filter value activated, default- VariablelD is activated.

Fig. 3: EL66xx data diagram

The EL6601/EL6614 cannot transport an EtherNet Industrial Protocol (EtherNet/IP).

Diagnostics

Online diagnostics

The following objects are available for initial diagnostic in the CoE directory:

* OxFAO01, subindex 01: Frame Counter Rx (incoming to RJ45 socket).
* OxFAO01, subindex 02: Frame Counter Tx (outgoing from RJ45 socket).

The values can be read from the controller using PLC function blocks (FB_EcCoeSdoRead in

TcEtherCAT.lib).

This and further diagnostic information from the CoE of the EL66xx are accessible via https://

infosys.beckhoff.com/content/1033/el6601 el6614/Resources/2349552907.zip ’n.

Error LED

The red Error LED lights up 250 ms in the event of

EL6601, EL6614

Version: 5.0.0
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» Ethernet Receive Overrun --> in general, more Ethernet frames are received at the RJ45 connection
than can be transported away via EtherCAT (PDO or mailbox). The telegrams are discarded.

» Ethernet EoE Overrun --> more non-real-time frames are being received at the RJ45 connector than
can be transported away by EtherCAT/EoE The data are discarded.

e Ethernet Frame Error

If the occurrence of an overrun causes data to be lost, higher protocol layers in an Ethernet network are
responsible for repeating the transmission.

® Overruns

1 The following measures can be used to counter overruns:
* activating the Subscriber Filter [» 23] in the EL66xx concerned
* Increasing/decelerating the cycle time of the publisher

» Suppressing temporarily publisher transmission or modulo in the System Manager

» Reducing/accelerating the EtherCAT cycle time of the subscriber, so that more data are fetched
by the EL66xx

Cable redundancy

If the EL66xx is operated in a system with cable redundancy, please keep the following in mind:
« real-time operation with network variables is possible

* in the event of non-real-time operation with IP transfer the IP traffic is routed via the primary EtherCAT
port. Therefore the Windows IP settings of this port are also used.

= Use the foloving IP addiess:

IP address: [192.168. 0 . 1
Subnet mask: ER=E
Defaul gatevay: |

Fig. 4: IP settings EtherCAT port

If there is no longer a link to this port, from Windows under TwinCAT 2 or 3 there is also no IP
communication to this port currently.

For this reason, do not let the Ethernet connection between the primary EtherCAT port and the first
EtherCAT slave fail, since otherwise IP communication is no longer possible via the EL66xx.

ethernet device
192.168.1.100

primary port
192.168.1.1
H H . i = .
2 XK1l ] ] o ™
secondary port
192.168.1.2 ELG6xx

Fig. 5: Connection failure between primary EtherCAT port and 1% slave (X)

16 Version: 5.0.0 EL6601, EL6614
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24 EL66xX - Non Realtime

EL66xx and Ethernet transport via mailbox communication

In addition to regular cyclical process data exchange an EtherCAT master offers a further mechanism for
transporting data to an EtherCAT slave or reading data from it. This mechanism is used for one-time or
dynamically alternating Data Exchange, such as e.g. the parameterization of an EtherCAT slave. Mailbox
communication can also be used for transporting large data blocks acyclically on request from master or
slave. This additional communication takes place between the cyclical process data frames (the conventional
EtherCAT frames) on the EtherCAT bus.

@ Data throughput in mailbox communication

1 Since mailbox communication can only take place between the regular process data frames, data
throughput with this communication method depends on the load of the EtherCAT bus. This means
that the Ethernet throughput of the EL6601 also depends on the load of the underlying EtherCAT
fieldbus.

The EoE method (Ethernet over EtherCAT) is used for the EL66xx. Dedicated settings are available for this
in the System Manager.

Data throughput

The data throughput of the EL66xx in Ethernet frames or bytes/second depends on

» The EtherCAT cycle time on the fieldbus: The shorter the EtherCAT cycle used for the process data,
the more acyclical mailbox queries can be completed. If several different EtherCAT cycle times are
used in an EtherCAT strand the fastest cycle time is the relevant time

« The time between the process data frames that is available for mailbox communication: The longer the
Ethernet line is free for acyclical mailbox communication, the higher the Ethernet data throughput of the
EL6601.

* The mailbox size [P_19] in bytes: The larger the mailbox, the more Ethernet frames the EL6601 can
send to the EtherCAT master or received from it simultaneously.

* The number of terminals in the EtherCAT system that use mailbox communication at the same time.
* The EoE settings [P 21] in the TwinCAT System Manager, see the EoE section.

The following values were determined as samples (TwinCAT 2.10, 2.11)
+ > 5 Mbit/s from the EL6601 to the Ethernet device
+ > 2 Mbit/s from the Ethernet device to the EL6601

with an EtherCAT cycle time of 100 ys and a mailbox size of 1024 bytes.

® Tips for shortening the response times

1 We recommend the following procedure to shorten the response times in your application (e.g. to
ping requests): Significantly lower the EtherCAT cycle time currently being used or insert a new task
with a lower cycle time, e.g.: 500 ps if up to this point you have been using 2.5 ms EtherCAT cycle.
Important: This task must access genuine 10 process data from the EtherCAT slaves and be
recognizable under Device EtherCAT -> Tab EtherCAT, see Fig. Real frame structure from the
TwinCAT System Manager

EL6601, EL6614 Version: 5.0.0 17
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Fra.. | Cmd | Addr |Len |wo | SyncUnit | ovcleims) | Utiization (.. | Size / Duration .
Mo LRD  0x00010000 1 1 <defaultr 0500
Mo LRD 000080000 1 1 0.500 1.34 421672

1 LRD  0x00020000 3 12 <defauly 2500

1 BRD 0«00000x0130 2 15 2 500 0.27 457672

I: 0 0 0

Fig. 6: Real frame structure from the TwinCAT System Manager

® Note regarding the specified values

These values are typical values without warranty. Throughput rates may differ in different
applications depending on boundary conditions.

Address assignment

From FWO03 onwards, the EL6601/6614 can also assign IP addresses to connected devices and works as a
DHCP or BOOTP server for one device. The following settings are required in the System Manager (EL66xx
--> Advanced Settings --> Mailbox --> EoE):

+ Setting "Switch Port", Fig. Default setting of the EL66xx as switch port without IP address assignment.
The EL66xx works like a normal switch and passes Ethernet frames transparently through to TwinCAT/
Windows

» Setting for “IP Port”, Fig. From FWO03: Settings for dynamically assigned IP address
The EL66xx works with address assignment to one connected Ethernet device. A DHCP or a BootP
Client must be activated in the device (refer to the network adaptor settings in the operating system).
The EL66xx responds to the device’s corresponding DHCP/BootP query by assigning the specified IP
address/subnet mask to the device. In the DHCP method this address is regularly queried by the client
and assigned to the server/EL66xx.

Advanced Settings
General

= Mailbiox
CoE Yirtual Ethernet Port
FoE Virtual MAL 1d; 0201051003 eb
!
Distributed Clock, © Switch Part
ESC Access 1 IP Part
OHCP
|F Addresz

[] Time Stamp Requested

Fig. 7: Default setting of the EL66xx as switch port without IP address assignment
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Advanced Settings

= Mailbiax
CoE Yirtuial Ethernet Port
FoE YWirtual MAC 1d; 0201 051003 eb
EoE )
Distributed Clock © Switch Part
ESC Access ) 1P Part
I DHCP
(@ IP Address | 192.168. 0 . O |
Subnet Mask: | 256.265.255. 0 |
Default G ateway: | 192.168. 0 . 2 |
DMS Server: | |
OMS Mame: | |
[] Time Stamp Requested

Fig. 8: From FWO03: Settings for dynamically assigned IP address

Please note:

* The “DHCP” checkbox must not be used - the “IP address” checkbox activates the DHCP/BootP
function in the EL66xx.

« The Gateway, Mask and Server settings are likewise communicated to the client/the device
» Only one address can be assigned, i.e. no switch with connected subscribers may follow.
 the address range must be identical to that of the EtherCAT adapter.

« DHCP Server Identifier: several DHCP Servers need a ServerID in the response telegram.
Solution for the EL6601 from firmware 15: the value 0x1000 has to be entered in the object 0xF800:01.
If a Default Gateway is registered in the EL6601, it is used as a DHCP Server Identifier.

Mailbox settings

The mailbox size can be modified in the Beckhoff TwinCAT System Manager:
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Generall EtherCAT Process Data I Startupl CaE - Elnlinel Elnlinel

Sync Manager: PDO List:
Shd | Size | Type | Flags | e | Size | =
1] h22 kdbm Ot
1 h22 kbl
2 n Cutputs
3 1] |npLits
«| [ | | i
PDO Aszzighment; FPDO Content:
| e | Size | ffz | M arme
< | 2
— Dawnload Load PDO info from device
v PDO Agszi b
o $$|g.|nmer? Sync Unit Azsignment. ..
v PDO Configuration

Fig. 9: Default mailbox settings

By default the mailbox is set to 522 Byte Input and 522 Byte Output (20 A,.,), see Fig. Default Settings of the
Mailbox, Entries for SyncManager 0 and 1. To increase the data throughput the size of the mailbox can be
increased to 1024 Byte, see Fig. Increasing the Size of the Mailbox.

@® Default mailbox size

1 As of Revision EL66xx-0000-0018 the mailbox is already set to 1024 Byte by default in both
directions, therefore it cannot be further enlarged.

The previous statements apply for terminals with Revision -0000, -0016 or -0017.
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Advanced Settings E

- Biehavior

i Timeout Settings — Mailbox Configuration b ailbox Palling

- PN f5M ¥ Special Bootstrap Config ™ Cyclic

e Inik d

- __ mmmands ' Nomal ¢ Bootstap [Eycle Time [me); ||:| 3‘
Ea 1ailbio: =
[#]- Distributed Clock Out Addr (hex): IUH'l oo ¥ State Change
[+ B3 Access In &ddr [hex]: [owt5CE

IV Out Size == In Size
Out Size [hexk! iEI:-:EIED.-'-‘-. )

I Size (hexl: IU;.;I]ED.&-.

¥ tailbox Data Link Laver
[T Show hMessages

ADS Info: |ADS Port: 172.16.6.49.2.1, Port 1003

k. I Abbrechen

Fig. 10: Increasing the mailbox

Under EL6601 -> EtherCAT tab -> "Advanced Settings..." -> "Mailbox" the "Out Size" can be set to
hexadecimal values between 42,,./2A,,, and 1024,../400,,, bytes. Ethernet frames that are larger than the
EL6601 mailbox are fragmented by the EL6601 or the EtherCAT master and reassembled after passing
through the EtherCAT system.

Virtual switch setting

The EL66xx devices in the TwinCAT system generally appear as virtual switches, with the EtherCAT system
as the "backbone".

TCP/IP Stack Operating System
_— Windows

]

IP Router .. f,ﬂ-fF_F__,rr"”'_ ;I . al
- witch
Enable 1
_:-"-'_F‘-
Connect to TCP/
IP stack

]
i
|
i

Ethemet EtherCAT :
i
|
i

EoE
transport

Port Port

[
|
I
|
|
|
|
IP, Gateway IP, Gateway |

S
P R

Fig. 11: TwinCAT 2.11, virtual TwinCAT switch

The required settings will be found under TwinCAT | EtherCAT device | Advanced settings
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Advanced Settings i

E

[]- State Machine

i Master Settings
o Slave Settings
H- Cyclic Frames

- Distributed Clocks
B EoE Support

f- Feedundancy

H- Diagniosis

EoE Support

—%irtual Ethernet Switch
¥ Enable

—wiindovs Metwark
¥ Connect ta TCPAIP Stack

bd s Ports; |2

Windows [P Rolting

M ax Frames: |'| o0

¥ |P Enable Router

Max MAC [ds: |'||:||:|

Changesz require syztem reboot!

— EtherCAT Mailbox Gateway

[” Enable I Lt i e Wt b el BE-00- 00000000

[Earmeshons: IEI

Fig. 12: TwinCAT 2.11, virtual TwinCAT switch

Notes
+ If a large number of EL66xx devices are used along the EtherCAT strand it may be helpful to increase

the value of MaxFrames

+ If the EL66xx is used exclusively to transfer network variables, ConnectToTcpStack should be

deactivated

 IP-routing is active by default. This can also be checked by entering "ipconfig /all" on the command line

(Windows)
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2.5 EL66xx and Beckhoff network variables

251 Explanation network variables

Network variables

The EL66xx support sending/receiving network variables. This applies for the EL6601 as of Firmware 07, for
the EL6614 as of Firmware 03.

A maximum of 32 for each, publishers and subscriber, are permitted per EL66xx.

® Hardware replacement

1 If the system was designed with a previous EL6601 version (EL6601-0000-0000), this can be
replaced with versions from EL6601-0000-0017 without problem. If the system was designed for
version EL6601-0000-0017 or higher, replacement with a previous version is not possible due to
unsupported network variables.

Network variables are specially configured Ethernet frames that enable Beckhoff devices to communicate
with each other in real-time via Ethernet. Such device can send (publisher) or receive (subscriber)
messages.

An Ethernet frame is sent for each publisher (Ethernet-based). A maximum of 1500 bytes of data can thus
be sent per publisher. Within a publisher/subscriber several variables (publisher and subscriber variables)
can be created.

Generally, several publishers/subscribers can be configured for each sending/receiving device (e.g. IPC or
EL6601).

Based on the sample of a data sender the hierarchy therefore consists of
+ the sending device with a minimum of one Ethernet interface: IPC, CX, FC9011, EL6601, ...

o FastEthernet/100 MBit and 1 GBit are supported

o This Ethernet interface is configured in the local TwinCAT System Manager as a real-time
Ethernet device

» 1..n configured publishers - each publisher is sent as an independent Ethernet frame and can therefore
contain a maximum of 1500 bytes

* 1..n publisher variables contained therein for linking with the task/PLC

o For each publisher variable the user data and diagnostic data [» 23] are transferred

On the receiver side the configuration is mirrored.

The EL66xx can also process publishers and subscribers which are frame data
» Max. 32 publishers and/or subscribers
» For each transmit direction (publisher or subscriber) the following maxima apply:
o all publishers: 1024 bytes total data [P 23]
o all subscribers: 1024 bytes total data [» 23]

® Update of the terminal

1 The values above apply for a EL6601/6614-0000-0018. Version -0017 only supports a maximum of
300 bytes per publisher/subscriber. If a -0017 terminal is used, the values specified above can be
achieved by an update to revision -0018. Please contact our technical support.

With appropriate EtherCAT cycle time and depending on the scale and number of the publishers/subscribers
configured in the EL66xx, real-time cycle times down to 500 us or below are possible.

Typical throughput values for EL6601, FWO08, Rev. EL6601-0000-0018 are

* 1 publisher with 1000 bytes, 1 subscriber with 1000 bytes, simultaneous bidirectional operation: 2 ms
* 1 publisher with 100 bytes, 1 subscriber with 100 bytes, simultaneous bidirectional operation: 300 ys
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Both characteristic values were determined with this sample program (https://infosys.beckhoff.com/content/

1033/el6601 el6614/Resources/17350688139.zip) A . TWinCAT from version 2.11 is required for the *.tsm
System Manager file.

The EL6601 is used as a sample to explain configuration as publisher or subscriber for network variables.
The dialogs under TwinCAT 2.10 and TwinCAT 2.11 here are slightly different.

The following descriptions of the dialogs of the EL6601 in the TwinCAT System Manager can be applied
equally to the EL6614.

Note regarding the term total data

For each data direction the EL6601/EL6614 from Rev. -0018 can transfer a maximum of 1024 byte total
data. The total data consist of the user data (e.g. a UDINT) and the diagnostic data for the EL66xx.

Formula for number of diagnostic data bytes

» Publisher direction: 2 + ((number of publishers) * 2)
» Subscriber direction: 2 + ((number of subscriber variables) * 4)

If the configured data quantity exceeds 1024 bytes, a corresponding message window appears when
activation is attempted:

TwinCAT System Manager [EI

L] "_q,, Crverlapping Sync Manager configuration {consider 3-buffer SM are consuming the buffer size 3 times)
L

Fig. 13: Notice on exceeding configured data volume

Note regarding the amount of data

The EL66xx (EL6601 from FWO07, EL6614 from FWO03) has 8 kB of usable memory, which is allocated as
follows by default:

Type Usable extent Operation mode Used memory
Mailbox Out 1024 bytes 1024 bytes (fixed)
Mailbox In 1024 bytes 1024 bytes (fixed)
Publisher 1024 bytes 3-buffer mode 3072 bytes
Subscriber 1024 bytes 3-buffer mode 3072 bytes

If more Publisher or Subscriber data are required for an application, the SyncManagers can be adjusted by
reducing the amount of data used by the other function. The mailbox cannot be modified.

2.5.2 Settings in the System Manager

@® Appearance of the variables

Depending on the platform used (PC or EL66xx), the publisher/subscriber will appear differently. A
publisher/subscriber can be created:

» on a PC network interface, see Beckhoff network variables - Settings [P 64]

e on an EL66xx

The following sample illustrates the setup for a publisher and a subscriber variable (each with a size of a 16-
bit word) on an EL6601 under TwinCAT 2.10.
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él---:‘" Device 2 (EL&601) ReaMime Ethernet

= Device 2-Image
EN Inputs

-9l DevState

£ §l Outputs

| DevCtrl

E-3% Box 3 (Publisher)
g Inputs

- § OutpLts

| varData

E-9% Box 4 (Subscriber)

@t Inputs

- §l OUtpUts

-4 Sub-var 1
2§ Inputs

Fig. 14: Network variable sample configuration on an EL6601

Process data:

+ "Cycleldx": must be served by the application in order to be evaluated on the subscriber side
» "Cyclelndex": Cycleldx counterpart on the subscriber side.
« "VarData": the data to be sent.

2.5.3 Notes

* The RT statistics displays are not supported under TwinCAT for an EL66xx-RT device.
Solution: As an alternative, corresponding CoE parameters can be read for diagnostic purposes.

The publisher features of "OnChangeOnly" and "DataExchange (divider/modulo)" are not supported
together with the ELG6xX.

Solution: [from FWO08] Transmitting the configured publisher variables can be cyclically suppressed by
DevCitrl.

If a publisher is set up on an EL66xx, the publisher's CycleIndex [P_65] must be taken care of by the
user. On a PC, on the other hand, they are incremented by TwinCAT.

The following is recommended for diagnosis of a network variable connection:

1. Monitor the link status in the "DevState" of the RT device (Device --> Inputs --> DevState). The
expected state is DevState = 0.

2. Monitor the Quality and Cyclelndex in the subscriber.

The link LED in the EL66xx only indicates the status of the cable connection, not that of any network
variable connection that may exist.

If the EL66xx is used exclusively to transfer network variables, ConnectToTcpStack [P 22] should be
deactivated.

* A maximum of 32 for each, publishers and subscriber, are permitted per EL66xx.
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254 Suppress publisher

Applicable: TwinCAT from version 2.11, EL6601 from FW08, EL6614 from FW04

If the EL66xx is operated with a short cycle time and with publishers configured, this can place a high loading
on the connected network. For this reason, the EL66xx can be configured in such a way that the
transmission of individual publishers can be blocked through the DevCtrl variable. The object 0xF800:02
must be occupied in the CoE (CanOpenOverEtherCAT) for this purpose.

Groups of publisher boxes can be blocked by setting appropriate bits (publisher frames). The topmost 4 bits
(the high nibble of high byte) from 0xF800:02 specify the granularity of the groups 1..15, i.e. how many
publisher frames are handled together as one group:

The upper 8 bits of DevCtrl (format: 16 bits) then block the transmission of the publisher frames located in
the corresponding group in the current cycle.

High byte of DevCtrl :
* 0 =no blocking
* n = each bit in DevCitrl corresponds to a group of n publishers, where n has a value in the range [1..31]

It follows that a maximum of 8 groups of publishers can be blocked.
Sample:

DevCtrl.10 = true and 0xF800:02 = 0x2000 signifies that the third group will be blocked in this PLC cycle.
One group consists of 2 publisher frames, which means that in this case all the publisher variables that are
located in publisher frames 5 and 6 will not be transmitted.

Suppressing individual publishers

The structure of a "publisher" as a publisher box in the System Manager is
- an Ethernet frame containing

- n publishers

The individual bits in DevCtrl each block a group of publisher frames.

The success achieved in this way can be observed using, for instance, a network monitor such as
Wireshark.

® Changes in the CoE

1 The CoE contents can, if writable, be changed online using the TwinCAT System Manager.
However, after the terminal or the EtherCAT system is restarted, this change will no longer be
present; default values will apply. As a result, any permanent change must be stored in the
terminal's CoE startup list.

Note: In this documentation, bit counting starts from 0: value.0, value.1, ...

255 Filter subscribers

Applicable: TwinCAT from version 2.11, EL6601 from FW08, EL6614 from FW06

Depending on how the Ethernet network is configured, large or small numbers of the publisher telegrams
being used there arrive at the EL66xx devices included in the network. At the start, the EL 66xx is configured
by the EtherCAT Master to the subscriber variables that it is to receive: source AMS Net ID and ID of the
variables are loaded into the CoE for each subscriber. The CoE objects 0x60n0:01 and 0x60n0:02 then
respectively contain the AmsNetld and Variables ID to be checked. The EL66xx devices can therefore filter
according to the incoming publisher IDs, and compare them with their own subscriber IDs. For this purpose
the publisher variables contained in the Ethernet frames received are disassembled and checked
individually.

If an incoming subscriber
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 corresponds to a configured AMS Net ID and Variables ID, then the contents are transferred to
EtherCAT via PDO.

« does NOT correspond to the above, then the contents are transferred as standard to the acyclic
mailbox interface for transmission to the Master.

This is the standard setting of the EL66xx.

The second way generates a high acyclic EtherCAT transport load, because subscribers received by the
EL66xx are transported that should not be transported by this EL66xx at all. For this reason the subscriber
filter can be activated by the CoE entry 0xF800:02 = 0x0100 (bit 8 = TRUE). The subscriber data that do
not correspond to the AmsNetlD/Variables ID filter are then discarded in the terminal and are not transferred
to the mailbox.

® Filter subscribers

Activation of the subscriber filter is recommended.
Since the EL66xx needs to be re-initialized with each INIT-OP transition, it is essential to set the
named CoE entry in the startup list.

Note: In this documentation, bit counting starts from 0: value.0, value.1, ...

2.5.6 Setting up TwinCAT 2.10

Once the EtherCAT bus and its devices have been configured, the EL6601 is appended as a separate
device in the configuration tree.

-l SYSTEM - Configuration
- B NC - Configuration

B PLC - Configuration

B Cam - Configuration

=8 1jo - Configuration
-

= o T

..... 1

..... . & Tmport Device. .

=
[=

Jl

s Scan Devices, ..

BB Paste Chrl+y

BB Paste with Links  Al+Chrl4+y
= WT - P ———

Fig. 15: Append device

In the selection dialog an EL6601 is offered as a real-time Ethernet device. The EL6601 must also be
selected here when an EL6614 is being used.
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Insert Device E

Tupe: #1110 Beckhaff Lightbus Ok
[+ &8 Profibuz DP \—K—I
- Interbus-S Cancel |
€ CAMopen
.:,_ DeviceMet
-4 SERCOS interface
[+ 5%5 EtherCAT

-8 Ethemet
- ~E¥ RealTime Ethernet

el F=al-Time Ethernet ELEBOT, EtherCaT
LW Vitual Ethemet Interface
""m UsB & PC only
H-E= Beckhoff Hardware
-4 Miscellaneous " CX only
£ B only

Al

— Target Tvpe——

M arne: ID evice 2

Fig. 16: Select EL6601

An imaginary box is now appended to the EL6601 as publisher or subscriber.

=N J Term 7 (EL&G01)
- @ Device 2 (EL6601)_OUT
- &1 Device 2 (ELGE01)_IN
-§ WcState
@ InfoData
T State
&1 Adshddr Humber
IQT netld
- T port
..... J Term 8 I:EL'EIDII}
EIR Nl [evice 2 (ELGR

8 Mappings Mw|
Prafinet Device Prokdcol

EthernetIP Slave Prokocol
IEEE 15885 PTP Proktacal

¥ Delete Device

B} finline Recak

Fig. 17: Append box

ertpos ]

Type: = ﬁ;ﬁﬁ Beckhoff Automation GmbH
------ .!E Metwork VY ariable Publizher
------ .ﬁ Metwark. Variable Subscriber Cancel

i

tultiple:

Marne: IE-:::-:'IEI m

Fig. 18: Append network variable

The "EL6601 device" is now linked to the actual EL6601 or EL6614 in the selection dialog ("Adapter" tab ->
"Search...").

28 Version: 5.0.0 EL6601, EL6614



BEGKHOFF Product description | EL66xx and Beckhoff network variables

General Adaper | Statisticsl

Drezcription: IELEEEI'I 1 Part Switch [Ethernet, CoE]

Device Name: |Tem 7 [ELBEOT)

MAC Address: [0201 051003 ef | Search.. |
IP Address: I'I 92 168.0.2 [255.256.266.0] Compatible Devices. .. |

S @

[T Lock 140 after

(]
[ Promizcuous b

[T irtual Device Cancel |

[ Info Data Sup f* Lnused
= al

Fig. 19: Link device with EL6601

All further steps are done as described in the preceding sections.

257 Setting up TwinCAT 2.11

If the EtherCAT configuration has been created manually or scanned from the field itself you can now
configure an EL66xx as a transmitter/receiver of network variables.

-I ﬁ“ Import Device, .,

. = .
§ s Sean Devices., ..

- § [ Paste Chrl+y
=i BB paste with Links  Alk+Chrl+y

Frg_Imoodrg
ﬁ] il Termz (ELesn1) |

..... | Term 3 (EL9011)

Fig. 20: Append new device

Select the EtherCAT Automation Protocol in the device dialog:

[=1-7== EtherCaTl
-5 EtherCAT
o ﬂ EtherCAT Automation Pratocal wia ELEE0T, EtherCAT

Fig. 21: Select EtherCAT Automation Protocol

The new device is automatically assigned to an available EL66xx, or this can also be done manually:

Helq |
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- Kl S¥STEM - Configuration

8 NC - Configuration
.- B PLC - Configuration

E|. I/ - Configuration

Fig. 22: Device assignment to the EL66xx

Elﬁ 1) Devices

—|- === Device 2 (EtherCAT)
+ Device 2-Image
== Device 2-Image-Info
EEI---%‘T Inputs
-l Outputs
H-§ InfoData
= Term 1 (EK1100)
- § InfoDaka
=92 Term 2 (EL&&O1)
=B Term A {FLO011)

}ﬂ_gg Device 1 (EtherCAT Autamatio)

General

— ' Own Adapter Instance

Adapter "F'n:utu:n:u:ull Startupl CoE - I:Inlinel

Description: |ELEED1 1 Port Switch [Ethernet, CoE |

Device Name: |Tem 2 [ELEE01)

MAC Address: |02 01052003 ea

IP Address: |1 72.18.1.1 [255.255.255.0]

[ Promizcuous Mode [use with Metm

[ Wirtual Device Mames

|— " Shared Adapter Instance

Transmitter/receiver variables must now be created:

e}

=B [jO Devices

== Device 2 (EtherCAT)
-I- Device 2-Image
== Device 2-Image-Info
[+ %T Inputs
- @l outputs
-8 InfoData
= Term 1 {EK1100)
+-§ InfoDaka
=92 Term 2 (EL&&01)

B Teer o ELOOLLY
a b3 T

appings .‘c Append Box,.

% Device 1 (Fther™&T Aubarmabinn Brokaenl FIAANT 4]

Fig. 23: Append box

Multiple publishers and subscribers can be created for each EtherCAT Automation Protocol device.

Insert Box

Type:

Fig. 24: Publisher/Subscriber

=] :_E% B eckhaff Autornation GrbH
b b lnd Metork Wariable Publisher
LS8 Metwork Yarniable Subscriber

An EtherCAT Automation Protocol device appears as follows in the topology view:

&

T

Fig. 25: Topology view

All further steps are done as described in the preceding sections.
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2.6 Configuration in the CX20x0 and CX50x0 system

The embedded PCs of the CX20x0 and CX50x0 series offer the unique feature of an integrated I/O interface
for E-bus and K-bus with automatic switchover. The EL66xx devices in the TwinCAT system act as a virtual
switch, with the EtherCAT system as the "backbone". In the CX20x0 and CX50x0 system, the internal
interface connection is not implemented through a network interface, but through an FPGA.

FPGA < > Operating System
Windows

——1 virtual
e | Switch
Connect to —
FPGA |
|
I
|

E-/K-Bus | | EOE

Interface || transport
|

e

Fig. 26: Virtual TwinCAT switch in the CX20x0 and CX50x0 system

Due to the internal connection via FPGA and the automatic E-bus / K-bus detection, with offline configuration
the Ethernet port only becomes visible when the configuration is activated. To configure the Ethernet port
offline, proceed as follows:

* Due to the automatic E-bus and K-bus switching, any terminal should be connected with the
appropriate bus

» The internal PCI™ port is detected during offline configuration and must be selected
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! ELafxConfiguration.tsm - TuinCAT Systern MManager
File Edit Actions Wiew Options  Help

D@l oo 2R 23 =y @ il e e|[E)C

ﬂ SYSTEM - Configuration Mumber  Device Type
-.J NC - Configuration

.38 PLC - Configuration
2. /O - Configuration
Eﬁ IO Devices
- -5 Device 1(EtherCAT)

LEE Mappings y
= PPN Dewvice Found Af

[none] k.
Linkz0ben [TwinCAT - ntel PCl Ethemet Adapter [Gigabit) #2]

1

LirkzUrben [TwinCAT-Intel PCI Ethernet dapter [Gigabit Cancel
FCl Bus/Slot 440, Slot 7 [0=FO020000]
@ Unused
Al
Help

Fig. 27: Dialog for selection of the PCI™ port

» The customer-specific configuration can be created, and the EL66xx can be inserted in the
configuration

! ELofxConfiguration.tsm - TuwinCAT Systern Manager EI@

File  Edit Actions ‘iew Options  Help
D@ & DR a6 d | =aavada dasn - @ e|[2)Qldked
General | EtherCAaT I Frocess [ata I Startup I CoE - Online I Elnline|

ﬂ SYSTEM - Configuration
' MNC - Canfiguration
! PLC - Configuration N ame: Term 2 [ELEEOT] Id: 2
- 170 - Configuration
Elﬁ 10 Devices Type: ELBEOT 1 Part Switch [Ethernet, CoE)
5.5 Device 1 (FtherCAT)
== Device 1-Irmage
-.=¥= Device 1-Image-Info
- Inputs
- @l Qutputs -
B8 InfoData
r_.-,lj Term 1 (EK1200) [ Dizabled Create spmbols
- ™ Term 2 (ELG60L)
@Y Mappings

Comment: -

Fig. 28: Insertion of the EL66xx in the configuration

* The Ethernet port is detected after "Reloading the 1/0 devices" (F4) and then appears under network
connections

« as "Local Area Connection 4"
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===

@Uv| E' b Control Panel » Metwork and Internet » Metwork Connections » - | +y |
Organize - = [0 @
L". Gigabit Metwork Connection#1 L"- Gigabit Metwark Connection#2
S Metweork cable unplugged S Unidentified netwark

% @ TwinCAT-Intel PCIEthernet Adap... W TwinCAT-Intel PCI Ethernet Adap...

L". Local Area Connection 4
== Unidentified netuark

Fig. 29: New Network “Local Area Connection” in the Windows network connections

» The port can now be configured as required. The settings are applied and saved. Even if the port
disappears again, the settings are retained for subsequent commissioning.

If the problem persists, i.e. if the Ethernet port of the EL66xx still fails to show up in the network connection,
this may be due to the following causes. These should be checked and the listed countermeasures taken.

Requirements

Check the following:

Virtual Ethernet switch is not enabled Check the virtual switch settings [ 21] and the
corresponding notes

TwinCAT 2 and TwinCAT 3 are installed Possible driver conflict, please contact Beckhoff support

simultaneously
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3 Mounting and wiring

3.1 Notes on ESD protection

Devices can be destroyed by electrostatic charging!
The devices contain electrostatically sensitive components which can be damaged by improper handling.

* When handling the components, take care to avoid electrostatic discharge; also, prevent direct contact
with the spring-loaded contacts (see illustration).

» Contact with highly insulating materials (synthetic fibers, plastic films, etc.) should be avoided when
simultaneously handling components.

» When handling the components, ensure proper earthing of the environment (workplace, packaging, and
persons).

« Each bus station must be terminated with the EL9011 or EL9012 end cap on its right side to guarantee
the protection rating and ESD protection.
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Fig. 30: Spring contacts of Beckhoff I/O components
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3.2 Explosion protection

3.21 ATEX - Special conditions (extended temperature range)

Observe the special conditions for the intended use of Beckhoff fieldbus components with
extended temperature range (ET) in potentially explosive areas!

» The certified components are to be installed in a suitable housing that guarantees a protection class of at
least IP54 in accordance with EN 60079-7! The environmental conditions during use are thereby to be
taken into account!

If the temperatures during rated operation are higher than 70°C at the feed-in points of cables, lines or
pipes, or higher than 80°C at the wire branching points, then cables must be selected whose
temperature data correspond to the actual measured temperature values!

* Observe the permissible ambient temperature range of -25 to 60°C for the use of Beckhoff fieldbus
components with extended temperature range (ET) in potentially explosive areas!

* Measures must be taken to protect against the rated operating voltage being exceeded by more than
40% due to short-term interference voltages!

The individual terminals may only be unplugged or removed from the Bus Terminal system if the supply
voltage has been switched off or if a non-explosive atmosphere is ensured!

» The connections of the certified components may only be connected or disconnected if the supply
voltage has been switched off or if a non-explosive atmosphere is ensured!

The fuses of the KL92xx/EL92xx power feed terminals may only be exchanged if the supply voltage has
been switched off or if a non-explosive atmosphere is ensured!

Address selectors and ID switches may only be adjusted if the supply voltage has been switched off or if
a non-explosive atmosphere is ensured!

Standards

The fundamental health and safety requirements are fulfilled by compliance with the following standards:

+ EN IEC 60079-0:2018
+ EN 60079-7:2015+A1:2018

Marking

The Beckhoff fieldbus components with extended temperature range (ET) certified according to regulations
for potentially explosive areas bear the following marking:

13GExecllCT4Gce

KEMA 10 ATEX0075 X
DEKRA 22UKEX6024X

Ta: -25 ... + 60°C
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3.2.2 IECEX - Special conditions

Observe the special conditions for the intended use of Beckhoff fieldbus components in
potentially explosive areas!
» For gas: The equipment shall be installed in a suitable enclosure providing a degree of protection of IP54

according to IEC 60079-7, taking into account the environmental conditions under which the equipment
is used!

» The equipment shall only be used in an area of at least pollution degree 2, as defined in IEC 60664-1!

Provisions shall be made to prevent the rated voltage from being exceeded by transient disturbances of
more than 119 V!

If the temperatures during rated operation are higher than 70°C at the feed-in points of cables, lines or
pipes, or higher than 80°C at the wire branching points, then cables must be selected whose
temperature data correspond to the actual measured temperature values!

* Observe the permissible ambient temperature range for the use of Beckhoff fieldbus components in
potentially explosive areas!

The individual terminals may only be unplugged or removed from the Bus Terminal system if the supply
voltage has been switched off or if a non-explosive atmosphere is ensured!

» The connections of the certified components may only be connected or disconnected if the supply
voltage has been switched off or if a non-explosive atmosphere is ensured!

» Address selectors and ID switches may only be adjusted if the supply voltage has been switched off or if
a non-explosive atmosphere is ensured!

The front hatch of certified units may only be opened if the supply voltage has been switched off or a
non-explosive atmosphere is ensured!

Standards

The fundamental health and safety requirements are fulfilled by compliance with the following standards:
« |[EC 60079-0:2017 (Edition 7.0)
« |[EC 60079-7:2017 (Edition 5.1)

Marking

Beckhoff fieldbus components that are certified in accordance with IECEx for use in areas subject to an
explosion hazard bear the following marking:

IECEx DEK 16.0078 X
Ex ec lIC T4 Gc

3.2.3 Continuative documentation for ATEX and IECEXx

NOTICE

Continuative documentation about explosion protection according to ATEX
| |and IECEx

Pay also attention to the continuative documentation

Ex. Protection for Terminal Systems
Notes on the use of the Beckhoff terminal systems in hazardous areas according to ATEX
and IECEXx,

that is available for download within the download area of your product on the Beckhoff
homepage www.beckhoff.com!
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3.24 cFMus - Special conditions

Observe the special conditions for the intended use of Beckhoff fieldbus components in
potentially explosive areas!

* The equipment shall be installed within an enclosure that provides a minimum ingress protection of IP54
in accordance with ANSI/UL 60079-0 (US) or CSA C22.2 No. 60079-0 (Canada).

» The equipment shall only be used in an area of at least pollution degree 2, as defined in IEC 60664-1.

» Transient protection shall be provided that is set at a level not exceeding 140% of the peak rated voltage
value at the supply terminals to the equipment.

* The circuits shall be limited to overvoltage Category Il as defined in IEC 60664-1.

» The Fieldbus Components may only be removed or inserted when the system supply and the field
supply are switched off, or when the location is known to be non-hazardous.

» The Fieldbus Components may only be disconnected or connected when the system supply is switched
off, or when the location is known to be non-hazardous.

Standards
The fundamental health and safety requirements are fulfilled by compliance with the following standards:

M20US0111X (US):

* FM Class 3600:2018

* FM Class 3611:2018

* FM Class 3810:2018

+ ANSI/UL 121201:2019
« ANSI/ISA 61010-1:2012
« ANSI/UL 60079-0:2020
* ANSI/UL 60079-7:2017

FM20CA0053X (Canada):
. CAN/CSA C22.2 No. 213-17:2017
- CSA C22.2 No. 60079-0:2019
- CANJ/CSA C22.2 No. 60079-7:2016
- CANJ/CSA C22.2 No.61010-1:2012

Marking

Beckhoff fieldbus components that are certified in accordance with cFMus for use in areas subject to an
explosion hazard bear the following markings:

FM20US0111X (US): Class I, Division 2, Groups A, B, C, D
Class |, Zone 2, AEx ec lIC T4 Gc

FM20CA0053X (Canada):  Class I, Division 2, Groups A, B, C, D
Ex ec T4 Gc
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3.2.5 Continuative documentation for cFMus

NOTICE

Continuative documentation about explosion protection according to cFMus
Pay also attention to the continuative documentation

Control Drawing 1/O, CX, CPX
Connection diagrams and Ex markings,

that is available for download within the download area of your product on the Beckhoff
homepage www.beckhoff.com!
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3.3 UL notice

A CAUTION

Application
c US | Beckhoff EtherCAT modules are intended for use with Beckhoff's UL Listed EtherCAT
System only.

A CAUTION
Examination
US | For cULus examination, the Beckhoff I/O System has only been investigated for risk of fire
and electrical shock (in accordance with UL508 and CSA C22.2 No. 142).

A CAUTION

For devices with Ethernet connectors

H

H

US | Not for connection to telecommunication circuits.

Basic principles

UL certification according to UL508. Devices with this kind of certification are marked by this sign:

C US
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3.4 Note on power supply

Power supply from SELV / PELV power supply unit!

SELV / PELV circuits (safety extra-low voltage / protective extra-low voltage) according to IEC 61010-2-201
must be used to supply this device.

Notes:

« SELV / PELYV circuits may give rise to further requirements from standards such as IEC 60204-1 et al,
for example with regard to cable spacing and insulation.

» A SELV supply provides safe electrical isolation and limitation of the voltage without a connection to the
protective conductor, a PELV supply also requires a safe connection to the protective conductor.
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3.5 Mounting and demounting - top front unlocking

The terminal modules are fastened to the assembly surface with the aid of a 35 mm mounting rail (e. g.
mounting rail TH 35-15).

® Fixing of mounting rails

1 The locking mechanism of the terminals and couplers extends to the profile of the mounting rail. At
the installation, the locking mechanism of the components must not come into conflict with the fixing
bolts of the mounting rail. To mount the recommended mounting rails under the terminals and
couplers, you should use flat mounting connections (e.g. countersunk screws or blind rivets).

Risk of electric shock and damage of device!

Bring the bus terminal system into a safe, powered down state before starting installation, disassembly or
wiring of the Bus Terminals!

Mounting
» Fit the mounting rail to the planned assembly location.

@

@

e,

@ @

and press (1) the terminal module against the mounting rail until it latches in place on the mounting rail
2).
« Attach the cables.

b

Demounting
* Remove all the cables.

 Lever the unlatching hook back with thumb and forefinger (3). An internal mechanism pulls the two
latching lugs (3a) from the top hat rail back into the terminal module.
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* Pull (4) the terminal module away from the mounting surface.
Avoid canting of the module; you should stabilize the module with the other hand, if required.
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3.6 Positioning of passive terminals

® Note on the placement of passive terminals in the bus terminal block

1 EtherCAT Terminals that do not take part in active data exchange within the bus terminal block are
referred to as passive terminals. These terminals can be recognized because they do not consume
power from the E-bus. To ensure optimal data exchange, no more than two passive terminals may

be connected directly to each other!

Examples of the placement of passive terminals (highlighted in light color)
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Fig. 32: Incorrect positioning
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3.7 Note on shielding

Low-resistance shielding through external shield connection
The shielding of the EL66xx is capacitively connected to the mounting rail.

If low-resistance shielding is desired or required, the shield must be connected to an external shield support
(e.g. with the clamp strap for shield connection ZB5800).
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3.8 Installation positions

NOTICE

Constraints regarding installation position and operating temperature range

* Please refer to the technical data of the device to ascertain whether any restrictions regarding the
installation position and/or the operating temperature range have been specified.

* When installing devices with increased heat dissipation, ensure that there is sufficient space above and
below the devices during operation to guarantee adequate ventilation!

The installation positions and their names for mounting devices on mounting rails are specified below. The
illustration of the devices in the following figures is an example.

The following applies to all installation positions: the reference direction “down” (see arrow) is the direction of
the earth's gravitational force.

Horizontal installation (standard installation)

The mounting rail is mounted horizontally on a vertical mounting plate.
The connection level of the devices points to the front.

The devices are ventilated from below, which enables optimum cooling of the electronics through convection.
This is therefore also the recommended installation position.

Fig. 33: Recommended minimum distances for standard installation position

Compliance with the minimum distances

Compliance with the minimum distances shown in the figure “Recommended minimum distances for
standard installation position” is strongly recommended in all installation positions.
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Vertical installation

The mounting rail is mounted vertically on a vertical mounting plate.
The connection level of the devices faces the front.
The devices can be arranged as follows:

downward arrangement % upward arrangement

|

Fig. 34: Installation position: Vertical, downward arrangement (left)/upward arrangement (right)

Flat installation

The mounting rail is mounted on a horizontal mounting plate.
The connection level of the devices points upwards.

v

I

Fig. 35: Flat installation

NOTICE

Danger of sliding off the mounting rail

Particularly in the “vertical” installation position, but also in other installation positions under corresponding
mechanical load, the terminal segment may move on the mounting rail. These can lead to undesirable
malfunctions.

« If this risk exists, secure the terminal segment with appropriate locking devices, e.g. by clamping it to the
mounting rail.

NOTICE

Compliance with the minimum distances

Compliance with the minimum distances shown in the figure “Recommended minimum distances for
standard installation position” is strongly recommended in all installation positions.
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Installation positions with ZB8610 fan cartridge

If the cooling should or must be increased for the intended application, the ZB8610 fan cartridge can be
mounted on the underside of the device. In the horizontal installation position, the devices are ventilated from
bottom to top by the fan cartridge. This optimum cooling is further enhanced by convection ventilation (see
following figure).

The fan cartridge can be used in any installation position.

Further information on operation with and without a fan can be found in the technical data for the device (e.qg.
derating, information on installation positions, etc.).

35 mm min.
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Fig. 36: Recommended minimum distances for operation with fan, using horizontal installation position as an
example

Compliance with the minimum distances

Compliance with the minimum distances as shown in the figure “Recommended minimum distances for
operation with fan” is strongly recommended.
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3.9 Disposal

Products marked with a crossed-out wheeled bin shall not be discarded

with the normal waste stream. The device is considered as waste

electrical and electronic equipment. The national regulations for the
mmmmm  disposal of waste electrical and electronic equipment must be observed.
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4 Commissioning

Further information

,l For information on commissioning with TwinCAT and EtherCAT basics, please refer to the
“EtherCAT system manual”.

4.1 Object description and parameterization

EtherCAT ESI Device Description (XML)

The presentation matches that of the CoE objects from the EtherCAT ESI Device Description
(XML). It is recommended that you download the latest XML file from the download area on the
Beckhoff website and install it according to the installation instructions.

i o

Parameterization via the CoE list (CAN over EtherCAT)

The EtherCAT device is parameterized via the CoE Online tab (with a double click on the respective
object) or via the Process Data tab (assignment of PDOs). Please note the following general CoE
information when using/manipulating the CoE parameters:

jieo

» Keep a startup list if components have to be replaced.
« Differentiation between online/offline dictionary, existence of current XML description.
» “CoE Reload” for resetting the changes

Introduction

The CoE overview contains objects for different intended applications:

* Objects required for parameterization [P 49] during commissioning

+ Objects intended for regular operation [»_50], e.g. through ADS access.
* Objects for indicating internal settings [»_50] (may be fixed)

The following section first describes the objects required for normal operation, followed by a complete
overview of missing objects.

411 Objects for commissioning
Index 1018 Identity
Index (hex) |Name Meaning Data type Flags |Default
1018:0 Identity Information for identifying the slave UINT8 RO 0x04 (44.)
1018:01 Vendor ID Vendor ID of the EtherCAT slave UINT32 RO 0x00000002
(zdec)

1018:02 Product code Product code of the EtherCAT slave UINT32 RO 0x19C93052
(4326155064,
)

1018:03 Revision Revision number of the EtherCAT slave; the low word (bit|UINT32 RO 0x00100000
0-15) indicates the special terminal number, the high (1048576,.,)
word (bit 16-31) refers to the device description

1018:04 Serial number Serial number of the EtherCAT slave; the low byte (bit UINT32 RO 0x00000000
0-7) of the low word contains the year of production, the (Ogec)
high byte (bit 8-15) of the low word contains the week of
production, the high word (bit 16-31) is 0
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Index F800 EL6601 Para

Index (hex) |Name Meaning Data type Flags |Default
F800:0 EL6601 Para Max. subindex UINT8 RW 0x02 (24¢c)
F800:01 General 0x0000: Standard operation UINT16 RW 0x0000 (Ogec)
0x0001: VLAN TAGS are removed before filtering.
0x4000: EoE frames are blocked.
F800:02 NetVars This switch determines whether received subscriber data |UINT16 RW 0x0000 (0g4ec)
from frames with 0x88A4 in the header, that have not
passed the subscriber filter, will be transported further via
EoE/Mailbox to the EtherCAT Master.
0x0000: default, subscriber data are forwarded via EoE
0x0100: Subscriber data are being discarded
41.2 Objects for regular operation
Index F100 Master Info
Index (hex) |Name Meaning Data type Flags |Default
F100:0 Master Info Max. subindex UINT8 RO 0x02 (24ec)
F100:01 Status Link Status of the Ethernet port UINT16 RO 0x0000 (0g4ec)
0: Link
1: No link
F100:02 Control reserved UINT16 RO 0x0000 (0g4ec)
Index FA01 MAC Info
Index (hex) |Name Meaning Data type Flags |Default
FA01:0 MAC Info Max. subindex UINT8 RW 0x03 (34ec)
FA01:01 RxPackets Received Ethernet telegrams UINT16 RW 0x0000 (0g4ec)
FA01:02 TxPackets Sent Ethernet telegrams UINT16 RW 0x0000 (0g4ec)
FA01:03 Reserved Reserved UINT16 RW 0x0000 (0yc)
41.3 Standard objects (0x1000-0x1FFF)
The standard objects have the same meaning for all EtherCAT slaves.
Index 1000 Device type
Index (hex) |Name Meaning Data type Flags |Default
1000:0 Device type Device type of the EtherCAT slave: The Lo-Word UINT32 RO 0x0000138A
contains the CoE profile used (5002). (5002,,.)
Index 1008 Device name
Index (hex) |Name Meaning Data type Flags |Default
1008:0 Device name Device name of the EtherCAT slave STRING RO e.g.
EL6601-0000-
0017
Index 1009 Hardware version
Index (hex) |Name Meaning Data type Flags |Default
1009:0 Hardware version Hardware version of the EtherCAT slave STRING RO 00
Index 100A Software version
Index (hex) |Name Meaning Data type Flags |Default
100A:0 Software version Firmware version of the EtherCAT slave STRING RO 00
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Index 1600-16FE RxPDO-Map

Index (hex) |Name Meaning Data type Flags |Default
1600+n:0  |RxPDO-Map PDO Mapping RxPDO UINT8 RW 0x02 (24¢c)
(each module gets its own entry (Index 0x1600+n),
0 < n < maximum number of modules
(1600+n):01 |Output Mapping Area |1. PDO Mapping Entry (Object 7000+n*8:07) UINT32 RW 0x7000+n*8:0
001 7,16
(1600+n):02 |Output Mapping Area |2. PDO Mapping Entry (Object 7000+n*8:0B) UINT32 RW 0x7000+n*8:0
002 B, 16
Index 1680 PDO control
Index (hex) |Name Meaning Data type Flags |Default
1680:0 PDO control Max. subindex UINT8 RW 0x01 (14ec)
1680:01 PDO control Entry Master Control UINT32 RW 0xF100:02, 16
Index 1A00-1AFE TxPDO-Map
Index (hex) |Name Meaning Data type Flags |Default
1A00+n:0  |TxPDO Map Ch.2 PDO Mapping TxPDO UINT8 RW 0x03 (34ec)
(each module gets its own entry (Index 0x1A00+n),
0 £ n < maximum number of modules
(1A00+n):01 |Input Mapping Area  |1. PDO Mapping Entry (Object 0x6000+n*8:03) UINT32 RW 0x6000+n*8:0
001 3,16
(1A00+n):02 |Input Mapping Area  |2. PDO Mapping Entry (Object 0x6000+n*8:04) UINT32 RW 0x6000+n*8:0
002 4,16
(1A00+n):03 |Input Mapping Area  |3. PDO Mapping Entry (Object 0x6000+n*8:05) UINT32 RW 0x6000+n*8:0
003 5,16
Index 1A80 PDO status
Index (hex) |Name Meaning Data type Flags |Default
1680:0 PDO status Max. subindex UINT8 RW 0x01 (146c)
1680:01 PDO status Entry Master Status UINT32 RW 0xF100:01, 16
Index 1C00 Sync manager type
Index (hex) |Name Meaning Data type Flags |Default
1C00:0 Sync manager type  |Using the sync managers UINT8 RO 0x02 (246)
1C00:01 Sublndex 001 Sync-Manager Type Channel 1: Mailbox Write UINT8 RO 0x01 (14c)
1C00:02 Sublndex 002 Sync-Manager Type Channel 2: Mailbox Read UINT8 RO 0x02 (246c)
1C00:03 Sublndex 003 Sync-Manager Type Channel 3: Outputs UINT8 RO 0x02 (24ec)
1C00:04 Sublndex 004 Sync-Manager Type Channel 4: Inputs UINT8 RO 0x02 (24ec)
Index 1C12 RxPDO assign
Index (hex) |Name Meaning Data type Flags |Default
1C12:0 RxPDO assign PDO Assign Outputs UINT8 RW -
1C32:01 Sublndex 001 1. allocated RxPDO (contains the index of the associated |UINT32 RW 0x1600
RxPDO mapping object) (56324.)
1C12:80 Sublndex 128 128. allocated RxPDO (contains the index of the UINT32 RW 0x167F
associated RxPDO mapping object) (5759.)
1C12:81 Sublindex 129 PDO Control UINT32 RW 0x1680
(5760dec)
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Index 1C13 TxPDO assign

Index (hex) |Name Meaning Data type Flags |Default
1C13:0 TxPDO assign PDO Assign Inputs UINT8 RW -
1C13:01 Subindex 001 1. allocated TxPDO (contains the index of the associated |UINT32 RW 0x1A00
TxPDO mapping object) (66564c.)
1C13:80 Subindex 128 128. allocated TxPDO (contains the index of the UINT32 RW Ox1A7F
associated TxPDO mapping object) (67834ec)
1C13:81 Sublndex 129 PDO status UINT32 RW 0x1A80
(6784 4cc)
Index 1C32 SM output parameter (only with network variables)
Index (hex) |Name Meaning Data type Flags |Default
1C32:0 SM output parameter |Synchronization parameters for the outputs UINT8 RW OX0E (144e.)
1C32:01 Sync mode Current synchronization mode: UINT16 RW 0x0001 (14e0)
* 1: Synchronous with SM 2 event
1C32:02 Cycle time Cycle time (in ns): UINT32 RW 0x00000000
» Free Run: Cycle time of the local timer (Ocec)
» Synchronous with SM 2 event: Master cycle time
+ DC mode: SYNCO/SYNC1 Cycle Time
1C32:03 Shift time Time between SYNCO event and output of the outputs (in |[UINT32 RW 0x00000000
ns, DC mode only) (Ogec)
1C32:04 Sync modes Supported synchronization modes: UINT16 RW 0x0002 (24c)
supported « Bit 1 =1: Synchron with SM 2 event is supported
Index 1C33 SM input parameter (only with network variables)
Index (hex) |Name Meaning Data type Flags |Default
1C33:0 SM input parameter |Synchronization parameters for the inputs UINT8 RW O0xO0E (144.)
1C33:01 Sync mode Current synchronization mode: UINT16 RW 0x0022 (344..)
« 34: Synchron with SM 2 Event (outputs available)
1C33:02 Cycle time as 0x1C32:02 [» 52] UINT32 RW ?XO(;OOOOOO
Ogec
1C33:03 Shift time Time between SYNCO event and reading of the inputs (in |UINT32 RW 0x00000000
ns, only DC mode) (Ogec)
1C33:04 Sync modes Supported synchronization modes: UINT16 RW 0x0002 (24.)
supported » Bit 1: Synchronous with SM 2 Event is supported
(outputs available)
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41.4

Profile-specific objects (0x6000-0xFFFF)

The profile-specific objects have the same meaning for all EtherCAT slaves that support the profile 5001.

Index 6000-67F8 Receiving Frame Data (Net Var Subscriber)

Index (hex) |Name Meaning Data type Flags |Default
6000+n*8:0 |Receiving Frame Max. subindex UINT8 RWP  |0x05 (54)
Data (each module gets its own entry (Index 0x6000+n*8),
(Net Var Subscriber) |0 <n < maximum number of modules
(6000+n*8): |Net Id Source AMS Net Id UINT48 RWP |-
01
(6000+n*8): |VarId Identification of network variables UINT16 RW P |0x0001 (14)
02
(6000+n*8): |Quality Period over which the variable was not updated UINT16 RO P 0x0000 (0g4ec)
03 (resolution 100 ps)
(6000+n*8): |Cycle Index Entry is incremented with each Publisher cycle UINT16 RO P 0x0000 (Ogec)
04
(6000+n*8): |Data area 001 Data range OCTED_STRI|ROP |00 00
05 NG
Index 6001-67F9 Sending frame State (Frame status)
Index (hex) |Name Meaning Data type Flags |Default
6001+n*8:0 |Sending frame State |Max. subindex UINT8 RWP  |0x01 (14e)
(Frame status) (each module gets its own entry (Index 0x6001+n*8),
0 < n < maximum number of modules
(6001+n*8): |Frame status Status UINT16 RW P  |0x0000 (Oye)
01
« Bit 0: Frame bypassed
« Bit 1: Frame too large
Index 6002-67FA Receiving Frame Identification (Ignore Item Net Var Subscriber)
Index (hex) |Name Meaning Data type Flags |Default
6002+n*8:0 |Receiving Frame Max. subindex UINT8 RWP  |0x05 (54)
Identification (each module gets its own entry (Index 0x6002+n*8),
(Ignore Item Net Var |0 £ n < maximum number of modules
Subscriber)
(6002+n*8): |Net Id "Net Id" 0: Entry is checked. If equality is UINT8 RWP  |0x01 (14e)
01 detected, the associated data areas
(6002+n*8): |Var Id "“Var Id" are transferred in the process data.  [j|NT8 RWP |0x00 (0,.,)
02 1: Entry is skipped. Associated data
(6000+n*8): |Quality "Quality" areas are not transferred in the UINT8 RWP  |0x01 (14e0)
03 process data.
(6002+n*8): |Cycle Index "Cycle Index" UINT8 RWP  |0x01 (14ec)
04
(6002+n*8): |Data area 001 "Data area 001" UINT8 RWP  |0x01 (14e)
05
Index 6003-67FB Receiving Frame Length (Area Length Nat Var Subscriber)
Index (hex) |Name Meaning Data type Flags |Default
6003+n*8:0 |Receiving Frame Max. subindex UINT8 RWP  |0x05 (54)
Length (each module gets its own entry (Index 0x6003+n*8),
(Area Length Nat Var |0 <n < maximum number of modules
Subscriber)
(6003+n*8): |Net Id Length of the "Net Id" field UINT16 RW P |0x0006 (64.)
01
(6003+n*8): |Varld Length of the "Var Id" field UINT16 RW P |0x0002 (24,)
02
(6003+n*8): |Quality Length of the "Quality" field UINT16 RWP  |0x0002 (24,)
03
(6003+n*8): |Cycle Index Length of the "Cycle Index" field UINT16 RW P  |0x0002 (24,)
04
(6003+n*8): |Data area 001 Length of the "Data area" field UINT16 RWP  |0x0002 (24)
05
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Index 7000-77F8 Sending Frame Data (Net Var Publisher)

Index (hex) |Name Meaning Data type Flags |Default
7000+n*8:0 |Sending Frame Data |Max. subindex UINT8 RWP |-
(Net Var Publisher) (each module gets its own entry (Index 0x7000+n*8),
0 < n < maximum number of modules
(7000+n*8): |Destination MAC MAC-Destination address Ethernet telegram UINT48 RWP |-
01 address
(7000+n*8): |Source MAC address |MAC-Source address Ethernet telegram UINT48 RWP |-
02
(7000+n*8): |Ethernet type Beckhoff Ethertype UINT16 RW P |0x88A4
03 (421204,,)
(7000+n*8): |Header Bit 0-10: UINT16 RWP |-
04 Length of the following entries
Bit 11: 0,
Bit 12-15: 4, Network variable -type
(7000+n*8): |Net Id Source AMS Net Id UINT48 RWP |-
05
(7000+n*8): |# of Vars Number of variables UINT16 RWP |-
06
(7000+n*8): |Cycle Index Entry is incremented with each Publisher cycle UINT16 ROP |-
07
(7000+n*8): |reserved reserved UINT16 RWP |-
08
(7000+n*8): |Net Var 001 Id Identification of network variables UINT16 RWP |-
09
(7000+n*8): |Net Var 001 Header |Byte 0,1: Hash value UINT48 RWP |-
0A Byte 2,3: Length of the data
Byte 4,5: Quality
(7000+n*8): |Net Var 001 Data Data range STRING RO P -
0B
(7000+n*8) |Net Vary Id Identification of network variables UINT16 RWP |-
:(3*y+6)
(7000+n*8) |Net Vary Header Byte 0,1: Hash value UINT48 RWP |-
(3*y+7) Byte 2,3: Length of the data
Byte 4,5: Quality
(7000+n*8) |Net Vary Data Data range OCTED_STRI|ROP |-
:(3*y+8) NG
Index 7001-77F9 Sending Frame Control (Frame control)
Index (hex) [Name Meaning Data type Flags |Default
7001+n*8:0 |Sending Frame Max. subindex UINT8 RWP  |0x01 (14e)
Control (each module gets its own entry (Index 0x7001+n*8),
(Frame control) 0 < n < maximum number of modules
(7001+n*8): |Frame Control Frame Control UINT8 RWP  |0x00 (Ogec)
01

* Bit 0 = 0: Send Frame
« Bit 0 = 1: Skip Frame
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Index 7003-77FB Sending Frame Length (Area length Net Var Publisher)

Index (hex) |Name Meaning Data type Flags |Default
7003+n*8:0 |Sending Frame Max. subindex UINT8 RWP |-
Length (each module gets its own entry (Index 0x7003+n*8),
(Area length Net Var |0 < n < maximum number of modules
Publisher)
(7003+n*8): |Destination MAC MAC-Destination address Ethernet telegram UINT48 RWP |-
01 address
(7003+n*8): |Source MAC address |MAC-Source address Ethernet telegram UINT48 RWP |-
02
(7003+n*8): |Ethernet type Beckhoff Ethertype UINT16 RW P |0x88A4
03 (421204,)
(7003+n*8): |Header Bit 0-10: UINT16 RWP |-
04 Length of the following entries
Bit 11: 0,
Bit 12-15: 4, Network variable -type
(7003+n*8): |Net Id Source AMS Net Id UINT48 RWP |-
05
(7003+n*8): |# of Vars Number of variables UINT16 RWP |-
06
(7003+n*8): |Cycle Index Entry is incremented with each Publisher cycle UINT16 RWP |-
07
(7003+n*8): |reserved reserved UINT16 RWP |-
08
(7000+n*8): |Net Var 001 Id Identification of network variables UINT16 RWP |-
09
(7003+n*8): |Net Var 001 Header |Byte 0,1: Hash value UINT48 RWP |-
0A Byte 2,3: Length of the data
Byte 4,5: Quality
(7003+n*8): |Net Var 001 Data Data range STRING RWP |-
0B
(7003+n*8) |Net Vary Id Identification of network variables UINT16 RWP |-
:(3*y+6)
(7003+n*8) |Net Vary Header Byte 0,1: Hash value UINT48 RWP |-
(3*y+7) Byte 2,3: Length of the data
Byte 4,5: Quality
(7003+n*8) |Net Vary Data Data range OCTED_STRI |RWP |-
:(3*y+8) NG
Index 8000-87F8 Frame Config
Index (hex) |Name Meaning Data type Flags |Default
8000+n*8:0 |Frame Config Max. Sublndex UINT8 RW 0x04 (44.)
(8000+n*8): |Device type 3: Subscriber network variable, UINT16 RW -
04 corresponding indexes 600x are being created.
4: Publisher network variable,
corresponding indexes 0x700x are being created.
Index FO00 Modular device profile
Index (hex) |Name Meaning Data type Flags |Default
F000:0 Modular device profile |General information for the modular device profile UINT8 RO 0x04 (44e.)
F000:01 Module index Index distance of the objects of the individual channels  |UINT16 RO 0x0008 (84e.)
distance
F000:02 Maximum number of |Number of channels UINT16 RO 0x00FF
modules (2554cc)
F000:03 Standard Entries in Standard Entries in the Objects 0x8yy0 UINT32 RO 0x00000000
Object 0x8yy0 (Ogec)
F000:04 Standard Entries in Standard Entries in the Objects 0x8yy0 UINT32 RO 0x00000000
Object 0x9yy0 (Ogec)
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4.2 Beckhoff network variables

421 Introduction

Network variables are any variables that are cyclically exchanged between PC/CX1000 via TwinCAT.
Variables with any data types, including complex types, can be exchanged. The Publisher/Subscriber model

is used. For highly deterministic communication, the real-time Ethernet driver for TwinCAT must be installed.

Publisher/Subscriber model

In the Publisher/Subscriber model, the Publisher makes variables available. Subscribers can subscribe to a
variable. The Publisher can make the variable available to a Subscriber, several Subscribers or all
Subscribers. In Broadcast mode the variable is made available to all PCs, in Multicast mode to selected PCs
and in Unicast mode only to one selected PC. A Subscriber can also be Publisher at the same time. In this
way, a bidirectional data link can be provided.

== Broadcast

, Publisher
mlp Multicast

Unicast

=== Realtime Ethernet

] | 1111 LY \
vy ]
Subscriber Subscriber Subscriber Subscriber
Publisher

Publisher

Fig. 37: Publisher/Subscriber model
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Unicast

The Publisher makes the network variable available to a single selected PC.

Multicast

The Publisher makes the network variable available to selected PCs.

Broadcast

The Publisher makes the network variable available to all PCs.

4.2.2 Configuration of the Publisher

In the TwinCAT System Manager, a new box is added for the Publisher under the RT Ethernet device.

Insert a Publisher Box

A Publisher box must be added under the RT Ethernet device.
#- B S¥STEM - Configuration

BB MC - Configuration
5 PLC - Configuration
El! I/ - Configuration
I__—_Iﬁ I/ Devices
=1- B8 Device 3 (RT-Ethernet)

-I- Device 3-Image
%T Inputs
‘l Cukpuks
El& Box 1 (Publisher)
%T Inputs
‘l Cutputs

@ Mappings

Fig. 38: Insertion of a Publisher Box in the TwinCAT configuration

Insert a Network Variable

The network variables are inserted underneath the box. Enter a name (nCounterPub in the sample) and a
data type (UINT32 in the sample, corresponding to UDINT).
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- Bl SYSTEM - Corfiguration

BB nC - Comfiguration General | F'ublishl
.- B PLC - Configuration .
= 10 - ConFiguration Name: [Bioi 1 (Publisher] Id: 1
Eﬁ TG Devices Tupe: |Netwark Variable Fublisher
=-E# Device 3 (RT-Ethernet)
-I- Device 3-Image Carnment; | ;I
- §f Inputs
=-#% Box 1 (Publisher)
B Inputs Hame: InCDunterF‘ub &I <
- outputs - ] - e |
@8 Mappings ' = ﬁl ate symbalz [T
Conment:
Type: INT1E 20 =]

UIMTEaRR2 20

BITARR1E 20

WORD 20

EMLUM 20

UIMT24 a0

INT24 an

FLOAT 40

LJIMT 32 Al

INT32 4.0

Sort by UINTEARR4 40

" Name | |UINTIEARR2 4.0

T o BITARR32 40

Sk loworo 0 -

I
Fig. 39: Adding a network variable

Inputs and outputs are created underneath the added variables.
=B SYSTEM - Configuration

BB MC - Configuration
=-§M PLC - Configuration
El! I/ - Configuration
L——_Iﬁ I/ Devices
=1-E8 Device 3 (RT-Ethernet)

-I- Device 3-Image
%T Inputs
‘.l. Cutputs
Elgg Box 1 (Publisher)
El%T Inputs
- 4yl FramesState
El‘l Cukpuks
- | Framectrl
=& nCounterPub
El %T Inputs
] varshate
= ‘l Cutputs
] Yarchrl

----- 2l varData

#-g& Mappings

Fig. 40: Inputs/Outputs of the inserted variables

The FrameState input under the box indicates the current status of the sent Ethernet frames.

The following values are possible for the FrameState:

Short description Value Description
Not sent (frame skipped) |0x0001

Error (frame oversized) 0x0001 |The maximum size of an Ethernet frames was exceeded. The
linked variable should be smaller.
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A Control Word can be written in the FrameCtrl output under the box.

The following values are possible for FrameCtrl:

Short description Value Description
Disable sending 0x0001 |Sending of a frame is interrupted. Sending of the frame does not
restart until the value is 0 again.

The VarState input under the network variable indicates the current status of the network variable.
The following values are possible for VarState:

Short description Value Description
Not sent (variable 0x0001
skipped)

A Control Word can be written in the VarCtrl output under the network variable.

The following values are possible for FrameCtrl:

Short description Value Description
Disable publishing 0x0001 |Sending of the network variable is interrupted. Sending of the
network variable does not restart until the value is 0 again.

Mappings

The network variable of the Publisher can be mapped to any output variable with a suitable data type. In the
sample, the network variable is linked to the output variable of a PLC.

- Bl 5¥STEM - Corfiguration
' M - Configurakion
|_:_|' PL:Z - Configuration
- JEE Nebwarkiars
-I- MetworkMars-Image
=-[B1 Standard
----- %‘T Inpuks
E‘l Cutpuks
ﬂl MAIN. nCounterPub
e | MAIN.nCounkersub
E|--. I/ - Configuration
=B 1) Devices
=-E8 Device 3 (RT-Ethernet)
+ Device 3-Image
%‘T Inpuks
‘l Cwkputs
E& Box 1 (Publisher)
E| %T Inputs
- %] FrameState
E| ‘l Cukputs
- @] Framectrl
E,E‘_é nZounterPub
E%T Inputs
- L §l VarStake
E|‘,|, Cutpuks
o dp] WarChrl

VarDaka

- %8 Box 2 (Subscriber)
&8 Mappings

Fig. 41: Mapping of the network variable with an output variable of the PLC
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423 Configuration of the Subscriber

In the TwinCAT System Manager, a new box is added for the Subscriber under the RT Ethernet device.

Adding a Subscriber box and linking the network variables

A Subscriber box must be added under the RT Ethernet device.

- Bl 5vSTEM - Configur ation
.- FE MC - Caonfigur ation

B PLC - Configuration
El. 110 - Configuration
== 11/0 Devices
. =-E8 Device 1 (RT-Ethernet)

== Device 1-Image
- §T Inputs
_ - @ Outputs

ﬁ Mappings

Fig. 42: Creation of an RT-Ethernet device

Type: = % Beckhoff Industrie Elektronik Ok I

i-t-}] A2000-B300 Drive [Ethernet]
- BCS000 (fieldbus contraller, Ethernet] Cancel

[l £ 3000 [fieldbus coupler, Ethermet]

----- % Nebwork Variable Publisher
LS8 W ehwork Variable Subscriber

M ame: |Eh:.:-¢1

Fig. 43: Creation of a Subscriber Box (“Box 1”)

A network variable is then created under the Subscriber box.
- B 5¥STEM - Configuration

----- BB i - Configuration

----- BA PLC - Configuration

El! I/ - Configuration
L_-_Iﬂ /0 Devices
=-E§ Device 1 (RT-Ethernet)

-I- Device 1-Image
%T Inputs
‘l Cukpuks
El.ﬁ Box 1 (Subscriber)
El %T Inputs
- %] FrameState
= ‘l Cutputs
] FrameCtrl

@ Mappings

Fig. 44: TwinCAT tree with “Box 1” Subscriber Box
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%( Insert Metwark Variable

f Inserk Box Before. .
¥ Delete Box. ..

F* Import Box Before. ..
‘B Export Bo. ..

¥ Chrl+
Copy Chrl+C
B Paste Chrl+Y

BB Paste with Links  Al+CEr+y

X Disabled

Fig. 45: Create network variable with right click

The link to a Publisher variable can be created automatically. First, you need to find the Publisher computer.
All variables of this Publisher are then shown in a list.

Import Netwok Yariable |
| Browze for Computer... I [ |

| Cancel

Browsze for File. .

Create new YWarable... |

I ame | |d | Size | Type | Comment |
nCounterPub 1 4 LDINT

Fig. 46: Searching for Publisher computer

Inputs and outputs were created under the added variable.
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- B S¥STEM - Configuration

BB riC - Configuration
.- PLC - Configuration

El. Ifr - Configuration

Elﬁ /0 Devices
=B Device 1 (RT-Ethernet)

-I- Device 1-Image
%‘I‘ Inputs
‘l Cukputs
Elﬁ Box 1 (Subscriber)
EI %T Inputs
- %1 FrameState
EI ‘l Cutputs
@ Framectrl
EI& niZounterPub
El%T Inputs
%1 varstate
T Quality
----- T Cyclelndesx
%l varData
El.l Cutpuks
L] varCtrl

@ Mappings

Fig. 47: Created in/outputs of the inserted variables

The FrameState input and the FrameCtrl output underneath the box give information about the current status
or control of the received Ethernet Frames. FrameState and FrameCtrl are reserved and are currently not

supported.

The VarState input and the VarCtrl output under the network variable indicate the current status (or control)
of the received network variable. VarState and VarCtrl are reserved and are currently not supported.

Quality of the network variables

The quality of a network variable is assessed on the Subscriber side. Two input variables are available for
this purpose under the network variable. The Quality variable provides a counter with a resolution of 100 ps.
The counter value indicates the variable delay. The sample below shows the online value of Quality when

the network connector is unplugged (counter increases) and reconnected (counter value 0).
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Fig. 48: Time diagram (Online value) of the Quality variables

In addition to the Quality variables, the Cyclelndex variable is incremented in each Publisher cycle.

Fig. 49: Time diagram (Online value) of the Cyclelndex variables
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4.2.4 Beckhoff network variables - Settings

Beckhoff network variables (NWV) can be used for cyclic or acyclic sending of data between Windows-based
PCs. In a device declared as a publisher (sender), such a network variable is received on the other side by a
subscriber declared as the same type. As the name suggests, this data traffic is network-based, and the
configuration is directly based on the protocols used.

A choice of two protocols is available:

* MAC: An ISO Layer 2 frame is sent with a sender and receiver MAC address, Ethertype 0x0806. An IP
part with the destination IP address (e.g. 192.168.0.1) is not included. The telegram can therefore be
further processed via a switch, but usually not via a router.

MAC stands for media access control and in this case refers to the (unique) hardware address
assigned to each Ethernet device during production. For sample, the Ethernet port of a Beckhoff PC
might have the MAC ID 00:01:05:34:05.84, with "00:01:05" representing the Beckhoff ID and the rest
assigned during production. The route of each Ethernet telegram between two Ethernet cable ends is
determined by the source MAC and the destination MAC.

The Ethernet telegram is identified as Beckhoff real-time Ethernet by the Ethertype 0x88A4. As a real-
time Ethernet telegram (RT Ethernet) it bypasses the regular Windows TCP stack and is sent with
higher priority, i.e. "immediately”, via the specified Ethernet port of the PC.

An option is available for configuring whether the sent telegram is received by all (broadcast), many
(multicast) or a single subscriber (unicast).

« UDPIIP: The recipient is identified via an additional IP header in the Ethernet telegram. The UDP
Ethernet frame can thus be further processed via a router.
Once again, broadcast, multicast and unicast are available as options. The Ethernet telegram is
identified as Beckhoff real-time Ethernet through the Ethertype 0x88A4 and treated as an RT protocol
in the TwinCAT PC.
In contrast to TCP, as a connection-less protocol UDP requires no acknowledgement of receipt for the

message, i.e. the publisher does not know whether the subscriber has received the message. The ARP
protocol [P 68] is therefore used for remote terminal monitoring in TwinCAT.

The telegram with the process data arrives at the recipient device (network port) via these addressing
modes. In the Ethernet device/TwinCAT several transported process data are allocated via a variable 1D

All network variables must be declared in the System Manager before they can be used.

The following intervention options are then available during operation:
» Sending of a configured network variable can be blocked dynamically
* The destination IP or destination MAC can be changed dynamically
* The variable ID "variable ID" can be changed dynamically
« The NWV content can be changed, but not the size (bit size)

Diagnostic variables on the publisher and subscriber side provide information about the connection quality.

If network variables are used, the temporal boundary conditions for the network topology used must be taken
into account: in the case of IP addressing (routed) on a case-by-case basis several 100 ms communications
cycle can be achieved, in the case of MAC addressing (switched) approximately 10 ms and less.

@® Diagnostic variable "quality"

1 If the processing tasks operate with different cycle times or the user changes the
DataExchangeDivider, this must be taken into account in the analysis of the diagnostic variables. In
conjunction with a fast Subscriber (e.g. 10 ms), a slow Publisher (e.g. 100 ms) leads to poor
connection quality (as reported by the diagnostic variable "Quality").
Dynamic temporary blocking of sending a Publisher must also be taken into account. In this case
the Subscriber registers poor quality.

Diagnostic variable "CycleIndex"

Please note the following information in order to decide whether you have to serve the variable
Cyclelndex.

i o
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Basic principles of Beckhoff network variables

* Quality:
Time in [100 ps] by which arrival of the NWV at the Publisher was delayed.
Relative arrival location:
Input process image of the TwinCAT system
Relative arrival time:
Time at which the next cycle is loaded into the input image

Note:

The reason for determining the delay so precisely is that the NWVs are managed directly by the 10
driver, independent of the cycle. Nevertheless, the data of an NWV that is delayed by a few percent of
the cycle time will not be taken into account until the input process image is read during the next task
cycle.

Note EL6601/EL6614:
Even with the EL66xx the NWV arrival time is defined as the time when the data are available in the

input process image of the RT device, not the time of arrival at the EL66xx or in the input image of the
EtherCAT device.

| | Task O

| | Task O | | Task g [

[Artival MW in time | [Arrival N Quality | | Arrival NW too late

Arrival NWY |
Fig. 50: Interrelationship between quality and delayed network variable

* Variable ID
The variable ID (16 bit) is used for global identification of the individual process data. Therefore, an ID
in the Publisher or Subscriber group may only be used once within a TwinCAT device, see Fig. Sample
for communication via network variables: Publishers 1 and 2 on PC1 must have different IDs (10 and
8), although the same ID (8) may be used in Publisher 2 and Subscriber 1.

Selecting the variable ID

([

1 In order to achieve unambiguous allocation we recommend using different IDs for each data
communication between connected PCs. Reason: In Fig. Sample for communication via network
variables, PC2/Subscriber2 not only receives the designed ID=8-variable from PC1/Publisher2, but,
since it is sent as a broadcast (!), it also receives the NWV from PC3/Publisher1. Differentiation is
then no longer possible in PC2.

* Cycle Index
The 16-bit cycle index is a counter sent by the Publisher together with the data. It is generally
incremented with each transmission and can therefore be used as an indicator for flawless transfer. It
can be read on the subscriber side as Cycleindex. Its appearance depends on the Publisher platform:
- Publisher on a PC: The variable Cyclelndex is not visible and is automatically and cyclically
incremented by the System Manager
- Publisher on an EL66xx: The variable Cyclelndex is visible and must be incremented/served by the
user such that it is not equal 0 on the subscriber side.
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PC1:172.16.2.236/ 00:14:22:CAG8.BC

TwinCAT
Devices

(AMS Met 1d: 10.11.2.7.1.1)

Device: RT-Ethernet (10 ms Task)

MNetwaorl Var.: Publisher 1
Type: Unicast UDP/IP

VariableData 1 Word, [D=10
VariableData 2: Byte, ID = 2

MNetworls Var.: Publisher 2
Type: Broadcast MAC

YariableData 1. Word, S8

Metwork Yar.. Subscriber 1
Type: Broadcast MAC

VariableData 1. Word, B8

|

PC 2: 172162140/ 00:01:05:01:05:84
TwinCATIAMS MNet |d:172.16.8.217.1.1)
Devices
Device: KT-Ethermet {10 ms Task)
Metwiork Var . Subscriber 1
Type: Unicast UDP/IP

__._____...--P‘ -
VariableData 1: Word, ID=10

VariableData 2. Byte, ID = 2

Metwork Var.: Subscriber 2
Type: Broadcast MAC

——.______...--I'

VariableData 1 wWord, B8

PC 3: 172.16.15.207 / 00:01:05:01:31:49
TwinCTAT (AMS Met Id: 192 168.255.5.1.1)
Cevices

Device: KT-Ethermet {10 ms Task)
Metwiork Var . Subscriber
Type: Broadcast MAC

VariableData 1 word, B8

Metwork VWar.: Publisher 1
Type: Broadcast MAC

VariableData 1. Word, |HEE

Fig. 51: Sample for communication via network variables
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i

Data representation on different platforms

Please note that simple and complex data (WORD, ARRAYs, REAL, STRING, user-defined
structures) are represented internally in a different manner on different platforms!

x86 platforms use byte-alignment, others (ARM) 2-byte or 4-byte alignment.

This means that if a complex structure is created in an x86/PC PLC project and an ARM PLC
project, they can each have a different effective size and a different internal structure. (see Fig.
“Data representation e.g. x86 Systems vs. ARM Systems”)

In the sample, the structure in the CX (and hence the network variable to be created there) is larger
than in the PC; also the word and real variables do not match each other because a variable can
begin at any byte position in the PC, but only at every even-numbered one in the CX.

Consequences

Recommendation for structures that are identical on both end devices
- firstly, all 4-byte variables (must lie at an address that is divisible by 4)

- then all 2-byte variables (must lie at an address that is divisible by 2)
- then all 1-byte variables
Further recommendations

- if STRING(x) is used, the "EndOfString" zero is also interpreted as a character, otherwise x+1
must be divisible by 4

- the above rules also apply to sub-structures.

Please refer to the notes in the Structure section of the Infosys.
Consequences

Use of Bus Terminal Controllers (BICxxxx, BXxxxx)

Since the representation of floating point numbers (REAL) on Bus Terminal Controllers (BCxxxx,
BXxxxx) differs from that in the x86, these cannot be transmitted. "SINT", for sample, can be used
for signed values.

PC1 PC2
x86, Byte-Alignment CX90xx, 2-Byte-Alignment
struct: struct:
BOOL 1 Byte NetVar BOOL 1 Byte
WORD 2 Byte WORD 2 Byte
REAL 4 Byte REAL 4 Byte
sum 7 Byte sum 8 Byte

Fig. 52: Data representation e.g. x86 Systems vs. ARM Systems

Settings in the System Manager

Appearance of the variables

Depending on the platform used (PC or EL66xx), the publisher/subscriber will appear differently. A
publisher/subscriber can be created

* On a PC network interface, see Fig. Publisher settings - RT Ethernet
* on an EL66xx, see Beckhoff network variables - Settings [» 64]

The following settings options are available in the Beckhoff System Manager TwinCAT 2.10 build 1328:
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Publisher, Box

=B PLC - Configuration A
=-1EE 2008-08-21 ELEAOT MWW

Standard —
= 1/0 - Configuration () RT-Ethemet (Ether Type BR44h) Divider 1 -

=B 1/0 Devices ) Broadcast S
=-E¥ Device Z (RT-Ethernet)

o ek oo 4 Ll AT

Gene[a|| Publizh |

=ta 2005-05-21 ELES01 MWY-Image Sending Optians Diata Exchange

N

& Device 2-Imags @ Multicast |01 01 05 04 00 00 |

=& Inputs () Unicast
&1 Dewstate | |
=@l outputs
®] DevCirl | |
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Fig. 53: Publisher RT Ethernet settings

RT Ethernet settings:

i

MAC-Broadcast: Sent to all network devices, destination MAC FF:FF:FF:FF:FF:FF.

Multicast: A destination MAC address becomes a multicast address if the first bit in the first byte of the
MAC (the so-called group bit) is set. With the Beckhoff ID "00 01 05" the default target address "01 01
05 04 00 00" is formed, as shown in Fig. Publisher RT Ethernet settings.

The MAC range 01:00:5E:00:00:00 to 01:00:5E:FF:FF:FF is intended for general multicast application,
with the first 3 bytes specified by the IEEE and the last 3 bytes derived from the lower part of the IP
address of the destination PC. The resulting destination MAC therefore never physically exists in the
network. Instead, the destination network card detects Ethernet frames formed in this way as multicast
frames sent to it, although the Ethernet port itself can have another, unique MAC address. Please refer
to the relevant literature for further rules relating to the formation of multicast MAC/IP addresses.

Unicast: Either direct entry of the destination MAC or via the AMS Net ID of the destination device, e.g.
123.456.123.456.1.1, in which case this route must be entered in the local AMS router (right-click on
the TwinCAT icon in the taskbar --> Properties --> AMS router)

Use of broadcast and multicast

Network variables sent as broadcast or multicast at MAC or IP level can generate high network load
(depending on the cycle time), since they are multiplied into the whole connected network. This may
cause simple network devices such as printers to crash. With short cycle times all network traffic
may become blocked. We strongly recommend using unicast addressing, taking into account
variable identification, as described above.

Advanced Settings:

Data exchange: The task cycle time * divider is the rhythm at which this network variable is sent. (not
for EL66xX).

VLAN support: In conjunction with manageable switches the Ethernet frame parameterized here can
be assigned a fixed route via VLAN tagging (Virtual Local Area Network).

68

Version: 5.0.0 EL6601, EL6614



BEGKHOFF Commissioning | Beckhoff network variables

=58 PLC - Configuration - .
G 5003-05-21 ELGGOT MWy | General | Publish |
== 2005-08-21 ELBE01 Nwv-Image
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=B} /0 Devices )
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=¥ Device 2 (RT-Ethernet) ey EI
== Device 2-Image | | VLN Support
= &1 Inputs
&1 Devstate | | [ Enable
= @l Outputs | | I:I
@] DevChrl
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Fig. 54: Publisher settings - UDP/IP

UDP/IP settings - the addressing technique of the IP network layer with IP addresses is used. UDP is a
connection-less protocol without feedback.

* Broadcast: Sent to all device with destination IP (v4) 255.255.255.255
* Multicast: The destination IP must be specified, see notes on MAC multicast

» Unicast: Specify the target device (e.g.: 192.168.0.1), making sure that it can be reached through the
subnet mask

Use of broadcast and multicast

o

1 Network variables sent as broadcast or multicast at MAC or IP level can generate high network load
(depending on the cycle time), since they are multiplied into the whole connected network. This may
cause simple network devices such as printers to crash. With short cycle times all network traffic
may become blocked. We strongly recommend using unicast addressing, taking into account
variable identification, as described above.

Advanced Settings:

* "ARP Retry Interval": In order to ascertain the presence of the recipient, the publisher sends an ARP
request to the target device at these intervals. If the network administration of the recipient is
operational, it sends an ARP reply. This is only meaningful with unicast.

In the event of an error bit 3 is set (0x0004) in the diagnostic FrameState variable.
Note: ARP handling (ARP = Address Resolution Protocol: allocation of hardware/MAC addresses to
network addresses [IP]) is managed by the operating system (Windows).

» "Disable Subscriber Monitoring": deactivates the procedure described above.
» "Target Address changeable": In this case the destination IP can be changed dynamically.
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Publisher, Variable
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= &1 Inputs
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Fig. 55: Publisher variable settings

Settings:

B Gene[a|| Fublizh |

On Change Only
D Erable Driwider
“Wariable 1d

! |

Online Changeable

[ Change... ]

[ata Exchange

1=

L&

» "Variable ID": Identification number with which the variable is sent. Can be changed online via PLC

where appropriate.

» "Data exchange": see above (not for EL66xx).
* "On change only": NWYV is only sent if the value changes (not for EL66xx).

Subscriber, Box

%] FrameChrl
&/ Ipaddr
=84 Pub-var 1
= %T Inputs
%1 VarsState
= ‘l Cukputs
%] VYarld
&) Varckrl
&bl YarData
= .ﬁ Box 7 (Subscriber)
=] %T Inputs
&1 Framestate
=] ‘l Cukputs
%] FrameChrl
=&, Sub-Yar 1
= %T Inputs
%1 VarsState
o Quality
T CycleIndex
&1 YarData
= ‘l Cukputs
%] VYarld
&) Varckrl

Fig. 56: Subscriber settings

Settings:

General

Subscribe

Receiving Dptionz

(%) Ay Publigher

O Publisher Netid | |

kulticazt Configuration

hulticast
CJUDPAP | |

01 01 0504 00 00 |

Box |dw:

» "Receiving Options": Only permits NWVs from a certain publisher for this subscriber
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» "Multicast Configuration": ditto.
Process data:

«  "Varld": If activated, the variable ID can be modified online

Subscriber, variable

%] FrameChrl ~ _
‘l Ipaddr General | Subcribe
= '2'; E'beartl ‘ariable 1d
npuks —
el varstate Publisher W ariable 1d: 1 £
=8 iitl'-j.;tr?d Online Changeable

;i :::E:’Ja [Jlgnare D ataType Hash
= .ﬁ Box 7 (Subscriber)
= %T Inputs
%1 FrameState
= ‘l Cukputs
%] FrameChrl
Sub-Yar 1
= %T Inputs
T VarState
&1 Quality
T CycleIndesx
T VarData
= ‘l Cukputs
%] VYarld
%] Varckrl

Fig. 57: Subscriber variable settings
Settings:

« "Variable ID": Only permits NWVs with a certain ID for this subscriber. Can be changed dynamically via
PLC where appropriate.

» "Ignore Data Type Hash": Hash calculation is currently not supported
Process data:

» "Quality": See explanatory notes above.

"Cyclelndex": This index is incremented with each successful transfer, IF this is done by the opposite
side, i.e. the publisher. If the publisher is an EL66x, the user must increment Cycleldx there.

« "VarData": Transferred data.
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5 Application samples

5.1 Sample programs

Using the sample programs

o

1 This document contains sample applications of our products for certain areas of application. The
application notices provided here are based on typical features of our products and only serve as
samples. The notices contained in this document explicitly do not refer to specific applications. The
customer is therefore responsible for assessing and deciding whether the product is suitable for a
particular application. We accept no responsibility for the completeness and correctness of the
source code contained in this document. We reserve the right to modify the content of this
document at any time and accept no responsibility for errors and missing information.

Sample 1: Determine Publisher/Subscriber data throughput

. Sample program (https://infosys.beckhoff.com/content/1033/el6601 el6614/Resources/
17350688139.zip)

With appropriate EtherCAT cycle time and depending on the scale and number of the publishers/subscribers
configured in the EL66xx, real-time cycle times down to 500 us or below are possible.

Typical throughput values for EL6601, FWO08, Rev. EL6601-0000-0018 are

» 1 publisher with 1000 bytes, 1 subscriber with 1000 bytes, simultaneous bidirectional operation: 2 ms
* 1 publisher with 100 bytes, 1 subscriber with 100 bytes, simultaneous bidirectional operation: 300 us

Both characteristic values were determined with this sample program (https://infosys.beckhoff.com/content/

1033/el6601 el6614/Resources/17350688139.zip). TwinCAT from version 2.11 is required for the *.tsm
System Manager file.

The EL6601 is used as a sample to explain configuration as publisher or subscriber for network variables.
The dialogs under TwinCAT 2.10 and TwinCAT 2.11 here are slightly different.

Sample 2: Online diagnostics

= Sample program (https://infosys.beckhoff.com/content/1033/el6601 el6614/Resources/
2349552907 .zip)

The following objects are available for initial diagnostic in the CoE directory:

* OxFAO01, subindex 01: Frame Counter Rx (incoming to RJ45 socket)
» OxFAO01, subindex 02: Frame Counter Tx (outgoing from RJ45 socket)

The values can be read from the controller using PLC function blocks (FB_EcCoeSdoRead in
TcEtherCAT.lib).

This and further diagnostic information from the CoE of the EL66xx are accessible via https://
infosys.beckhoff.com/content/1033/el6601 el6614/Resources/2349552907.zip.
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5.2 Application sample - network printer

The application samples have been tested with a test configuration and are described accordingly.
Certain deviations when setting up actual applications are possible.

The following hardware was used for the test configuration:

* TwinCAT master PC with Windows XP Professional SP 2, TwinCAT version 2.10 (Build 1305) and
INTEL PRO/100 VE Ethernet adapter

» Beckhoff Ethernet coupler terminal EK1100, terminals EL1012, EL6601 and EL9010
* Printer HP LaserJet 4200tn

A network printer is connected to the EL6601 within the terminal network via the Control Panel of the control
system IPC:

== e .= =
.ll “Mli“ﬂ““

[H salealaslislaslaniasl odoﬂndodoﬂulododod

”uuuuuuuuuuuuuuuu T3

TwinCAT-Master

—

-
IE L1

B =R
““Hl'“

Fig. 58: Connection of a network printer

Legend:

- EtherCAT connection
'\l_

Ethernet connection

Checking the network address of the TwinCAT master PC

« Start the TwinCAT System Manager in Config mode, read the Bus Terminal configuration, and activate
free-run mode
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» The EL6601 should appear in the system configuration being in OP mode (see Online tab EtherCAT
Status Machine)

=Bl SYSTEM - Configuration

----- B® nC - Configuration

.BA PLC - Configuration

= 10 - Configuration

=-E# /0 Devices

=% Device 1 (EtherCAT)

== Device 1-Image

-=f= Device 1-Image-Info

#- %1 Inputs

+- . Outputs

#-§ InfoData

= Term 1 (EK1100)
#-§ InfoData
w- § Term 2 (EL1012)
Bl Term 3 (ELGG01)
™ Term 4 (EL9010)

@8 Mappings

Fig. 59: EL6601 in the configuration

« Connect the network printer with the EL6601 via a CAT-5 (1:1) cable

+ In the Control Panel of the controller IPC, check the network adapter via which the EtherCAT system is
operated:
Network Connections [Properties] -> Local Area Connection (TwinCAT LAN adapter), [Properties]->
Internet Protocol (TCP/IP) [Properties]

My Computer My Me

Open
Browse with Paint Shop Pra
Explore

Search for Computers, .,

My Do
S Map MNetwark Drive, ..

Disconnect Mebwork Drive. .

Create sharkouk
Delete
Rename

Properties

Fig. 60: Context Menu Network Environment -> “Properties”
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®. Network Connections

File Edt ‘iew Favortes Took  Advanced Help

e - @) - (T | POsesen [ roiters | [T

Address J‘;’-_, Metwork Coreections

EHE

Metwork Tasks

[5] Create anew
connaction

g2 Change Windows
Frewall settings

&5 Disable this network
device

% Repar this conmection
Em Rename this connection

) Views status of this
connection

Change settings of this
comnection

= | tame

| Type | Status | Device Name

LAN or High-Speed Internet

<% Local Area Connection

M8 ool rea Corceclipmped
Dizable
Status
Riepair

L or High=Spead Inbermat  Connected  Inbel(F) PROJ100 YE Nebwork Con,..
sttt tppeed Inkernet Connected  TwinCAT-Intel PCT Ethernst Adapter

Bridpe Conneckions

[eleta
Rename

Create Shortout

T

Fig. 61: Context Menu “LAN Connection (TwinCAT-LAN-Adapter),” -> “Properties”

=i Local Area Connection 2 Properties

Genetal | Authentication | Advanced |

Connact wsing:

|q TowinlCAT Artel PCI Etheimel Adaptes

Thes connection wses the lollowsng items:

) Eﬂns Packet Schedules

nibamuat Frotocod |

|

) = TwinCAT Ethenet Protocol
TCRAP,

Irstall ., [lrrmstall

Drescription

across diverse interconneched networks.

¥ Show icon in notfication area when connected
I Motify me wien this connection bas limited or no connectiity

Transmizsion Control Protocol/Inbemnet Protocol The default
wide area network prolocol that provides comminication

| P:mtie*J

ok | cancel |

Fig. 62: Properties Internet Protocol (TCP/IP)

» Enter an IP address for the subnet of the network printer (e.g. 192.168.0.1/255.255.255.0) and confirm

with OK
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Internet Protocol (TCP,TP) Propertics

Generd
Wious can gt P seltings assigned automaticalie if pow network, suppons

thiz capabibly. Otheswise, you need bo ask your network, administraton for
thez 2ppropniate [P zetlings.

" Obtain an P addiezs automaticaly
— " Use the following IP addiess:

IP address: [192.188. 0 . 1
Subreet mask: IEREREN
Drefauk gateveay: |

| Obtain DNS server addises automaticaly

— 1 Use the following DNS server addiesse
Preferrad DHS server |

Alleinate DNS server: |

Advanced... |
ok | coneel |

Fig. 63: Entry of the IP address of the subnetwork of the network printer

Network address

o
1 The network address in the sample is only used for the purpose of illustrating the configuration.
Please note that in your application the IP address of network printer must match the IP number

range/subnet mask of the master PC.

» Configure the network printer (in the configuration menu of the printer) and allocate the printer an IP
address from the IP number range of the subnet defined above
(Follow the user guide of your printer), e.g.: 192.168.0.37

+ Configure the network printer via the Control Panel:
Printers & Faxes -> Add a printer , in the Add Printer Wizard select Local printer, and in the following

pull-down menu Create a new port. .. select Standard TCP/IP Port

%8 Printers and Faxes

File Edit ‘Wiew Favorites Tools  Help

@Back * '\‘Q - l.ﬁ

Address |2 Printers and Faxes

"
7 ! Search i Falders

Printer Tasks =

2] Adda print%
13l See what's printing

Select printing preferences
-‘_;g Pause printing

h‘:} Share this prinker

¢ Delete this printer

Q‘ Set printer properties

Fig. 64: Control Panel “Add a Printer” under “Printers and Faxes’
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Add Printer Wizard

Local or Network Prinles
The wizaid needs lo know which wpe of printer b set up,

Select the option that descnbes the printer you want b ue;
. | neal printer attached to bz computer

Automabically detect and inztall my Phag 2nd Play pember
(" A nelwork painkes, oo a pinber attached to anather computes

=y Toselupa netwolk prnter that is not altached Lo a pi server,
\*!!) use the: “Local printes oplion.

< Back Mest » Canceal

Fig. 65: Select “Local Printer” radio button

Add Printer Wizard

Select a Printer Port
Computers commuracale with prirters thiough poets. 3

" Uss the following port | LPT1: [Recammended Piinter Port #]

Hote: Most comprdess wse the UPT1- gort ko communizate with a loce ormter
T T e TAris Heie

Type of port Standard TCPAIP Pott =]

Local Part
Meziasalt Decument Imaano

Fig. 66: Select Connection Type

* In the following menu under Printer Name or IP Address enter the IP address of the printer defined in
the configuration menu (in the sample 192.168.0.37)
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Add Standard TCP/IP Printer Port Wizard . T =

Add Port
Far which device do you warl to add a peet?

Enler the Printer Name of IP addiess, and & pest name [of the desred device.

Printer Mame o1 [P Address: |132.1E& 0.37

Pait Marne: |IP_1 SZ1ER0.37

<Back | et Cancel

Fig. 67: Entry of the IP address and printer name

» Confirm the port properties and exit the wizard

* In the Add Printer Wizard install the drivers from your printer manufacturer
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5.3 Application sample - Service interface with remote
desktop

The application samples have been tested with a test configuration and are described accordingly.
Certain deviations when setting up actual applications are possible.

The following hardware was used for the test configuration:

¢ TwinCAT master PC with Windows XP Professional SP 2, TwinCAT version 2.10 (Build 1305) and
INTEL PRO/100 VE Ethernet adapter

» Beckhoff Ethernet coupler terminal EK1100, terminals EL1012, EL6601 and EL9010

» Notebook (service PC) for remote desktop connection with Windows XP Professional SP 2 and
standard Ethernet interface

: H
.
e Y I Y TR IR TR TR INTRINT] (1]
ot b A R R O LA S T
."l.d.d.ﬂu.l Sl slasloslaslolasleslaslonlalaniaalaalalsolaniaalaal
mmwm#m

TwinCAT-Master

4]
H
!t}':t 7l

e
si-

i

4

Fig. 68: Integration of a Service interface with remote desktop-PC

Configuration at the TwinCAT master PC

 Start the TwinCAT System Manager in Config mode, read the Bus Terminal configuration, and activate
free-run mode

» The EL6601 should appear in the system configuration being in OP mode (see Online tab EtherCAT
Status Machine)
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-5l SYSTEM - Configuration
-8 NC - Configuration

! PLC - Configuration

=8 1/0 - Configuration

=-E# 1/0 Devices

=-%% Device 1 (EtherCAT)

—=f= Device 1-Image

—=f= Device 1-Image-Info

- %1 Inputs

- §) Outputs

=8 InfoData

|—:-||j Term 1 (EK1100)
w-§ InfoData
#- § Term 2 (EL1012)
el Term 3 (EL6601)
™ Term 4 (EL2010)

@8 Mappings

Fig. 69: EL6601 in the configuration

* In analogy to the configuration of a network printer the IP number of the EtherCAT network port of the
TwinCAT Master-PC in the subnet is e.g. 192.168.0.1

» Open the Control Panel of the TwinCAT master PC and click on Security Center -> Windows Firewall

E- Control Panel Hi[=l E3
Fil= Edk 'iew Favorkes Took Help | o
Qe - © - (T | Psewar [ roises | [T

Address |3 Control Panel = [

Control Panel PiCk a Gﬂtegnry

[ Switch ta Classic Yiew

f - e
+ ") Appearsnce and Themes =) Printers and Other Hardware
See Also 2 !
& Windows Update -
L2 Help and Support: '!,.- Metwork and Internet Connectlons m User Accounts

i Othar Cantral Panal R

Optiones JE— .
|_- . .
i Add or Remove Programs r-.ig Eate, Time, Language, and Regicnal
= (e ptions
w Sounds, Speech, and Audic Devices & Accessibility Options
e
@ Performance and Maintenance @ S«Eﬁril:s,.r Center

Fig. 70: Selection of “Security Center” in the View Control Panel Category
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3 Windows Security Center M= E

& Security Center

Help protect your PC
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The sacurity settings on this computer are managed by a netwark administrator bacause &
« iZat the |shest 5 irus is part of a domain (a group of compabers on a netwark), To help probect your computer,
thFg;-nSkiun Fm:ﬁ::m i the administrator of this computer should do e Following:
s Treckall and fi 0 susch 2 Windows Fi Il i Microsoft 'Windaws 5P ith
 Chetk for the latest up from ﬁ'rel.-.nalla g a Flrewa a ovis Flrewal wis P or another
Windows Update '
* Sabup Automatic Updabes to downlead and install critical vpdates automatically,
= et support for security-relabed
ksues * Tnstall artivirus software and keep it turned cn and up ko date,
v Gat help about Security Ceriter s O i 21

= Chanpge the way Security Cenber
gerks me

h, @ Imternet Options % Autematic Updates
@ *‘indnm Firewall

Manage security settings for:

T, e carsé about yaur pr

Fig. 71: Choose security settings for Windows Firewall

« If the Windows firewall is activated click on tab Exceptions
» Select Remote Desktop and confirm with OK

EL6601, EL6614 Version: 5.0.0 81



82

Application samples | Application sample - Service interface with remote de ... BECKHOFF

= windows Firewall

Genesal  Exceplions ]ﬁ.dvannad[

Wirdows Firewal i blocking mcoming natvactk connectionz, except for the

peogramz and services selected below. Adding exceplions alloves some programs
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Programs ard Sarvices:
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emate Dezkiop
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Fig. 72: At the “Exceptions” Tab activate the “Remote desktop” service

Return to the Control Panel of TwinCAT master PC and select Performance and Maintenance ->
System
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B- Performance and Maintenance H[=] &3
| &
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)
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Fig. 73: Select “Service and Maintenance” from “System” in the View Control Panel

» Click on the Remote tab, and in the Remote Desktop category select the option Allow users to
establish a remote desktop connection

EL6601, EL6614 Version: 5.0.0

83



Application samples | Application sample - Service interface with remote de ... BEGKHOFF

System Properties EE3
General I Computer Nams ] Hardwars ] Advanced |
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~ Remote Dreskiop
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14 I Cancel Apply

Fig. 74: Check “Allow users to establish a remote desktop connection”

* Open the list of remote desktop users via the button Select remote users... and add additional users if
required

» Confirm with OK.
Remote Desktop Users EHE

The users listed below can connect ba this computes, and ame mambers of
e Acdmmiristratars group can connect even il they ate not Bxted,

BECKHOFF\Thaomaskol akeady has acceszs.

Add... Il Remaove |

To cigale new Uil scoounts o 2dd usens 1o ather gioups, go bo Conliol
Paree| and open

ok | | Cancel

Fig. 75: Adding remote desktop users

Configuration at the service PC

For a remote desktop connection with the TwinCAT master PC via the EL6601 the network address of the
service PC has to be set according to the IP number range of the TwinCAT master PC subnet.

« Connect the Ethernet port of the service PC with the EL6601 via a CAT-5 (1:1) cable

* In the Control Panel of the Service-PC check the Ethernet network adapter, via which the EtherCAT
system is operated:
Network Connections [Properties] -> Local Area Connection (Ethernet LAN adapter), [Properties]->
Internet Protocol (TCP/IP) [Properties]

84 Version: 5.0.0 EL6601, EL6614



BEGKHOFF Application samples | Application sample - Service interface with remote de ...
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Create Shortouk
Delete
Rename

Propetties

Fig. 76: Context Menu Network Environment -> “Properties”

etwork Connections

File Edt View Favorbes Tooks  Advanced  Help |.-‘."_,
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rotmten N 00 VE Mebwork Con.,. Sysbem
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Disabilz
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EIﬂ Rename this connection e

Cha'sga_sstﬁngs aof this Delete
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. Other Places - - M
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':2 My Computer

: Details x|
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Lih or High-Speed Internet
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Firewaled

InbeXR) PRO100 VE Metwork
Connection =
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Fig. 77: Context Menu “LAN Connection (Ethernet-LAN-Adapter),” -> “Properties”
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-k Local Area Connection 2 Properties

General | Authentication | Advanced |
Connect wting:

|q TwinCAT Antel PCI Efheinet Adapter

This connection uses the Tollowang items:

) 48 005 Packet Scheduler =l
W™ TwinCAT Ethemet Protocel

mitamat Protocol [TCPAP
-
| | »

Install.. Urmstal I Hmhi I
Descrptan

Tranzmezzion Control Protocol/Internet Protocol The default
wide area netwoik prolocol thet provides comminication
across dverse interconnected netwarks.

¥ Show icon in notfication aiea when connected
I+ Hatify me when this connection has imited or no connectiviby

ok | cancel |

Fig. 78: Properties Internet Protocol (TCP/IP)
» Enter an IP address for the subnet of the network printer (e.g. 192.168.0.38/255.255.255.0) and
confirm with OK
Internet Protocol (TCP/1P) Properties EE

Gereral |

“ou can gat [P seftings assigned aulomabically ¥ your netwaork suppeodts
thiz capabilty. Otherwize, you nead o ask your netwark. adminiztrator foo
the approgaiate [P setbnge.

' Obtaim an P address ubarsticaly
— % se Ihe fobawing IP addiess:

IP address: j192. 162, 0 . 38
Subnet mask: | 255 285 255,
Diafault gatevezy: |

) [Thlai DG servern eddiess sdbamalicely
=& Uz the fobowing DMS server addiesses;
Freferred DMS 2eres: I

Alteanata DMS sarver: I

Advanced.., I
ok || cancel |

Fig. 79: Entry of the IP address of the subnetwork of the Service-PC

» The Ethernet connection to the TwinCAT master PC is now tunneled via the EL6601 through the
EtherCAT terminal network and can be established via the remote desktop.
Establishing the remote desktop connection

* On the service PC start the remote desktop connection via Start -> Programs -> Accessories ->
Communication -> Remote desktop connection
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Fig. 80: Start remote desktop connection

» Enter the IP address of the TwinCAT master PC (e.g. 192.168.0.1) and click Connect

'!"'..—, Remote Desktop Connection

&) IREmote Desktop
¢ ¢ Y Connection

Computer:  [192168.0.1]

| E‘umeci I Cancel I Help | Oplions »»

Fig. 81: Entry of the IP address of the Remote-PC

* The login window of the TwinCAT master PC appears on the desktop of the service PC

» Enter your user name and password for the TwinCAT master PC and confirm with OK
The IP address of the TwinCAT master PC is shown above the remote desktop
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|@ 192 162.0.1 .8 x

Log On to Windows

Cegrpright &) 15652001
BEorecnit Cofpeeation

User nama: | Thomaskol

Password: | ssssnnes

logonts:  |BECKHOFF

| OF Il Cancel rS"u.x Dowen,

Fig. 82: Login window of the remote PC via the remote desktop connection

Login via remote desktop

o
1 Users can only log in via a remote desktop if a user name and password have been set up in the
TwinCAT master PC!

* The TwinCAT system can now be remotely controlled via the service PC.
To log out close the remote desktop window.

, Unbsenannt - TwinCAT Systen Manager [ 15216300 - & X
Fla Edt Aciord Wiew Opliord  Help

D& 2 SRS A S e/ dd e w2 2Qd e @d P
[= !'Er‘STEM-{nn‘wH:
I 1 - Cordiuration - Genesol | EthaiCAT | Process Data | Startup | CoE - Onire | Drios |
- o Mame  [Tem3(ELEEON) i B
= 140 - Configuration e LEET 1 Poit Swalch [Etheinet. Cof
_-“UDDQME-S- bt [E E )
=1 5 Denvic | (EtheniCAT) Comiren: =
e Device 1-Image
e Dwvice L-Image-Info
- Elrﬂm
- 8l Cukputs )
=g Infolata |
=18 Term 1L (EX1000) I Dieabled ehe grbcls I
% W Irfolata
+- 8 Tem2 (ELI0IZ)

- m
T Teww 4 (ELSOH0)
S8 Happngs Hame [ [ oniine | Tvpe [sme | saddr... [infou | user o | unkedio
e D000 £ LINT 20 15520 It O
BT adsadde ACIDOIFOCZ DL ... AMSADDRESS 6.0 1S540 gk 0

Fig. 83: Closing the remote desktop connection

Access to the remote system

[

1 When controlling the TwinCAT master PC via a remote desktop TwinCAT must be executed in Run
mode or Config mode (free run). If the task is interrupted the service PC can no longer access the
remote system!
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5.4 Application sample - Lower-level control system

The application samples have been tested with a test configuration and are described accordingly.
Certain deviations when setting up actual applications are possible.

The following hardware was used for the test configuration:

* TwinCAT master PC with Windows XP Professional SP 2, TwinCAT version 2.10 (Build 1305) and
INTEL PRO/100 VE Ethernet adapter

» Beckhoff Ethernet coupler terminal EK1100, terminals EL1012, EL6601 and EL9010

» Beckhoff Embedded PC CX9000 (subordinate control unit) with Windows CE v5.00, HW 1.4, terminals
EL2032, EL9010

R ad ad 40 48 44 04 0 “““it“"l‘
‘__..'=7ﬁ..1.a.="’.1..1"".n".a..1 AR Mﬁm

IH“““““““““““““““““&

BECKHOFF

Ele=
TwinCAT-Master HEEE N W RN WA R
O OO0 OO OO OO OO

5e 22 oe 33 22 oa 08
i R iE LB R IELE
s il II Il il l‘ ‘l

Fig. 84: Integration of a lower-level control system

Configuration of the subordinate control system

For a connection with the TwinCAT master PC via the EL6601 the network address of the subordinate
control system has to be set according to the IP number range of the TwinCAT master PC subnet.

* From the desktop of the lower-level control system (Windows CE) choose Start -> Settings -> Network
and Dial-up Connections to start the configuration of the network settings
(Notes on setting the network address of a lower-level controller can also be found in the EtherCAT
system documentation and the TwinCAT documentation)
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M CX_012A39 O] x|

File Zoom Tools Help

e

r'-"l‘g.l' Device

L 2

Recyde Bin

s Mlcmsoft'

S.00 (Buld 1400 on Aug 1 2006)

aestat L L@@ 1720

Fig. 85: Select Configuration of network connections

» Open the network settings for this connection by double-clicking on the TCIXPNPE1 connection
(Ethernet port)

m CX_012A39

File Zoom Tools Help
| File Edit View Advanced | )(I.l IE-
Bl % 8

Make Mew TCI}(F‘NF‘EE
Connection

Fig. 86: Select network settings for Ethernet port

* Enter an IP number from the IP number range of the subnet (e.g. 192.168.0.39/255.255.255.0) for the
TwinCAT master PC and confirm with OK.
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TcIXPNpe Real Time Ethernet NPE Driver, B! Settings
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LLPEE Dl () Gbtain an 1P adkdress via DHCP
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Fig. 87: Enter IP address

Configuration at the TwinCAT master PC and establishing a connection

 Start the TwinCAT System Manager in Config mode, read the Bus Terminal configuration, and activate
free-run mode

» The EL6601 should appear in the system configuration being in OP mode (see Online tab EtherCAT
Status Machine)
=Bl SYSTEM - Configuration
188 NC - Configuration

B PLC - Configuration

El. I/O - Configuration

=-E8 1/O Devices

=5 Device 1 (EtherCAT)

—=f= Device 1-Image

-.=f= Device 1-Image-Info

- %1 Inputs

=l Outputs

#-§ InfoData

= Term 1 (EK1100)
=-§ InfoData
- § Term 2 (EL1012)
2Bl Term 3 (EL6G01)
™ Term 4 (EL9010)

@8 Mappings

Fig. 88: EL6601 in the configuration

 In analogy to the configuration of a network printer, the IP number of the TwinCAT master PC in the
subnet might be 192.168.0.1, for sample

» Connect the subordinate control unit (target system) with the EL6601 via a CAT-5 (1:1) cable

« Start another system manager session in Config mode and click on Select Target System...-> Search
(Ethernet)
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Choose Target System |

= B oK. |

- ozal---

(17216.6.49.11) |

Cancel |

SearchEthernet]... |

Seaich [Fieldbus,. |

[T Set az Default

Fig. 89: Select target system

« Enter the IP address of the subordinate control system in the field next to Enter Host Name / IP:
+ After confirming the button Enter Host Name / IP: the name of the target system appears in the

selection box

Add Route Dialog

Refrash Status

| Broadcast Search |

| EnterHuatHamei'lF'; I [192168.0.29

- 19218039 51425811

TS0

15 Yersion
W CE BT

i

Rovte Mame [Taget) |C_012439 Route Mame [Remote} [ THOMASKOL-NE
AmzMetld: ]5.1 A2.581.1 Target Route Remcte Foute
Transpait Typ: [TcPap =] ' Projekt ) Keine
% Stalic ) Static
Adressen Info; [C_012439 T T
¥ HostMame O IP Adesse
Route zufisgen | Schlielfan

Fig. 90: In the “Route Dialog” add the route of the target system

» Click on Add Route and enter the access data for the target system as required
 After closing the dialog box the name of the target system appears in the selection menu

» Make your selection and confirm with OK
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Choose Target System |

= B Local- (17216.6.431.1) | IIIK~ |
R WO 012433 [5.1.4258.1.1)

Cancel |

Search [Ethernet]... |

Seach Figldbus).. |

[T Set az Default

Fig. 91: Confirm selection

 Activate free-run mode for reading the Bus Terminal configuration of the subordinate control system

» Unbenannt - TwinCAT System Manager - 'CX_012A39'
File Edit Actions WView Options Help
IDEFEEE 208 ¢d (Eavda s t-i]c»um B Qe %]
=] sSTEM - Configuration [N RS
Wi cal :
B 1C - Confguration ersion (Local) | Version (Target) | Boot Settings (Target) | CX Settings |
BB rLC - Configuration
= 10 - Configuration o TwinCAT System Manager Chaase Target... I
B® /0 Devices SIS w210 (Build 1328)
88 Mappings
TwinCAT NC |
vZ2.10 [Build 1305]
Copyright BECKHOFF = 1936-2006
htip: farwna basckchoff com
Fegistration:
Mame: beckhaff
Company: Beckhofi Automation GmbH
Reg.-Key: JOOOC4B50-GF 40000
Ready 012430 (5.1.42.58.1. 4

Fig. 92: Enable FreeRun
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5.5 Application sample — setting up an EtherCAT Master PC
as a network bridge

The application samples have been tested with a test configuration and are described accordingly.
Certain deviations when setting up actual applications are possible.
In this sample, transmission is intended to take place from a subordinate PC via the EL6601 and EtherCAT
and a Master PC into a superordinate network.
The following hardware was used:
» Computers A and B: Windows XP SP2
» Computer C: Windows XP Embedded

A S
Network 3 E

»

Cl=
TwinCAT-Master

B

Fig. 93: Setting up an EtherCAT-Master-PC as Network Bridge

To do this, the Master PC "TwinCAT Master" (B) must be setup as a TCP/IP bridge in order to route TCP/IP
telegrams through to the subordinate CX1020 (C) or to relay them in the opposite direction. The partner
device is a PC (A).

Distinction must be made between two cases here: static addresses [P 94] and DHCP address assignment
[»_98] (network).

The following explanations assume the preceding samples as basic knowledge.

Computers (A), (B) and (C) have a static IP address

PC A PCB EtherCAT ELBEO1 PCC
IP:10.16.2.8 Ethernet |IP: 10.16.2.21 IP: 192 168.1.1 EtherCAT Ethernet [IF: 192.168.1.10
Subnet © 2552552550 :

Gateway: 10.16.2.21 - Gateway: 182 168 .1.1
EtherCAT Master

Settings lprouting by using Registry:
IPEnableRouter =1

ping 192.168.1.1
Fig. 94: Configuration of the network PC

« Configure the three PCs as shown in the diagram. The dialogs for the properties of the Internet
protocol were explained in the preceding samples.
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» Using the registry editor (Start --> Run --> regedit), set the entry "IPEnableRouter" in the "bridge" PC B
to the value 1. The entry is usually located under
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\TCPIP\Parameters or also under
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TCPIP\Parameters.

» Following a restart, routing for IP telegrams is active for this PC. The connection can then be checked
by means of a ping (Start --> Run --> cmd --> ping 192.168.1.1) to the EtherCAT port 192.168.1.1.

« If the EtherCAT master is in a normal and error-free state (TwinCAT in "Config"/"FreeRun" or "Run"
mode), the connected Ethernet device with the IP address 192.168.1.10 can be reached via the
EL6601.

« Explanation of the entry Gateway, using PC A as an sample: PC A has the IP address 10.16.2.8 with a
subnet mask 255.255.255.0. This means that it can reach all IP telegrams within a range from
10.16.2.0 to 10.16.2.255. If it is required to send an IP telegram to a different address range (e.g. to
192.168.1.1), this must run via the defined gateway, in this case 10.16.2.21, which in turn can relay the
telegram to 192.168.1.10 via the configured IP routing.

» Windows offers the useful command line command ipconfig for checking the configuration. If PC A is
configured correctly, the command Start Run cmd ipconfig/all displays the following screen:

S WINDOWS' system32' cmd.exe

Microzoft Windows XP [Version 5.1.260881
CC» Copyright 1785-2001 Microsoft Corp.

C:“Documents and Settings“Administrator*ipconfig ~sall

Windows IP Configuration

Hoszst Hame . . . . . |
Primary Dns Suffix Beckhoff.com
Mode Tupe . . . . . Huhwid

IP Routing Enahled. Mo

WINS Proxy Enabled. : Mo

Ethernet adapter LAN:

Connection—specific Suffix

Description . . . . Broadcom Met<treme 57xx Gigabit Controller
Phyzical Address AR—A1 AL A1 31 49

Dhcp Enahled. . Mo

IP Addres=s. . . 1A.16.2.8

) 1 955 255255 .@

Default Gateway
Primary WINS server
Secondary WINS server

10.16.2.21

: 17216119

Subnet Mask . . :

Fig. 95: Checking the configuration with command line command “ipconfig /all”

» IP routing is disabled (default) and the IP address of the selected adaptor (here called LAN) is
assigned fixedly. Since DHCP was set beforehand, WINS entries are still present.

» The same command on PC C displays:
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BECKHOFF

AWINDOWS\system 3 2cmd. exe

C:~Documents and Settings“MartinPodrouschekXipconfig ~all

Windows IP Configuration

Host Mame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabhled.

Ethernet adapter FC?004_3:

Connection—specific Suffix-
Description . . . I
Physical Address
Dhecp Enabhled. .
IP Addres=s. . .
Subnet Maszk . .
Default Gateway

Fig. 96: Checking the configuration PC C

* This was entered under XP in the dialog

Internet Protocol {TCP/IP) Properties

General

“'ou can get [P zettings azsigned automatically i pour nebwork, supparts
thiz capability. Othemwize, vou need to azk vour network. administrator for

the appropriate P settingz.

(" Obtain an IP address autornatically

* Usze the fallowing P address:

C6148_MARTINP

Huhwid

Mo
Mo

TwinCAT-Intel PCI Ethernet Adapter #i4d
AA_[1 _[C_[A1_RAC_09

Mo

192 _168.1.18

255 _255.255.8

192 168.1.1

IF address: | 192 168 . 1 . 10
Subnet mask: | 285025 28R 0
Default gateway: | 192 183 1 . 1|

Fig. 97: Entry of network parameters

» Accordingly, the command on the bridge PC B displays:
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S WINDOWS' system32' cmd.exe

Microsoft Windows HP [Uersion 5.1.268681
CC» Copyright 1985-2801 Microsoft Corp.

C:xDocuments and SettingssAdministrator *ipconfig ~all
Windows IP Configuration

Hozt Mame . . . . . CHi_@13149
Primary Dns Suffix

Mode Tuype . . . . . Huhwdid

IPF Routing Enabled. Yes

WINS Proxy Enahled. : No

Ethernet adapter LAN:

Connection—specific Suffix

Description . . . - e . TwinCAT-Intel PCI Ethernet Adapter
Phyzical Address . AA—A1 —A5—A1-31-49
Dhcp Enabled. . . : Mo
IF Address. . . . D 1A.16.1.21

Subnet Mask . . - 209 .255.255.8
Default Gatewawy .

Ethernet adapter EtherCAT:

Connection—specific Suffix
Description . . .
Phyzical Address
Dhcp Enabled. .
IP Address. . .
Subnet Mask . .
Default Gatewawy

TwinCAT-Intel PCI Ethernet Adapter
AA—A1 —AS -1 —31 -4/

Mo

192_168.1.1

L0 .£90.400.08

Fig. 98: Checking the Configuration Bridge PC B

® 'ipconfig" switches
1 Using the switches /release and /renew, the command ipconfig can be used to re-establish IP
connections.

Checklist for connection settings:
» Bridge PC configured for "IP routing" by means of registry entry
» Fixed IP addresses in correlating ranges for all 4 Ethernet ports involved
» Firewalls disabled if need be (unnecessary in the case of the default setting)
» EtherCAT/TwinCAT in "Freerun" or "Run" mode
» Link display on all ports involved
* "Ping" works

Observation of network traffic

Experienced users can observe and evaluate the network traffic using a network sniffer, such as
Wireshark.

ji o

Notice on Operating system Windows CE/embedded

Under Windows CE IP Routing must be set in the CX Configuration Dialog (see Fig. “Setting IP
Routing in Windows CE”)

The entry “TCP/IP Settings” -> “IP Routing” sets the Registry-Key “IPEnableRouter’= 1 under
[HKEY_LOCAL_MACHINE\Comm\Tcpip\Parms]

Restart required.

See also Microsoft Developer Network: Routing for IPv4 - Explanation on Routing.

Ordinarily the Routing table is automatically maintained, if necessary routes will still have to be
added with “Route Add” command, see also Windows XP/7 etc.

Windows CE does not support some Routing protocols such as RIP or OSPF.

jmuieo
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Beckhoff X Configuration Tool

| General | Ras Cantral | Display Settings | FTP | TwinCAT Settings | Firewal | Miscelaneaus |

Startup Mumlock State Simple Mebwork, Time Prokocol

IOFF w SMTP Server Itime.windnws.cum

A0S Serial Connection

Refresh rate <
|:| Enable s =
Audio Module TCP/IP Settings
[ ] Enable Audio Device

| Audio Settings |

(4 Cancel Apply

Fig. 99: Setting “IP Routing” in Windows CE

Network with DHCP address assignment

A connection between the PCs C and A (or the network) is not possible.

Explanation: Computers (A) and (B) receive their IP addresses from the DHCP server if the Ethernet ports
are configured accordingly. One possible sequence is as follows (see RFC1541 and RFC2131):

* A newly connected PC sends a DHCPDISCOVER message with its MAC address via MAC Broadcast
to all other network devices

+ The DHCP server offers the requesting device one or more IP addresses in the DHCPOFFER
message

» The requesting PC selects an IP address and answers via MAC Broadcast with a DHCPREQUEST
message to the DHCP server

» The DHCP server confirms the selection with a DHCPACK message.
This works for computers (A) and (B). The DHCPDISCOVER messages from computer (C) are accepted by
the EL6601 and relayed in computer (B) to Windows via the EtherCAT port, but Windows (B) does not route

these messages (and all other DHCP telegrams) through to the relaying Ethernet port — this function, known
as DHCP Relay Agent, is only available in the server version of Windows.

This is the normal operating case when Windows PCs configured as DHCP devices are linked with each
other.

Remedy:

+ Install a local DHCP server on computer (B), taking care that no conflict arises with the superordinate
network DHCP server

« Itis possible that two Windows PCs, which are configured as DHCP devices and connected to each
other, will only establish their addresses after a short time (several minutes)
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5.6 Application sample - Flexible Ethernet Port

The application samples have been tested with a test configuration and are described accordingly.
Certain deviations when setting up actual applications are possible.

This sample illustrates the principle of remote access from a subordinate PC to the central EtherCAT
controller via a flexibly connected EL6601 and EtherCAT.

The following elements were used:
+ IPC with Windows XP SP2
* TwinCAT 2.11 b1534
+ EL6601, SN xxxx0605

The approach

The task is to commission an extensive system with EtherCAT topology. To this end frequent access to the
TwinCAT System Manager on the central PC is required. In practice the technician will primarily be at the
local terminals/EtherCAT slaves during commissioning. The central System Manager as the TwinCAT target
system should therefore be accessed from the respective coupler location via a remote PC and Ethernet.

Two mechanisms are used for this purpose:

« EtherCAT tunnels standard IP telegrams through dedicated slaves, e.g. EL6601, via the acyclic
mailbox procedure

» Via the HotConnect functionality a coupler station (coupler + terminals) can be classified as freely
pluggable in the configuration (.tsm). Special couplers must be used for this purpose.

A freely pluggable combination of EK1101 and EL6601 (HotConnect group) can now be used as a flexible
Ethernet interface.

Possible configuration

A possible configuration is described below:
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EtherCAT Master

172.1.1.1

ey
S araaaaayasy

Term 27 (EK1110)

L.?:F:F‘.F = ! .:F:F:FJM EK1110 EtherCAT extension
L Autolncr Addr: FFEG
TI EtherZaT addr: 1027

Term 26 (EK1122)

EK1122 2 part EkherCAT junckion
Autalncr Addr: FFEA

EtherCaT Addr: 1023

HotConnect Group
with EL6601

172.1.1.2

Fig. 100: Structure HotConnect Group

The system offers EK1110 (end couplers), EK1122 (junction terminals) and free EK1100 ports for connecting
the HotConnect group. The IP addresses should be regarded as samples, the notes from the previous
samples must be taken into account.

No further settings are required at the TwinCAT/EtherCAT master. EoE is automatically forwarded in
TwinCAT 2.11.

® Remote access operability and EtherCAT state

1 The process of Ethernet pass-through described here only works as long as the EtherCAT master
and the EL66xx are at least in state PREOP. Otherwise no mailbox traffic and therefore no Ethernet
transport takes place. However, if the network structure is already functional, this does not
represent an insurmountable obstacle for general commissioning.

® Change of location and EtherCAT state

1 Once the HotConnect group is reconnected with the EtherCAT network it may take several seconds
for the group to participate in the data traffic again, the EL66xx to be in OP state again and the link
(see link LED) to be restored.

Sample configuration

A small EtherCAT system is commissioned, the offline topology view in the System Manager shows two
coupler stations and one non-localized station with an EK1101.

+ In offline state the System Manager does not know where the EK1101 station with its ID was
connected.
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@, yy

Fig. 101: EK1101 localized with EL6601

« The current assignment is visible online, the EK1101 with the EL6601 is connected to the second port
of the EK1100.

s i
¥

Fig. 102: EK1101 localized with EL6601

« All slaves are in OP state, so that this system can now be accessed as target system from the remote
PC.

* In the remote system an empty System Manager is opened and the EtherCAT computer with the IP
172.1.1.1 (in this sample) is located as the target system via IP
(Tab Actions -> Choose Target System -> "Search (Ethernet)" -> [enter IP 172.1.1.1] -> "Enter Host
Name / IP")

File Edit | Actions “iew Options Help

- [0 & &= Generate Mappings Chi+M g
m o Check Configuration Zkrl+H B
w4 @ Activate Configuration. .. Ctri+shift-Fe |
E & SetfReset TwinCAT ko Run Mode. .. Ctrl4-F4
” _p_ @; Set/Reset TWinCAT to Config Mode, .. Shift-F4
= NC 3 0 efnad Devices F4
- PLC

=l 1yC g Choose Target System..,
=S Read Target Server Versions. ..
B

Ipdate Bus Coupler/IP Link Firmware, .,
frccess Bus CouplerfIP Link Regisker, ..
IUpdate EtherCAT FPGA wia LPTx. ..

Fig. 103: Selection of the target system
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General | Boot Settings

| B -loca- (7218318211 oK

"a)
Add Route Dialog (%]

Erter Host Mame /£ IF: 1?2111 S [ Refrezh Status ] [ Broadcast Search ]
Search [Ethemet)...
Host Mame Connected | Address A5 Netld TwinCAT 05 Version Comment
| BO03R4-007 172111 1721636011 2111534 Win=F
< >
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Amsetld: 1721836011 | Target Route Remote Route (] 5et 2 Default
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Fig. 104: Enter target system 172.1.1.1

+ After double-clicking on the line showing the found target system the user can log into the target
system:

Enter Host Mame / |F: [172.1.1.1 Refresh Status

HostMName  Connected  Addiess  AMSNeld  TwinCAT  OF

BO0964-007 172111 1721626011 2111534 Wi
ﬂ% Enter a user name and password that iz walid for the

! remote syztem.

0 ,&dmmmtratur
Pazzword:

Foute Mame [T

Arnzhetld: 0k ] [ Cancel

T T

Fig. 105: Entry of logon information on target system

» After successful connection the configuration can be loaded by the target system through "Open from
target system".
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/L Untitled - TwinCAT System Manager
File Edit Actions Yiew Optians Help
DI [lew

Mew From Template. ..
ﬁ Open...

@ Open from Target
H Save

Save Bs...

Fig. 106: Opening of target system and loading of configuration

Checklist

The following checklist can be used for a successful configuration up to remote access:

1. Successful EtherCAT configuration
- no LostFrames
- EtherCAT master and all slaves in OP state

- all WorkingCounters = 0; if necessary, set up special SyncUnits for deliberately inactive slaves
2. Set a different IP address for the EtherCAT port and the port used at the laptop, but within the same

subnet section.
(here: 172.1.1.1 and 172.1.1.2)

. Check the connection from both sides through ping commands

3
4. Establish connection as target system
([

Ethernet connection

1 It is advisable to use credible addresses in the Properties dialog of the network interface, IP
protocol (Windows XP SP2) Default gateway and DNS server, although they are not actually

required. Settings of the remote PC from the sample:

Internet Protocol (TCP/IP) Properties

General

Y'ou can get P settings assigned automatically if your netwark, supp
thiz capability. Othensize, vau need ta ask paur nebwork, administrate

the appropriate [P settings.

(" Obtain an P address autamatically
{(#) Uze the following |P address:

IP address: 121 12|
Subnet mask: | 256.255. 0 . O |
Default gatewary: | 172 .1 020 .1 |

(#) Use the following DNS server addresses:

Prefermed DMS server: | 2. 1 .20 01 |

Alternate DMS server | . . . |

Fig. 107: Entry of network addresses in the remote system
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6 Appendix

6.1 Firmware compatibility

Beckhoff EtherCAT devices are delivered with the latest available firmware version. Firmware and hardware
must be compatible; not every combination ensures compatibility. The overview below shows the hardware
versions on which a firmware can be operated.

Note
* The newest possible firmware for the respective hardware should be implemented

» Beckhoff is not under any obligation to provide customers with free firmware updates for delivered
products.

NOTICE

Risk of damage to the device!
Observe the notes on the firmware update in the EtherCAT System Manual in chapter “Firmware Update”.
If a device is set to BOOTSTRAP mode for firmware update, it may not check whether the new firmware is
suitable during download.
This may result in damage to the device! Therefore, always make sure that the firmware is suitable for the
hardware version!
EL6601
Hardware (HW) Firmware (FW) Revision no. Date of release
05-14 06 2009/07

07 EL6601-0000-0017 2009/09

08 2009/11

09 2010/07

EL6601-0000-0018 2010/09
10 2011/09
EL6601-0000-0019 2012/10

11 2013/04

12 EL6601-0000-0020 2014/07
15-21 13 EL6601-0000-0021 2014/12

14 2015/07

15 2017/02

16 2023/06

17 2023/09
25* 20" EL6601-0000-0025 2026/06
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EL6614
Hardware (HW) Firmware (FW) Revision no. Date of release
00 - 09* 01 EL6614-0000-0017 2008/05
02 2008/12
03 2009/08
04 2009/11
05 2010/07
EL6614-0000-0018 2010/09
06 2011/09
EL6614-0000-0019 2012/10
07 2013/04
08 EL6614-0000-0020 2014/07
10-17* 09 EL6614-0000-0021 2014/12
10 2015/07
11 2017/02
12 2023/06
13* 2023/09

*) This is the current compatible firmware/hardware version at the time of the preparing this documentation.
Check on the Beckhoff website whether more up-to-date documentation is available.
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6.2 Support and Service

Beckhoff Support and Service provides assistance with questions regarding Beckhoff products and system
solutions, as well as with their planning, commissioning, and operation.

Beckhoff subsidiaries and representative offices

Please contact your Beckhoff subsidiary or your representative office for local support and service for
Beckhoff products. You can find the addresses of Beckhoff subsidiaries and representative offices at:
www.beckhoff.com/worldwide.

For Beckhoff products and technologies, we offer Training programs, tutorials, and webinars.

Beckhoff Support

Beckhoff Support provides assistance with technical questions regarding the use, planning, programming,
and commissioning of Beckhoff products.

= Hotline: +49 5246 963-157
= Email: support@beckhoff.com, Support form
Web page:  www.beckhoff.com/support

Beckhoff Service

Our service specialists are here to assist you with any questions you may have regarding after-sales service
processes, such as replacement parts, repairs, etc.

= Hotline: +49 5246 963-460
= Email: service@beckhoff.com, Service form
Web page: www.beckhoff.com/service

Download finder

The Download finder serves as a central source for downloadable documents and files related to Beckhoff
products, such as application reports, technical documentation, drawings, and configuration files.

Beckhoff Information System

The Beckhoff Information System is the central online documentation resource for Beckhoff products and
contains documentation on products and automation topics, as well as sample code.

Beckhoff Headquarters

Beckhoff Automation GmbH & Co. KG
Hulshorstweg 20

33415 Verl, Germany

= Phone: +49 5246 963-0

=1 Email: info@beckhoff.com

Web page: www.beckhoff.com
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Trademark statements

Beckhoff®, ATRO®, EtherCAT®, EtherCAT G®, EtherCAT G10°, EtherCAT P®, MX-System®, Safety over EtherCAT®, TC/BSD®, TwinCAT®,
TwinCAT/BSD®, TwinSAFE®, XFC®, XPlanar® and XTS® are registered and licensed trademarks of Beckhoff Automation GmbH.

Third-party trademark statements

ControlNet®, DeviceNet and EtherNet/IP are trademarks of ODVA, Inc.

Excel, IntelliSense, Microsoft, Microsoft Azure, Microsoft Edge, PowerShell, Visual Studio, Windows and Xbox are trademarks of the Microsoft
group of companies.

PCI Express®, PCle®, PCI™ and PCI HOT PLUG™ are trademarks or registered trademarks and/or service marks of PCI-SIG.

Wireshark is a registered trademark of Sysdig, Inc.
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