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BEGKHOFF Foreword | Notes on the documentation

1 Foreword

1.1 Notes on the documentation

This description is intended exclusively for trained specialists in control and automation technology who are
familiar with the applicable national standards.

The documentation and the following notes and explanations must be complied with when installing and
commissioning the components.

The trained specialists must always use the current valid documentation.

The trained specialists must ensure that the application and use of the products described is in line with all
safety requirements, including all relevant laws, regulations, guidelines, and standards.

Disclaimer

The documentation has been compiled with care. The products described are, however, constantly under
development.

We reserve the right to revise and change the documentation at any time and without notice.

Claims to modify products that have already been supplied may not be made on the basis of the data,
diagrams, and descriptions in this documentation.

Trademarks

Beckhoff®, ATRO®, EtherCAT®, EtherCAT G®, EtherCAT G10°®, EtherCAT P®, MX-System®, Safety over
EtherCAT®, TC/BSD®, TwinCAT®, TwinCAT/BSD®, TwinSAFE®, XFC®, XPlanar® and XTS® are registered
and licensed trademarks of Beckhoff Automation GmbH.

If third parties make use of the designations or trademarks contained in this publication for their own
purposes, this could infringe upon the rights of the owners of the said designations.

EtherCAT.  EtherCAT. ™ P

EtherCAT® is a registered trademark and patented technology, licensed by Beckhoff Automation GmbH,
Germany.

Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The distribution and reproduction of this document, as well as the use and communication of its contents
without express authorization, are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event that a patent, utility
model, or design are registered.

Third-party trademarks

Trademarks of third parties may be used in this documentation. You can find the trademark notices here:
https://www.beckhoff.com/trademarks.

TF6281 Version: 1.8.0 5
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1.2 For your safety

Safety regulations

Read the following explanations for your safety.
Always observe and follow product-specific safety instructions, which you may find at the appropriate places
in this document.

Exclusion of liability

All the components are supplied in particular hardware and software configurations which are appropriate for
the application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.

Personnel qualification

This description is only intended for trained specialists in control, automation, and drive technology who are
familiar with the applicable national standards.

Signal words

The signal words used in the documentation are classified below. In order to prevent injury and damage to
persons and property, read and follow the safety and warning notices.

Personal injury warnings

A DANGER

Hazard with high risk of death or serious injury.

Hazard with medium risk of death or serious injury.

A CAUTION

There is a low-risk hazard that could result in medium or minor injury.

Warning of damage to property or environment

The environment, equipment, or data may be damaged.

Information on handling the product

d This information includes, for example:
1 recommendations for action, assistance or further information on the product.

Version: 1.8.0 TF6281
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BEGKHOFF Foreword | Notes on information security

1.3 Notes on information security

The products of Beckhoff Automation GmbH & Co. KG (Beckhoff), insofar as they can be accessed online,
are equipped with security functions that support the secure operation of plants, systems, machines and
networks. Despite the security functions, the creation, implementation and constant updating of a holistic
security concept for the operation are necessary to protect the respective plant, system, machine and
networks against cyber threats. The products sold by Beckhoff are only part of the overall security concept.
The customer is responsible for preventing unauthorized access by third parties to its equipment, systems,
machines and networks. The latter should be connected to the corporate network or the Internet only if
appropriate protective measures have been set up.

In addition, the recommendations from Beckhoff regarding appropriate protective measures should be
observed. Further information regarding information security and industrial security can be found in our

https://www.beckhoff.com/secquide.

Beckhoff products and solutions undergo continuous further development. This also applies to security
functions. In light of this continuous further development, Beckhoff expressly recommends that the products
are kept up to date at all times and that updates are installed for the products once they have been made
available. Using outdated or unsupported product versions can increase the risk of cyber threats.

To stay informed about information security for Beckhoff products, subscribe to the RSS feed at https://
www.beckhoff.com/secinfo.

TF6281 Version: 1.8.0 7
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2 Overview

The function TF6281 is an EtherNet/IP™ scanner or master. Here you can connect EtherNet/IP™ slaves.
TF6281 is a software extension that turns an Ethernet interface with Intel® chipset into an EtherNet/IP™
scanner. The real-time driver for the Ethernet interface must be installed for this purpose. The driver is part of
the TwinCAT system. This driver is pre-installed on Beckhoff IPCs and can be used on almost all hardware
platforms with Intel® Ethernet chipset. If you are using a third-party PC, you may need to check or install it.

TF6281 | TwinCAT 3 EtherNet/IP™ scanner

Technical data TF6281

Requires TC1200 from build 4022.14, without TC1200 it is not possible to use the full functionality
of the function

Target system Windows 10, Windows 11, Windows CE, TwinCAT/BSD, Beckhoff RT Linux®

Performance class |20° 302 40 50 60 70 80 90

(PP) - - X X X X X X

Tonly with CX8290
2only with CX9240-M910

Technical data of the TwinCAT 3 EtherNet/IP™ scanner

TF6281 4022.0
Remote Nodes (Boxes) [Producer Object counts 1] 128
Client Connections 128
Server Connections 128

CIP Connections 256
Produced Tag 12
Consumed tag for each EtherNet/IP™ device 12
Ordering information

TF6281-00pp TwinCAT 3 EtherNet/IP™ Scanner

EtherNet/IP™

Ethen'et/IP

EtherNet/IP™ (Ethernet Industrial Protocol, EIP) is a real-time Ethernet protocol, which was disclosed and
standardized by the ODVA (Open DeviceNet Vendor Association). This protocol is based on TCP, UDP and
IPv4.

Further information can be found at www.odva.org or https://en.wikipedia.org/wiki/EtherNet/IP.

8 Version: 1.8.0 TF6281
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3 Requirements

Software

The TF6281 requires TwinCAT version 3.1 from build 4022.14. No additional installation is required.

Hardware

To use the TF6281, it is necessary that a real-time driver for the Ethernet interface is installed on the target
system.

® Beckhoff PC
1 Beckhoff PC systems are usually preconfigured for the operation of EtherNet/IP™ devices.

TF6281 Version: 1.8.0 9
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4 Licensing

The TwinCAT 3 function can be activated as a full version or as a 7-day test version. Both license types can
be activated via the TwinCAT 3 development environment (XAE).

Licensing the full version of a TwinCAT 3 Function

A description of the procedure to license a full version can be found in the Beckhoff Information System in
the documentation "TwinCAT 3 Licensing".

Licensing the 7-day test version of a TwinCAT 3 Function

o
1 A 7-day test version cannot be enabled for a TwinCAT 3 license dongle.

1. Start the TwinCAT 3 development environment (XAE).
2. Open an existing TwinCAT 3 project or create a new project.

3. If you want to activate the license for a remote device, set the desired target system. To do this, select
the target system from the Choose Target System drop-down list in the toolbar.

= The licensing settings always refer to the selected target system. When the project is activated on
the target system, the corresponding TwinCAT 3 licenses are automatically copied to this system.

4. In the Solution Explorer, double-click License in the SYSTEM subtree.

Solution Explorer v 0 x

@ o-a|s =
Search Solution Explorer (Ctrl+) P

.T_I Solution TwinCAT SampleProject’ (1 project)
4 lia TwinCAT SampleProject
4 () SYSTEM
¥ License
b @) Real-Time
b B Tasks
gf= Routes
215 Type System
|88 TcCOM Objects

= The TwinCAT 3 license manager opens.

10 Version: 1.8.0 TF6281
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BEGKHOFF Licensing

5. Open the Manage Licenses tab. In the Add License column, check the check box for the license you
want to add to your project (e.g. "TF4100 TC3 Controller Toolbox").

Order Information (Rurtime) Manage Licenses  Project Licenses  Online Licenses

] Disable automatic detection of required licenses for project

Order Mo License "Add License

TF3601 TC3 Condition Menitoring Level 2 | cpulicense
TF3650 TC3 Power Monitoring | cpulicense
TF3680 TC3 Filter | cpulicense
TF3200 TC3 Machine Learning Inference Engine [ cpu license
TF3210 TC3 Meural Metwork Inference Engine [ cpu license
TF3500 TC3 Selar-Position-Algorithm | cpulicense
TF4100 TC3 Controller Toolbox cpu license
TR0 TC3 Temperature-Controller [ cpu license
TR4500 TC3 Speech [ cpu license

6. Open the Order Information (Runtime) tab.
= In the tabular overview of licenses, the previously selected license is displayed with the status
“missing”.
7. Click 7-Day Trial License... to activate the 7-day trial license.

Order Information (Rurtime)  Manage Licenses  Project Licenses  Online Licenses

License Device Target (Hardware Id) o Add...
System Id: Platfom:
20B25408-B4CD-81DF-52483-6A3D9B43EF19 | other (31)

License Request

Provider: Beckhoff Automation - Generate File...
License Id: | Customer Id: |
Comment: | |
License Activation

7 Days Tral License... I License Response File...

= A dialog box opens, prompting you to enter the security code displayed in the dialog.

Enter Security Code >

Fleaze type the following 5 characters: k.

| Ke8T4 |

8. Enter the code exactly as it is displayed and confirm the entry.
9. Confirm the subsequent dialog, which indicates the successful activation.

= In the tabular overview of licenses, the license status now indicates the expiry date of the license.

TF6281 Version: 1.8.0 1
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10. Restart the TwWinCAT system.
= The 7-day trial version is enabled.

12 Version: 1.8.0 TF6281



BEGKHOFF Configuration | EtherNet/IP™

5 Configuration

The following settings are possible for the EtherNet/IP™ scanner:

General | Adapter | EtherNetIP | Sync Task | Settings | Explicit Msg | Diag History | DPRAM (Online) |

General:
Name and TwinCAT ID of the device.

Adapter:
Settings for the Ethernet interface used.

EtherNet/IP:
Display of the software version and ADS address of the EtherNet/IP™ scanner.

Sync Task:
Setting which task triggers the EtherNet/IP™ scanner and with which cycle time it is operated.

Settings:
Settings for the IP address and other Ethernet-specific services.

Explicit Msg:
Only necessary for Data Table Read/Write (see chapter Data Table Read and Write [»_35])

Diag History:
All errors or notes relating to the EtherNet/IP™ scanner are logged.

DPRAM (online):
No function for the user.

5.1 EtherNet/IP™

SW Version: Display of the driver version used for the EtherNet/IP™ scanner.

Netld: AMSNETID of the EtherNet/IP™ scanner. This is necessary if the EtherNet/IP-specific function blocks
are required.

| General | Adapter| EtherNet/IP | Sync Tasl-cl Settings | Explicit Msg | Diag

SW Version: 01 (WV01.00)

Metld: 5187121441 "] Info Data Support

Info Data Support: If this option is activated, the AMSNETID is also available in the TwinCAT tree and can
then be linked accordingly.

4 == Device 3 (TC3 EIP Scanner)
*B peyice 3 (TC3 EIP Scanner)-Image
*8 Image-Info

b Inputs

b Outputs
#! Devid
7 AmsNetld

TF6281 Version: 1.8.0 13
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5.2 Sync Task

The Sync Task starts the cyclic call of the EtherNet/IP™ driver. The Sync Time should be as short as
possible, if the processor power allows this. 1 ms is the smallest time base that can be set. It is
recommended to create the Sync Task via a Special Sync Task. If the Sync Task is performed via the
mapping of the PLC, a breakpoint in the PLC also causes the EtherNet/IP™ Task to be stopped, so that the
EtherNet/IP™ devices are no longer addressed. This results in a connection timeout.

| General | Adapter | EtherNeyIP | Sync Task | Setlings | ExplicitMsg | Diag History | DPRAM (Online)|

Settings
(") Standard (via Mapping)

(@ Special Sync Task

’TaskE v] [ Create new /O Task
Sync Task
MName: Task 2
Cycle ticks: 1 = 1.000 ms

|| Adjustable by Protocol

Priority: 1 =

Each slave can run with its own cycle time based on the Sync Task. The Cycle Time Multiplier setting is
available on each device for this purpose.See chapter Connection of EtherNet/IP™ slaves [P 24].

5.3 Settings dialog

The Settings dialog is required for settings such as the IP address and other basic settings. It is divided into
two basic settings, which are indicated by the index numbers.

The index 0xF800 contains all the settings that are used when the system is started.

The index 0xF900 contains the settings that are valid in the running system. The actual valid settings are
important if basic settings are not made via the Settings dialog but have been changed via the PLC.

The IP address is a virtual IP address and initially has nothing to do with the IP setting of the operating
system (OS). It is recommended to use a different network class than the one selected in the OS. If the IP
address of the EtherNet/IP™ scanner is still the same as that of the OS, set the value 255.255.255.255

under IP address (0xF800:21). (See also Firewall recommendation [>_16])

14 Version: 1.8.0 TF6281
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Configuration | Settings dialog

| General | Adapter | EtherNet/IP | Sync Task | Settings | ExplicitMsg | Diag History | DPRAM (Onling) |
Master Settings

Index Mame Flags Value

- FE00:0 Master Settings MRO =43 <
FB00:01  Mumber M RO O0x0003 (3)
F800:03  ProductMame M RW Device 3 (TC3 EIP Scanner)
Fa00:04 Device Type M RO Ox000C (12)
FB800:05  VendorlD M RO Ox006C (108)
FB00:06  ProductCode M RO Ox1889 (6281)
F&00:07  Revision MRO 31
Fa00:08  Serial Mumber M RO Ox 00000000 (0)
FB00:20 MAC Address M RO 020105124706
FB800:21  IP Address M RW 192.168.1.10
FB00:22  Metwork Mask M RW 2552552550
Fa00:23  Gateway Address M RW 0.000
F&00:24 DHCP Max Retries M RW 0
FB00:25 TCPfIPTTL M RW 128
F800:26  TCP/IP UDP Checksum M RW TRUE
Fa00:27  TCP/IP TCP Timeout M BRW 300 Seconds
FB00:28  MuliCastTTL M RW 1
FB00:23  MultiCast UDP Checksum M REW FALSE
FE00:2A  Forward Class3 to PLC M RW FALSE
Fa00:26  Advanced Options M RW Ox 0000 (0)

+- F300:0 Master Info RO =43

Index 0xF800:0 Master Settings
Configuration parameters of the EtherNet/IP™ scanner

Index 0xF800:1 Number

Box Id

Index 0xF800:3 Product Name

Name of the device

Index 0xF800:4 Device Type

Device type

Index 0xF800:5 Vendor ID

Vendor number

Index 0xF800:6 Product Code

Product code

Index 0xF800:7 Revision

Version

Index 0xF800:8 Serial Number
Serial number (see object 0xF900)

Index 0xF800:20 MAC Address
MAC address (see object 0xF900)

Index 0xF800:21 IP Address

Possible values:

* 0:IP address is assigned dynamically by the DHCP service

TF6281

Version: 1.8.0
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» Otherwise: statically assigned IP address.

Index 0xF800:22 Network Mask
Possible values:

* 0: Subnet mask is assigned dynamically by the DHCP service
+ Otherwise: statically assigned subnet mask.

Index 0xF800:23 Gateway Address
Possible values:

« 0: DHCP service is used,
» Otherwise: statically assigned gateway address.

Index 0xF800:24 DHCP Max Retries
Possible values;

» 0: Continuous repetition of DHCP addressing attempts.
* Currently only this mode is implemented, as of: 10-2017

Index 0xF800:25 TCP/IP TTL
"Time to live" value for Unicast TCP/UDP communication

Index 0xF800:26 TCP/IP UDP Checksum
Checksum function (Unicast)
Possible values:

e 0: UDP checksums disabled,
e 1: UDP checksums enabled

Index 0xF800:27 TCP/IP TCP Timeout
Timer for inactive TCP/IP connection in seconds
e 0: Timer disabled

Index 0xF800:28 MultiCast TTL
"Time to live" value for multicast UDP communication

Index 0xF800:29 MultiCast UDP Checksum
Checksum function (Multicast):

e 0: UDP checksums disabled

e 1: UDP checksums enabled
Index 0xF800:2A Forward Class3 to PLC

Message forwarding to the PLC
See Changing EtherNet/IP settings

Index 0xF800:2B Advanced Slave Options
"Store Category" parameter:

 Bit9=Cat2

+ Bit8=Cat1

Index 0xF900 Scanner Info
The current valid settings are displayed here; these may differ from object 0xF800.

The object 0xF900 shows you the active parameters.

5.3.1 Firewall setting

The firewall must be enabled, if the EtherNet/IP™ address is to match the IP address of the operating
system (OS). It is advisable to enable the firewall if the IP address of the EtherNet/IP™ scanner deviates
from the IP setting of the operating system.

16 Version: 1.8.0 TF6281
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5.3.2 IP Routing

f IP routing is used, the IP address of the OS must be in a different subnet than the IP address of the
Ethernet/IP adapter/scanner.

The Regkey can be different depending on the operating system and version, here only as an example,
default is "0".

HKEY_LOCAL_MACHINE\ System\ CurrentControlSet\ Services\ Tcpip\ Parameters "IPEnableRouter"

54 Changing EtherNet/IP™ settings

For the setting, the Store Category [P_18] must be specified in the TwinCAT system configuration. This is
entered in the object F800:2B "Advanced Options" in all EtherNet/IP™ devices.

If the corresponding bit is set, the IP address from the memory is used. If no value is entered, the bit is
ignored, and the parameters of the TwinCAT system are used.

In the following sample bit 8 (0x0100) is set, which means that Store Category 1 is selected, which affects
the IP settings (index OxF800: 21...23).

Master Settings

Index Mame Flags Yalue it

= F&00:0 Master Settings M RO »43 <
Fa00:01  Mumber M RO D0 (1)
F800:03 Product Mame M RW Device 1(TC3 EIP Scanner)
F800:04 Device Type M RO e DON0C (129
F800:05 Vendor ID M RO O DD6C (108)
F800:06 Product Code M RO (1889 (6281)
F200:07 Revision M RO 31
F200:08 Seral Mumber M RO Coc DOOOO000 (0)
Fa00:20 MALC Address M RO 020C 29 FATVEFB
F300:21 IP Address M RW 192.168.1.100
Fa00:22 Metwork Mask M RW 255 266 2560
F800:23 Gateway Address M RW 0.000
Fa00:24 DHCP Max Retries M RW 0
F800:25 TCP/IP TTL M RW 128
Fa00:26 TCP/IP UDP Checksum M RW TRUE
F200:27 TCP/IP TCP Timeout M RW 30 Seconds
F800:28 MuliCast TTL M RW 1
Fa00:25 MultiCast UDP Checksum M RW FALSE
Fa00:24% Forward Class3to AmsPort M RW DISABLED
FB00:2B Advanced Options M RW (07100 (256)

+- F500:0 Master Info RO »43 <

If you want to use Store Category 1 and 2, enter 0x0300 in object F800:2B. Only bits 8 and 9 should be
used. All other bits are reserved and must not be used.

ADS blocks are used for reading or writing the settings from/to the PLC.

TF6281 Version: 1.8.0 17



Configuration | Changing EtherNet/IP™ settings BEGKHOFF

5.4.1 Object description

Offset Name Data Type Subindex |Store Category
1 2

0x00..0x01 ID UINT16 1

0x02..0x03 Reserved UINT16 -

0x04..0x23 Product Name BYTE[32], 3 X

STRING(31)

0x24..0x27 Device Type UINT32 4

0x28..0x2B  |Vendor ID UINT32 5

0x2C..0x2F  |Product Code UINT32 6 X

0x30..0x33 Revision UINT32 7

0x34..0x37 Serial Number UINT32 8

0x38..0x7D  |Reserved BYTE[70] -

0x7E..0x83 MAC Address BYTE[6] 32

0x84..0x87 IP Address UINT32 33 X

0x88..0x8B Network Mask UINT32 34 X

0x8C..0x8F |Gateway Address UINT32 35 X

0x90..0x91 DHCP Max Retries UINT16 36

0x92..0x93 TCP/IP TTL UINT16 37

0x94..0x95 TCP/IP UDP Checksum UINT16 38

0x96..0x97 TCP/IP TCP Timeout UINT16 39

0x98..0x99 Multicast TTL UINT16 40

0x9A..0x9B  |Multicast Checksum UINT16 41

0x9C..0x9D |Forward Class3 to PLC UINT16 42

Ox9E..Ox9F  |Flags UINT16 43

0xAO0..0xFF  |Reserved Byte[96] -

Store Category

The “Store Category” determines which settings are overwritten with the values from the non-volatile
memory. Bits 9 - 8 have to be set accordingly in the project under “Flags”. In order to modify both, both bits
must be set.

(Bit9=Cat2, Bit8=Cat1)

5.4.2 ADS-Write command

AmsNetid

The AmsNetld can be found under the EtherNet/IP™ tab in the Netld field. When you select the option Info
Data Support it is linked directly.

The advantage of a direct link is that it always retrieves the current AmsNetld, even if controllers are used
that use different AmsNetlds. The AmsNetld of the EtherNet/IP™ adapter therefore does not have to be read
manually.

18 Version: 1.8.0 TF6281



BEGKHOFF Configuration | Changing EtherNet/IP™ settings

=
Solution Explorer MR fL_Get_FthernetlPSettings [Onling] fb_Get_EthemetlPSettings [Online]

2
3 Solution TwinCAT EthernetlP” (1 project)
4 gl TwinCAT EthernetlP
@ svsTEm
k= MOTION
Bl rc
B SOFETY
E Coaw
& anavTIcs
4« Eo
a4 " Devices
4 == Dewice I (TC3 EIP Adapter)
*B image
*B Image-Info
Inpusts
B Outputs
4 1@ InfoData
# Devid
& Amshetld
i Box 2 (TC EtherNet/IP Slave)
2= Box 5 (TC EtherMNet/IP Slave)

General | Adapter| EtheiNet/\P | Sync Tack | Diag History | DPRAM (Oniine)

S Version 0 fvon.00)
Netid 5187121431 [#] Info Data Suppost

ADS port number

For the function “EtherNet/IP™ Adapter” set the ADS port number to a fixed value of OxFFFF.

Slave

IDXGRP: 0x0001F480
IDXOFFS: 0x00000000

Setting for setting (4 bytes + object size (256 bytes))

Byte Offset 0: 0x45

Byte Offset 1: 0x23

Byte Offset 2: Objindex LoByte (e.g. 0x8000 for slave 1 and 0x8010 for slave 2)
Byte Offset 3: Objindex HiByte

Byte Offset 4-260: Data of the object (see object description below)

Setting for resetting (4 bytes)

Byte Offset 0: 0x00

Byte Offset 1: 0x00

Byte Offset 2: Objindex LoByte (e.g. 0x8000 for slave 1 and 0x8010 for slave 2)
Byte Offset 3: Objindex HiByte

® Accept changes

After setting the properties restart TwinCAT for the TF6280, after which the new settings are applied
and valid. The settings remain stored and don't have to be loaded again, unless there are changes.

543 ADS-Read command

AmsNetid

The AmsNetld can be found under the EtherNet/IP™ tab in the Netld field. When you select the option Info
Data Support it is linked directly.

The advantage of a direct link is that it always retrieves the current AmsNetld, even if controllers are used
that use different AmsNetlds. The AmsNetld of the EtherNet/IP™ adapter therefore does not have to be read
manually.
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=
Solution Explorer MR fL_Get_FthernetlPSettings [Onling] fb_Get_EthemetlPSettings [Online]

2
3 Solution TwinCAT EthernetlP” (1 project)
4 gl TwinCAT EthernetlP
@ svsTEm
k= MOTION
Bl rc
$ SAFETY
E Cas
& anavTIcs
4« Eo
4 "% Devices
4 |~ Device 2 (TC3 EIP Adapter)
*B image
*B Image-Info
Inpusts
B Outputs
4 1@ InfoData
# Devid
# AmsNetld
i Box 2 (TC EtherNet/IP Slave)
5= Box 5 (TC EtherMNet/IP Slave)

General | Adapter | EtherNet/IP | Sync Tack | Disg History | DPRAM (Onine)

S Version 0 fvon.00)
Netid 5187121431 [#] Info Data Suppost

ADS port number

For the function “EtherNet/IP™ Adapter” set the ADS port number to a fixed value of OxFFFF.

Slave

IDXGRP: 0x1F480

IDXOFFS: 0x8000 for the first slave
IDXOFFS: 0x8010 for the second slave
IDXOFFS: 0x8020 for the third slave

ibXOFFS: 0x8070 for the eights slave
LEN: 256

The data are stored in the data array, as described above -> see Object description [»_18].

54.4 Sample

A sample program can be downloaded: https://infosys.beckhoff.com/content/1033/
TF6281 Tc3 EtherNetIPScanner/Resources/3105211403.tszip

5.5 Creating the EtherNet/IP™ adapter in other EtherNet/
IP™ scanners

All the information you need is provided in the Settings tab:
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Slave Settings

Index Mame Flags Value LUnit
+- 8000:0 Slave Settings (Box 1) MRO =43 <
- 8001:0 10 Assembly 1 Settings MRO =12 <

8001:01 Assembly Number MRO Ox0001 (1)

8001:02 Configuration Instance MRO 128

8001:03 Configuration Size MRO 0 Byte

800104 Input Instance (T-=0) MRO 129

800105 Input Size (T-=0) MREO 12 Byte

8001:06 Output Instance (0->T) MRO 130

8001:07 Output Size (0-=T) MRO 12 Byte

8001:08 HearbeatInstance (Listen Onl.. MRO 136
8001:09 Hearbeat Size (Listen Only) MRO 0 Byte
8001.... HearbeatInstance (InputOnly) MRO 137

8001:... Hearbeat Size {Input Only) MRO 0 Byte
8001.... Advanced Assembly Options M RW 00000 (0)
+- 9000:0 Slave Info (Box 1) RO =43 <
+- 9001:0 10 Assembly 1 Info RO =12 <

You need
+ the IP address of the adapter (see Creating an EtherNet/IP™ adapter)
» the “Assembly Instance” numbers (see Settings tab)
» the number of data (see Settings tab)
+ the “Configuration Instance” number 128 length 0
* the “Input Instance” number 129 length 12
+ the “Output Instance” number 130 length 12

The instance numbers are always the same. An export of the EDS file contains the instance numbers. The
number of data still has to be entered.

The EtherNet/IP™ adapter can be integrated via a “Generic Node” structure or via the EDS file.
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5.5.1 Sample for Rockwell CPUs

1. Under Ethernet, New Module..., select Generic Ethernet Module.

RSLogix 5000 - TEST[1769-L32F

File Edit View Search Logic Communications Tools Window Help

NIRRT =] &lnll @@l @l
Offline 0. I RUN A pan [<rone = #|
Mo Forces P,SFQK

T — A Alels] slslololo]

| -' L | » I\!‘_aiﬂr_ﬂ_&g At g TimeriCounter £ Wnpuifiotpi - A Compere

= 5 Controller TEST
Controller Tags
[ Controller Fault Handler

(=45 Motion Groups
(3 Ungrouped Axes
3 Trends
= 5 Data Types
Cjj User-Defined
w0 Cyp strings
& Lyp Predefined
O Module-Defined
=53 1O Configuration
= Backplane, Compactiogix System
i f0 1769-L32€ TEST
- ;sa-m& Ethernet Port LocalENg

2. Enter the IP address from object 0x8000:21.
3. Enter 129, for Input Instance.

4. Enter 1304, for Output Instance and

5. 128, for Config Instance.
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= The data length is dependent on the Comm format.

| Genersl | Confiourmon
Bhrhie 7 Serve Carligraon

ndex Hare . SIS _— — — —

< B0  Save Setings (Bax 3 MFD T Hew Madule
BOD Save b HRD nOIG
SEOEY  Ewdct s MEN o) EarielP Sevel :":;u ETHERNET-HODULE Ganeric Exsamac Module
B0 Dewce Troe MRD  BaNCH i ‘L“"' ﬂmm
RO Ve D HRD B0 NE 5 £
BO00E  Paoduct Code WRD WEEE (12T o [FrenCAT_Emertiai®_Stave
WOEHT  Peviscn WRD 1 e a— e
BODDE  Sees Murer WA G0N0 ;
B0O20  MAC Addnes MRO 0200000000 ‘
[0H Prsmes HAW  T2MELI - :
LT MRN 4004 -\\_ Comm Eomak [ Data - INT =l
B000Y  Caalwemy Address AW [1TT e
BOO5E  DHCP b etres MRN 0 m,i
W0 TCRAPTIL MRW 1 ] 192.168.1.1
B TCRAP UDP Crackum MRW  TRUE
BOET  TCPAP TCP Trnecut MR M0 Semnds Ll
BODEE MobCasl TTL WRN 1
BOOES MaliCant UDP Chacinm HRW  FASE ¥ Dpen Modue Propesies
BOOEFA Forward Chasa?ie PLC MRN  FASE
B Advanced S Optors HRN BN

- 84 K Ay 1 Setivigs HRAD »13e
BN Asenbly Hmber MR BRI
R T — RO
BO18 Carigueyion Sn ™
B ingut Ftance (T30 WRD e
HOIE  input e 01 HRD 2B
BO106 Outgad e £T) WRD
BOTAT Cuiput Sou 0oT) MRD B
HOIDE  Hestsent instance (Laten Onk) WRD TE
HOIDS Hawtbe S Lt Ori MRD e
EO0I Ok Eheaineal ratance (opat Onkd [*]z 1] 7
HOID0 Herisent Sz frput O] MR DB
HONIC Advarnoed Aewetiy Cpkorn MEW B

+ W00 Save o] RO F

© WND ey | o RO e

Note the properties of the selected Comm format

In the above sample the Comm format INT was selected, which means the number of data from objects
0x8001:05and 0x8001:07 have to be divided by 2, since in TwinCAT they are specified in bytes and in
the RSLogix in word length (INT).

An odd number of bytes must be rounded up. This also applies even if the Comm format is set to DINT, in
which case you must round up to the next whole number.

® System limitations

1 In the case of Multicast, pay attention to the high network loads that this causes, especially in
systems with many or short cycle times. A high network load may possibly impair communication.

5.6 Diag History

The diagnostic history (Diag History) is a tool for monitoring the status of the EtherNet/IP™ interface and
displaying the diagnosis messages with timestamp in plain text.

In addition, information / errors that occurred in the past are logged, in order to enable precise
troubleshooting at a later stage. This also applies for errors that only occurred for such a short time that any
corresponding messages were not visible.

The diagnostic history is part of the TwinCAT system, where it can be found under Devices EtherNet/IP™ in
the Diag History tab:
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| General | Adapter | EtherNet/IP | Sync Task | Setings | ExplicitMsg | Diag History | DPRAM (Onling) |

= [¥] Auto Update : =
’ Update History l [ Ack. Messages l l Export Diag History ] [ Advanced...
["] only new Messages
Type Fla.. Timestamp Message -
i Info N 19.5.201716:41:07 ... (0x8003) Device 3 (TC3 EIP Scanner). FwdOpen-Request sentto 192.168.1.220 ()
i Info N 1952017 16:41:06 .. (0x4001) Device 3 (TC3 EIP Scanner): MSG Connection Open (IN:0 QUT:0 APL:7500ms) ..
i Info N 1952017 16:41:06 ... (0x4001) Device 3 (TC3 EIP Scanner): MSG Connection Open (IN:0 QUT:0 APL:7500ms) f...
i Info M 1952017 16:41:06 ... (0x4002) Device 3 (TC3 EIP Scanner): M3G Connection Close (IN:0 OUT:0) from 192.168...
i Info M 1952017 16:41:06 ... (0x4002) Device 3 (TC3 EIP Scanner): M3G Connection Close (IN:0 OUT:0) from 192.168...
i Info N 1952017 16:41:06 ... (0x8003) Device 3 (TC3 EIP Scanner). FwdOpen-Request sentto 192.168.1.220 ()
i Info N 1952017 16:41:06 ... (0x2002) Device 3 (TC3 EIP Scanner): Network link detected
i Info N 1952017 16:41:01 ... (0x4003) Device 3 (TC3 EIP Scanner): 10 Connection (IN:0 OUT:0) with 0.0.0.0 timed out
i Info N 1952017 16:41:01 ... (0x4003) Device 3 (TC3 EIP Scanner). |0 Connection (IN:0 QUT:0) with 0.0.0.0 timed out
i Info M 1952017 16:41:00 ... (0x2007) Device 3 (TC3 EIP Scanner): Network link lost
i Info M 1952017 16:4059 ... (0x8003) Device 3 (TC3 EIP Scanner) FwdOpen-Request sentto 192.168.1.220 ()
i Info N 19.5201716:40:59 ... (0x8002) Device 3 (TC3 EIP Scanner): Connection with 192.168.1.220 () timed out
i Info N 1952017 09:25:15 ... (0x4001) Device 3 (TC3 EIP Scanner): MSG Connection Open (IN:0 QUT:0 APL:7500ms) ..
i Info N 1952017 09:25:15 ... (0x4001) Device 3 (TC3 EIP Scanner): MSG Connection Open (IN:0 OUT:0 APL7500ms) f...
i Info N 1952017 09:25:04 ... (0x4001) Device 3 (TC3 EIP Scanner): 10 Connection Open (IN:0 OUT:0 AP:20ms) from ...
i Info M 1952017 09:25:04 ... (0x4007) Device 3 (TC3 EIP Scanner): 10 Connection Open (IN:0 OUT:0 AP:2Zms) from 1...
i Info M 1952017 09:25:04 ... (0x8001) Device 3 (TC3 EIP Scanner): Connection with 192.168.1.220 () established
i Info N 19.5.201709:25:04 ... (0x8003) Device 3 (TC3 EIP Scanner). FwdOpen-Request sentto 192.168.1.220 ()
i Info N 1952017 09:25:02 .. (0x2008) Device 3 (TC3 EIP Scanner): TCP handler initialized
i Info N 1952017 09:25:02 .. (0x2007) Device 3 (TC3 EIP Scanner). UDP handler initialized -

5.7 Connecting EtherNet/IP™ slaves

An EtherNet/IP™ slave can be integrated as a Generic Node with EDS (Electronic Data Sheet), or without
an EDS file. Not all EtherNet/IP™ slaves currently available on the market are supported. It should be
possible to integrate EtherNet/IP™ devices that are delivered with an EDS file via the EDS import, provided
they are supported by the TF6281. If this is not the case, you can send the EDS file to Beckhoff Support for
verification.

If the EDS file can be integrated without errors, communication to the slave should be possible. If you use a
slave that can only be integrated via the Generic Node (i.e. without an EDS file), it is to be assumed that it
should also be usable.

The following slaves cannot be used:

« Slaves that use CIP Sync, CIP Motion or CIP Safety
» Slaves with modular EDS file

Integrating EtherNet/IP™ slave without EDS file

Slaves that do not use an EDS file, or for which the manufacturer does not provide an EDS file, are
integrated via a Generic Node. The following manufacturer information is required for this purpose:

 |IP address of the slave

e Maximum RPI time, i.e. the maximum or minimum time with which the slave can work
» The Assembly Instance Number for Config, Input and Output data and their length
 Description of the data

Add a Generic Node under the EtherNet/IP™ scanner. As long as you have not specified an IP address, the

?
symbol is identified by a warning and question mark & Enter the IP address under Settings.
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General | Settings

Slave Settings

Index Mame Flags Walue

- 8020:0 Remote Mode Settings (Box7) MRO =43 <
8020:01 Slave Number MRO 00007 (7)
8020:21 IP Address M RW 0000

An "lO Connection" must first be created under the node. This IO Connection contains the inputs and
outputs, which can now be created. The variable type is freely selectable, only the size has to match.

4 ﬁ? Box 7 (EtherMNet/IP Slave (generic))

P Inputs
p Bl Outputs
4 1 Connection 5 (Input/Output)
Inputs
B Outputs

Furthermore, the EtherNet/IP™ specific entries have to be made now.

Connection

Default Connection (without eds)

General
Transport Trigger Cyclic -7 Timeout Multiplier 4 'l
Config Instance 0 Config Size 0 Add Config
Port 0 Slot 1]

Inputs ( Data Length: 0 Byte ) Outputs ( Data Length: 0 Byte )
Connection Point 0 [ |Runfidle Connection Point 0 Runjldle
Cycle Time Multiplier 10 Cycle Time Multiplier 10
Transport Type [Multicast v] Transport Type lF’ointto Point Vl
Priority Scheduled -| Priority Scheduled v

It is sufficient to specify the values for Config Instance and Config Size. The Connection Points must be
created for the inputs and outputs.
The data length results from the length you created earlier, which you can check again in this dialog.

Cycle Time Multiplier

With EtherNet/IP™ it is allowed to operate the adapters (slaves) with a different cycle time. You can set this
individually with the Cycle Time Multiplier.
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The created Sync Task (-> see Sync Task [P_14]) specifies the basic cycle time, with which the EtherNet/IP™
Master is operated.

The Cycle Time Multiplier is in this case a multiplier of the cycle time in accordance with the inputs or
outputs.

The Timeout Multiplier is in turn based on the multiplier of the Cycle Time Multiplier.

Example: If the Sync Task is set to 2 ms and the Cycle Time Multiplier is set to 10, the slave is operated
with 20 ms. If the connection is interrupted here and the Timeout Multiplier is set to 4, the system detects
this after 80 ms (20 ms * 4 = 80 ms).

Integration of EtherNet/IP™ slave with EDS file

TwinCAT offers the option of integrating EDS files. The Import EDS File dialog is used for this purpose.

« @0
4 "% Devices
4 |z Device 1 (TC3 EIP Scanner) -
*® Image
I Inputs
- [ Outputs
5% Mappings

Add New Item... Ctrl+Shift+A
Add Existing Item... Shift+Alt+A

X [ [

Remove Del

Export EDS File

Import EDS File

Change Netld...

Save Device 1 (TC3 EIP Scanner) As...

Online Reset

Online Reload

Online Delete

“  Scan

=3 Copy Ctrl+C

s Cut Cirl+X
y Paste Ctrl+V

Paste with Links
b | Independent Project File

= Disable

Change Id...

The files are checked and copied to the directory \TwinCAT\3. 1\Config\lo\EtherNetIP after successful import.
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| Microsoft Visual Studio ‘ E

'@ File imported successfully.

OK

EDS files must have an 10 Connection, otherwise this error message appears:

/g [Invalid EDS-File. A valid EDS-File must contain at least one
fﬁﬁ supported Connection, Device- and Assembly Section!

OK

These types of devices are not supported by the TF6871 EtherNet/IP™ scanner.

For EDS files that support symbols, the symbolism is ignored. The symbolism is therefore not available:

/2. This EDS-File contains the unsupported path SYMBOL_ANSI!
f_ﬁ Connections with SYMBOL_ANSI will be ignored.

After you have created the slave, the Connection must be added. Only the Connections described in the
EDS file are displayed. Only one Connection is allowed.

5.8 PLC to PLC communication

Consumed and Produced tags

This type of communication is used for PLC — PLC communication. Data is exchanged in real-time between
the two controllers. The data exchange takes place via the so-called Consumed and Produced tags. Tag
stands for a variable name. The Consumed tag receives the data. The Produced tag provides the data. This
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means that a Produced tag is created on one controller first, the opposite side that is supposed to receive
the data "consumes" the data, hence Consumed tag. This type of communication always requires two
EtherNet/IP™ scanners.

In the following paragraph this is explained by means of a TwinCAT 3 controller (CX2020 in this case) with
the function EtherNet/IP™ Scanner TF6281 and an Allen-Bradley CompactLogix from Rockwell
(RSLogix5000 V20.03.00).

Both sides are described here to set up a communication as described above.

Produced Tag Name:TwinCAT_IN_0 Consumed Tag Name:TwinCAT _IN_0

TwinCAT Et h e rN et / I P Allen-Bradley

Consumed Tag Name:TwinCAT Out_0 Produced Tag Name:TwinCAT _Out 0

TwinCAT 3.1 Build 4022.x

ProduceTag in TwinCAT

v’ First, the EtherNet/IP™ scanner is created in TwinCAT (IP address and further settings can be found in
the previous chapter Settings dialog [»_14] ).

1. Right-click on the EtherNet/IP™ scanner to open a dialog, select Add New ltem....
Next, select Producer Object List:

EECK

Type: [+-ir Beckhoff Automation GmiH
b - @ Microscan Systems,
- @ Parker Hannifin,
--.‘ FHOEM= CONTACT Deutzchland GmbHECo
- @ Miscellaneous
-—= Generic EtherMet/IP Slawve
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2. A Producer Object List is then created under the scanner. This is only available once, even if the data
is sent to more than one controller. Right-click on Producer Object List and select Append Producer

Connection.

4 == Device 3 (TC3 EIP Scanner)
*® Device 3 (TC3 EIP Scanner)-Image

b Inputs

b [ Outputs

4 ¥ Box 5 (Producer Object List)
p Inputs
> W Outputs

b &4 Producer 2 (Output)

3. Now specify the name of the Connection Tag. This must be identical to the name of the consumer.
4. Then define the number and type of data. It is only possible to use DINT or larger variables.

5. For the further steps, the name TwinCAT_IN_0 and a variable of type DINT were selected. To do this,
navigate to the outputs of the Producer Object and insert a variable of type DINT.

General | Settings

General
Connection Tag TwinCAT_IN_0
Transport Trigger Cyclic -

Outputs { Data Length: 4 Byte )

Output Size 4 Byte(s)

6. Set the Transport Trigger to Cyclic. Other operation modes are currently not supported.

Consumer Tag in TwinCAT

Next, create a Consumer Tag.

1. To do this, create a Generic EtherNet/IP™ Slave in the EtherNet/IP™ scanner. It requires the IP
address of the Allen-Bradley CPU. Enter the address and add an Append Consumer Connection
Consumer tag under the newly created slave. The name is important because it must later be specified
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as a Produced variable in the Allen-Bradley CPU.
The Port is the CPU port on which the variable will be used later. Usually this is 1.

Connection Tag

TwinCAT_Cut 0

General
Transpaort Trigger ’C)'C“C hd Timeout Multiplier 4 'l
Config Instance 0 Config Size 0
Port 1 Slot 0

Inputs { Data Length: 4 Byte ) Outputs ( Data Length: 0 Byte )
Connection Point 0 [[TRun/Idle 0 Run/ldle
Cycle Time Multiplier 2 Cycle Time Multiplier 1
Transport Type lF’ointto Point Vl Pointto Point A
Priarity ’Scheduled vl Low -

= Now you have created a producer in the TwinCAT tree and a consumer for the other EtherNet/IP™
controller.

4 == Device 3 (TC3 EIP Scanner)
*8 Device 3 (TC3 EIP Scanner)-Image

b Inputs

b Outputs

4 ﬁ Box 5 (Producer Object List)
B Inputs
b 1§l Outputs
b 4 Producer 2 (Output)

4 T Box 6 (EtherNet/IP Slave (generic))
P Inputs
p @ Outputs
b S, Consumer 3 (Input)

5.8.1 Allen-Bradley-CompactLogix

In order to enable PLC — PLC communication using the Consume and Produce tags, an EtherNet/IP™
controller must be installed at Allen-Bradley (AB). It is not possible to use a Beckhoff controller with AB,
therefore an Allen-Bradley controller must be created in the configuration tool.
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1. Click Ethernet; you can create a new module with the right mouse button. Select New Module...

EIB I/0 Configuration
E@ Backplane, Compactlogix Systemn
----- f0 1769-L32E CPU_Rockwell
-4 1769-L32E Ethernet Port LocalENB

@ 173 f  New Module...

Discover Modules...

2 Paste Ctrl+V

Print k

2. Then select a controller, for example 1756-EN2T.

Select Module Type

Catalog | Module Discovery | Fa\rorites|

Enfer Search Text for Module Type...
Catalog Mumber Description Vendor Category o~
1734-AENTR 1734 Ethemet Adapter, 2-Fort, Twisted Pair Media Alen-Bradley Communication
1738-AENT 1738 Ethemet Adapter, Twisted-Pair Media Allen-Bradley Communication
1738-AENTR 1738 Bthemet Adapter, 2-Port, Twisted Pair Media Allen-Bradley Communication |:|
1747-AENTR. 1747 Ethemet Adapter, 2-Port, Twisted-Pair Media Allen-Bradley Communication
1753-L28BBEx GPLC 1600 GuardPLC 1600 Allen-Bradley Programmable Logic Controller
1753-L32BBBx-8A GPLC ... GuardPLC 1800 Alen-Bradley Programmable Logic Controller
1756-ENZF 1756 10/100 Mbps Ethemet Bridge. Fiber Media Alen-Bradley Communication
1756 10/100 Mbps Ethemet Bridge, Twisted-Pair Media Communication
17856-ENZTR 1756 10/100 Mbps Ethemet Bridge, 2-Port, Twisted-P...  Allen-Bradley Communication
1786-EN2TSC 1756 10/100 Mbps Ethemet Bridge, Twisted-Pair Medi...  Allen-Bradley Communication
1756-EN3ITR 1756 10/100 Mbps Ethemet Bridge, 2-Part, Twisted-P...  Allen-Bradley Communication
1756-ENBT 1756 10/100 Mbps Ethemet Bridge, Twisted-Pair Media  Allen-Bradley Communication
1756-ENET 1756 Ethemet Communication Interface Alen-Bradley Communication
1756-EWEB 1756 10/100 Mbps Ethemet Bridge w/Enhanced Web... Allen-Bradley Communication il
1TFETCCIL N ATET Cotvmd—dimem Cimldbiin |imlrims Dlmssioe Allmem Dem Al e 1 s emimmbim e
247 of 247 Module Types Found

[ Close on Create [ C.reate] [ Close ] [ Help ]
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BECKHOFF

3. Now enter the IP address of the Beckhoff controller or the IP address of the Beckhoff EtherNet/[P™
Scanner. In addition, the controller requires a name.

5| Mew Module

General® | Connection I taodule Info | Internet Protocal I Fort Configuration I Time Sync

(3]

Description:

Module Definition

Revision:

Blectronic Keying:
Rack Connection:
Time Sync Connection:

Chazsis Size:

L

Digable Keying
None

None

17

Type: 1756-ENZT 1756 107100 Mbps Ethemet Bridge, Twisted-Pair Media
endar: Allen-Bradley

Parent: LocalENE Ethemet Address
MName: TC3 PLC

(@) Private Network:
(71 IP Address:

() Host Name:

Change Type... | &

192.168.1. 1232

Slet:

Status: Creating

0k

J |

Cancel l [

Help
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4. Select Disable Keying under Module Definition. In addition, select the value “None” for both Rack
Connection and Time Sync Connection.

-

B Mew Module @

General®

Connection | Module Info I Internet Protocol | Port Configuration I Time Sync

Type: 1756-ENZT 1756 104100 Mbps Ethemet Bridge, Twisted-Pair Media -

Vendor: Allen-Bradley

Parert: LocalENB Ethemet Address

Name: TC3 _PLC (@) Private Network: 152.168.1. 123%
Description: - () IP Address:

() Host Mame: | |

Madule Definition

Revision: E1

Blectronic Keying: Compatible Module

Rack Connection: Rack Optimization

Time Sync Connection: Nane

Chassis Size: 1r Meodule Definition™

Revision: 5 - 'Iﬂ

Electronic Keying: [Dsﬂie Keying -
Rack Connection: None L
Time Sync Connection: None B2
Chassis Size: 17 £a

Status: Creating

5. Now you have to create a PLC. Select 1756-L61, for example, and click Create:

usunLEInEY

=defined Select Module Type
>dule-Defined

Catalog | Module Discovery | Favertes|

infiguration
ckplane, CompactLogix System

1769-132€ CPU_Rockwell Enter Search Text for Hodtie Type... Clear Filters
1769-L32E Ethernet Port LocalENE
2. Ethemet Catalog Number Desciption Vendor Category -
D 1734-AENT/A ABTest 17567612 6 Channel lsolated Themocouple Analog Input - Enha_ Allsn-Bradiey Analog
5 8l 1756-EN2F TwinCAT 1756V 16 16 Foint 10V-30V DC Input, Source Alen-Bradiey Digtal
9 1756 Backplane, 1756-A17 1756v32 32 Point 10V-30V DC Inpu, Source Alen-Bradiey Digtal
8 [0]1756-EN2F TwinCAT 175611 ControlLogi5550 Controller Alen-Bradiey Controler
8 [11756-161 Cpu 1756153 ControlLogix5553 Controller Alen-Bradiey Controler
§ ETHERNET_MODULE testl 1756155 ControlLogix5555 Controller Alen-Bradiey Controler B
1 1756-EN2T T3 PLC 1756-L6OMD3SE CortrolLogix5560MO3SE Cortroller Alen-Bradiey Controler
- 1 CortrolLogix5561 Cortrollr Alen-Bradley
- ?S;ﬁzﬁct:ﬁ:;:i:gswa 1756161 CortrolLogix55615 Safety Controller Alen-Bredey  Controler
175662 ControlLogix5562 Controller Alen-Bradey Controler
CompactBus Local 17560625 Cortrollogix55625 Safety Controller Alen-Bradley Controller
B [111769-F4%0F2/A DI 1756-63 CortrolLogix5563 Controlier Allen-Bradley Cortroller
Bl 1211769106 XOWA/E Relay 1756-L635 ControlLogt5563S Safety Controller Allen-Bradiey Controller
[ 175664 ControlLogix5564 Controller Alen-Bradley Controller i
e en ottt A EREE (oot A Detee P
117 6 117 Module Types Found

] Close on Create [ Creste | [ Close | [ Help |

6. Enter a name for the controller, e.g., CPU_2; this name is still needed later when you create the
ConsumedTags.
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7. Insert a new DINT variable under Controller Tags. Create it as type Consumed.

¥ Tag Properties - TwinCAT

RSB (ECH =55

General
Name: TwinCAT
Description: -
Tee (Consumed | ]| Comnecton..

Base
Alias For: Alias

Produced
Data Type: =
Scope: Eﬂ CPU_Rockwel
BExtemnal ; -
Exemal | Read/Write |
Style: [Decimal v]

Constart
| oK || cance || ep Help

8. Click Connection. Select the controller from which you want to receive the data. This requires the name
that was assigned during configuration (in this example CPU_2). Furthermore, the tag name that was
also assigned to the TwinCAT controller (here: TwinCAT_IN_0) and the RPI time. The RPI time should
always be greater than or equal to the SyncTask of the EtherNet/IP™ scanner in TwinCAT.

Consurmned Tag Connection

Connection | Status

Producer: [CF‘LI 2

Remote Data: TwinCAT_IN_O
{Tag Name or Instance Mumber)

20

-

ms

-

RPI:

lUse Unicast Connection over EtherMet/IP

|| cancel || Hep

| oK
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9. Now insert another DINT variable and configure it as Produced. It is only important to use the same
name as in TwinCAT for the Consumed Connection (here TwinCAT_Out_0).

% Tag Properties - TwinCAT_Cut 0 (=] ||E|

General

Mame: TwinCAT_Out_0D

Description: A

Type: Produced v] [Cﬂnn&diun...]

Alias For:

Data T‘_ﬂ:IE: DINT E]

Scope: ﬁl CPU_Roclowell

Exdemal . -

Edemal | Read/Wrte |

Style: [Dedmal v]

[7] Constant

| oK || Cancel || fppi Help

5.9 Data Table Read and Write

® Please note the system requirements
1 Data Table Read and Write can only be used with the TC1200.

Like the Consumed and Produced tag, this function is used for communication between two EtherNet/IP™
controllers, with the difference that it is an acyclic communication. This enables data to be exchanged
between two controllers which do not have to be transmitted cyclically, such as parameters, recipes or any
other data. The data can be structures, arrays or a combination of both. TwinCAT enables data to be read
from and written to a controller, and it is also possible to read or write data from TwinCAT using remote
control. This is explained below by way of example:

Data that is to be sent or received via this service must be made known in the TwinCAT system. This data
must be stored as a global variable in a folder ETHIP and in the flag area. The library Tc2_EthernetlP must
also be included. It contains a function block for the DataTable read/write.

The data types must match in both PLCs.

Creating the variables:

Create a global variable list with the name ETHIP. Now add two variables as shown in the image below. The
variables must have a fixed address and lie within the flag area (%MBX, x address). For non-located
variables, the internal address could change during an online change; such variables are currently not
supported.
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1. Now compile the project and switch to the EtherNet/IP™ scanner.

Solution Explorer

Co@d e-@| s -

Search Solution Explorer (Ctrl+0)

4 =] EtherNetIP Project
P External Types
b -4 References
[ DUTs
4 |7 GVLs
&P ETHIP
b POUs
1 VISUs
2[5 EtherNetIP.tmc

b @h PlcTask (PlcTask)

2. Open the Explicit MSG tab:

+ X TwinCAT EthernetlP_CX2020
1 {attribute 'gqualified only"}
= 2 VAR GLOBAL
P 3 Te=st AT FMED:DINT;
4 Te=t2 AT ZME1C:DINT;
- 5 END VAR

| General | Adapter | EtherNetIP | Sync Task | Settings ExplicitMsg | Diag History | DPRAM (Online)|
—

3. Move the mouse over the empty box, right-click and select Add to add the data:

| General | Adapter | EtherNetIP | Sync Task | Settings | ExplicitMsg | Diag History | DPRAM (Online)|

Symbolname

Msg.-name R

ExpertMode

About
Write via ADS
Reset

Remaove

Add

No message Couioigo——- e s 10 8dd new messages
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4. The Add Symbols ... dialog appears. Tick the data that you want to use later:

5

Cancel | Add

= The data are now available in the dialog.

| General | Adapter | EtherNetIP | Sync Task | Setings | ExplicitMsg | Diag History | DPRAM (Online)|

Symbolname

Read Write

ETHIP. Test

M | &

ETHIP.Test2

M | &

= Next, recompile and restart the TwinCAT project. This is necessary if you change the data, e.g. the

name, flag, address, type of variable, etc.

Read a TwinCAT variable from the Allen-Bradley controller

First, enter the TwinCAT controller in the configuration, as for the Consumed and Produced tags; proceed in

the same way.
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1. Under Controller Tags enter variables Test and iTest, both as DINT. Now a little code must be written

2. Then click on the msgTest variable and configure the function block.

mag (magT

for the Allen-Bradley (AB) controller.
msg(msgTest); (* Program language: Structured Text *)
"msgTest" must be of type MESSAGE.

=

Create |v

Cancel

Help

13

Mew Tag
Marme: mzgT est
Drezcription:
Usage: <harmals
Type: Base "] Connection...
Aliaz For:

Data Type: MESSAGE

L

Scope: f0 CPU_Rackwel v
Jaemal | Readiwite v
Stule:

[] Constant

Open MESSAGE Configuration

Cenfigure "msgTest”

—
Find All "msgTest”

Ge to Cross Reference for "msgTest”  Ctrl+E

Monitor "msgTest”

Trend Tag "msgTest”

Alt+Enter

Browse Tags Ctrl+5pace
Cut Chrl+X
2 Copy Ctrl+C
Paste... Chrl+V
Go To.. Ctrl+G
v Watch Tags Alt+3
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3. Set the message type to CIP Data Table Read. Under Source Element enter the name that you used in
the TwinCAT project.

P "

Message Configuration - msgTest @

Corfiguration™ |Commur1i|::atiorl |TEI§I |

Message Type: [CIF‘ Data Table Read -
Source Element: Test
Mumber Of Elements: 1 =

Destination Element:  1Test -

® Enable ) Enable Waiting i Start i) Done Done Length: O
i) Emor Code: Extended Emor Code: [] Timed Out €
Emaor Path:
Emor Text:
| 0K || cancel || pply || Hep

4. Then open the Communication tab. Here you set the controller from which you want to read the variable
Test.

P )

Message Configuration - msgTest @

Communication | Tag

TwinCAT

Broadcast:

Communication Method

@ CIP DH+ Channel A Drestination Link: 0 =
CIF With Source Link: |0 - D' estination Mode: 0 =l [Dctal)
Source 1D
Connected Cache Connections =~ * Large Connection
#® Enable ) Enable Waiting #® Start i3 Done Done Length: O
2 Ermor Code: Extended Emor Code: [] Timed Out «
Emor Path:
Emor Texd:
| ok || cance || ppy || Hep

= Everything is now prepared for reading the variable.
= The variable Test is read (on the Beckhoff side) and copied (on the AB side) to the variable iTest.
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Writing a TwinCAT variable from the Allen-Bradley controller

A similar procedure must be followed when writing. In this case, the MSG command must describe the Data
Table Write. The source element is the variable in the Allen-Bradley controller. The Destination Element is
the TwinCAT variable. Again, select the TwinCAT controller under Communication.

Message Configuration - msgTestWrite @

Corfiguration | Communication | Tag |

Message Tvpe: [CIF‘ Diata Table Write -
Source Element: Test -
Mumber OF Elements; 1 e

Destination Element:  Test2

® Enable ) Enable Waiting ® Start 3 Done Done Length: O
i3 Emor Code: Extended Emor Code: [] Timed Cut =
Emor Path:
Ermor Tead:
| ok || cance || oph Help

The variable Test (on the AB side) is copied to the variable Test2 (on the Beckhoff side).

Transferring STRING variables

A STRING has a different data format on the Rockwell controller than on the TwinCAT controller. The library
Tc2_EthernetlP features a data structure called RSL5K_STRING, which facilitates the use of STRING. You
must use this in order to be able to use STRING. The corresponding conversions are also available in the
library. Only STRING with 82 characters or less may be used.

Data Table READ/WRITE from the Beckhoff controller

The PLC function block FB_CIP DATA TABLERDWR [P 56] is used for DataTableRead/Write from the library
Tc2_EthernetIP (see DataTableRDWR). The usage is very similar to that of the AB controller and is shown
here as an example:
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EthernetlP Master Interface
TRUE — Data Table Write

/ IP from the othGTNOd/e' FALSE — Data Table Read

FB_CIP/ DATA_TABLE_R = MesageConrnion -5 Mg R =

HamsNetld bError Cortipraion | Commueicatin | ag -
—bStart ErrorNumber — Massage Tipe:  |CIE Duip Tokle ued >
—bDataT ablg'w/ri s o] T [0
—IPv4add // e 2 -
—{SrcElementName __— bonls0es)
—DstElementMame

HrNumberOfElements:
—nLocallndex /
—nRematelndex ®Ete OfmtleWasing @®Sst  ODme  Donslength 0
—InSessionTimeoutMSec | jﬁ‘;?"‘ Frended o Code i i
—nCmdTimeouttdSec ot _
—bRackComm _ Connection —— =
—{nRoutePathSize Parameter
—nPort
—nSlot |

As shown in the image above, a [*] placeholder can also be used with an ARRAY on the TwinCAT side. To
this end, the ARRAY value is entered with an * in the variable name. The advantage is that only parts or just
one element of an ARRAY is read or written. In other words, it is not necessary to read or write the complete
ARRAY.

If you use an ARRAY in an ARRAY with * in each case, the index is entered for all [*] values. Example
DataARRAY[*].ValueArray[*]: the index is entered for both.

5.10 Diagnostics

There are several diagnostic options for EtherNet/IP™. The diagnosis is divided into two areas, i.e. diagnosis
for the scanner (master), and diagnosis for the adapters (slaves) that are connected to the scanner. These
are cyclic diagnostic data which can be linked to the PLC. A further diagnosis is available via DiagHistory.
Errors in the EtherNet/IP™ system are logged and can be evaluated for diagnostic purposes.

Diagnosis of the master (scanner)

The scanner diagnosis contains information about the status of the EtherNet/IP™ scanner. If the value is
0x0000, everything is OK and there is no error.

4 == Device 3 (TC3 EIP Scanner)
*8 Device 3 (TC3 EIP Scanner)-Image
*® Image-Info
4 Inputs
“ DevState

Values that the DevState can take:

0x0001 = Link error

0x0010 = Out of send resources (I/O reset required)

0x0020 = Watchdog triggered

0x8000 = reserved

0x4000 = Master has no valid IP Addr - pending DHCP request

0x2000 = TCP server: unable to listen on local EtherNet/IP™ Port (44818)
0x1000 = UDP server: unable to listen on local EtherNet/IP™ Port (44818)

TF6281 Version: 1.8.0 41



Configuration | Diagnostics BEGKHOFF

Diagnosis of the slave (adapter)

Each slave has a state and a Ctrl word.

4 " Box 6 (EtherMet/IP Slave (generic))

4 Inputs
*  State

4 B Outputs
- Ctrl

The Ctrl word currently has no purpose. In an error-free state, the value of the state is 0xXX00. Bits 16...31
are for information only. The state has the following meaning:

0x8000 = Remote Node has no connections
0x4000 = Remote Node is not reachable
0x2000)" = TCP Client: initialization failed
0x1000 = UDP Client: initialization failed
0x0X00 = reserved

0x0001 = 1st Connection disconnected
0x0002 = 2nd Connection disconnected
0x0004 = 3rd Connection disconnected

6;(0080 = 8th Connection disconnected

)! This note may appear periodically. This is because the TCP connection can and may be closed by the
slave when not in use. However, the Beckhoff EtherNet/IP™ Scanner rebuilds this automatically as soon as
possible, so that the note 0x2000 disappears from the state again.

The note for interrupting the TCP/IP connection is only relevant if the I/O communication does not start up
successfully.

Producer State

0x8000 = Producer has no valid Producer Objects configured

0x4000 = Producer has no valid IP Addr - pending DHCP request

0x2000 = TCP server: unable to listen on local EtherNet/IP™ Port (44818)
0x1000 = UDP server: unable to listen on local EtherNet/IP™ Port (44818)
0x0001 = 1st Connection disconnected

0x0002 = 2nd Connection disconnected

0x0004 = 3rd Connection disconnected

6;(0800 = 12th Connection disconnected

Consumer State

0x0X00 = reserved

0x0001 = 1st Connection disconnected
0x0002 = 2nd Connection disconnected
0x0004 = 3rd Connection disconnected

6;(0800 = 12th Connection disconnected
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5.11 Acyclic communication via Explicit Messaging

5.11.1 Common Industrial Protocol (CIP)

The Common Industrial Protocol (CIP) is an object-oriented peer-to-peer protocol that enables connections
between industrial devices (sensors, actuators) and higher-level devices (controllers). CIP is independent of
physical media and the data link layer. CIP has two main purposes: transport of control-oriented data
connected to I/0 devices, and transport of information relating to the system to be controlled, such as
configuration parameters or diagnostics.

CIP uses abstract objects to describe a device. A CIP device consists of a group of objects. Objects describe
the available communication services, the externally visible behavior of the device, and a way in which
information can be retrieved and exchanged. CIP objects are divided into classes, instances and attributes.
A class is a set of objects that all represent the same component. An instance is the current representation
of a particular object. Each instance has the same attributes, but possibly with different attribute values. The
individual objects are addressed via a node address, which for EtherNet/IP is the IP address, plus a class,
instance and attributes.
* Object
o An abstract representation of a particular component within a product.
* Class
> A set of objects that all represent the same type of system component. A class is a generalization

of an object. All objects in a class are identical in form and behavior, but can contain different
attribute values.

e Instance

> A specific and real specimen of an object.
Example: Berlin is an instance of the Capital object class.

+ Attribute
> A description of a property or characteristic of an object. Typically, attributes provide status
information or control the operation of an object.
(Source: The CIP Networks Library Volume 1: Common Industrial Protocol, Edition 3.22)
The following objects are used internally by Beckhoff and are therefore reserved:

Identity Object — Class 0x1

Message Router Object — Class 0x2
Assembly Object — Class 0x4
Connection Manager Object — Class 0x6
TCP/IP Interface Object — Class 0xF5
Ethernet Link Object — Class 0xF6

o0k

5.11.2 Forward Message to AMS Port via Explicit Messaging

“Explicit Messaging” is used to send information and data that does not require continuous updates. “Explicit
Messaging” allows you to configure and monitor the parameters of a slave device in the EtherNet/IP™
network.

The feature “FwdMsgToAmsPort” allows the processing of acyclic requests from EtherNet/IP™ scanners via
Explicit Messaging.

The following example shows implementation of acyclic communication between a TwinCAT 3 controller and
an RS Logix controller.

TwinCAT 3 implementation:
v Requirement: EtherNet/IP™ driver version, min. V1.23

1. To enable the “FwdMsgToAmsPort” feature, enter the AmsPort of the PLC (in the example 851) in the
slave/master settings (0x8000:2A/0xF800:2A) in TwinCAT.
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p -
3 : Project Mame:
ort' (1 project)

Project Path:
Project Type:
Project Guid:
Encryption:

ort Project

ort Instance
Comment:

EIP Adapter) Manual:
C3 EIP Adapter)-Image
a+ Image-Info
By Inputs
Outputs
¥ InfoData
C EtherNet/IP 5
b W Inputs
b ¥
5 . (Input/Qutput)
4 m Mapping
"" [Task 4 - i EIP Adapter) 1]

Project  Settings

| EtherNetIP_Example_FwdMsgToAmsPort | e [ |
| EtherMet|P_Example_FwdMsgToAmsPort
| Plc Project | Port: |851

| {397FBE45-5F82-432A-ABSB-1DCTICBC4094}

No boot project encryption {default)

Autostart Boot Project Symbolic Mapping Force Multi Instance

Compiler Defines

General Settings

P~

Slave Settings

mple_Fwd :Port’ (1 project)
mple_FwdMsgToAmsPort

ort Project

Outputs

2N

Index Name

= 3000:0 Slave Settings (Box 1)
8000:01  Slave Number
8000:03  Product Name
23000:04 Device Type
8000:05 Vendor ID
2000:06 Product Code
S 8000:07 Revision
8000:08  Serial Number
2000:20 MAC Address
8000:21  IP Address
2000:22  Network Mask
3000:23 Gateway Address
IP Adapter) 8000:24 DHCF Max Retries
EIP Adapter)-Image 8000:25 TCP/IP TTL
8000:26 TCP/IP UDP Checksum
M Inputs 8000:27 TCP/IP TCP Timeout
8000:28  MultiCast TTL
29 MultiCaet LIOP Chackeym

Value

>43<

<0001 (1)

Box 1 (TC EtherMet/IP Slave)
000C (12)
(<006C (108)
(<1883 (6280)

3.1

(00000000 (0)
020001 17EA3C
152.168.1.213
255.255.255.0
0.0.0.0

0

128

TRUE

30 Seconds

1

B Infe
Box 1 (TC EtherNet/IP Slave)
B Inputs
Qutputs

2000:2B

: Advanced Slave Options
+- 8001:0 10 Assembly 1 Settings
+-- 3000:0 Slave Info (Box 1)
+-9001:0 10 Assembly 1 Info

2. ADSRDWRT requests from the EtherNet/IP™ driver (IDGRP: 0x848180E9 IOFFS: Slaveld (adapter)) to
the PLC task are registered as indications and enable their processing. The ADSRDWRTIND function

block is used for this purpose.

= The first entry in the indication registered by the EtherNet/IP™ driver is a 32-byte (8xULONG)

header:

TYPE DUT MsgToAmsPortHeader:

STRUCT
nServiceCode:UDINT;
nClassId:UDINT;
nInstanceId:UDINT;
nAttributeId:UDINT;
nReservedId:UDINT;
nGeneralStatus:UDINT;
nAdditionalStatus:UDINT;
nDatalLen:UDINT;

END STRUCT

END TYPE
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TYPE DUT IncomingMsgRequest:
STRUCT
reqgHdr :DUT_MsgtoAmsPortHeader;
regData:ARRAY [0..991] OF BYTE;
END_ STRUCT
END_TYPE

TYPE DUT OutgoingMsgResponse:
STRUCT
resHdr:DUT magToAmsPortHeader;
resData:ARRAY [0..991] OF BYTE;
End_Struct
END TYPE

The same header is also used for the response.

3. The read/write data follows directly after the

header (nDataLen <> 0 should be set according to the data

length). The maximum supported data length is 992 bytes (+ 32 bytes header = 1024 bytes). Possible

classes/instances/attribute values

Min Max
Class 1 OxFFFF
Instance 1 OxFFFF
Attribute 1 OxFFFF

4. After an indication has been processed, a response must be sent to the source device via the

ADSRDWRTRES function block.
PROGRAM MAIN

//Ethernet/IP-Treiber -> 16#848180E9

(Adapter) bzw. OxXFFFF (Scanner)

:=['TestReadOnlyAttributel', 'TestReadOnlyAttrib

VAR

i INT;

IdxGroup UDINT;

IdxOffset UDINT; //Slaveld

fbADSRDWRTINDEX ADSRDWRTINDEX;

fbAdsRdWrRes : ADSRDWRTRES;

request DUT IncomingMsgRequest;

response DUT OutgoingMsgResponse;

nResponselen UINT;

nAdsResult UDINT:=0;

nAdsResponsesSent UDINT;

Attributes : ARRAY [1..4] OF STRING
ute2', 'TestReadOnlyAttribute3', 'TestReadWriteAttributed'];
END VAR

CASE i1 OF

0: //check for ADSReadWrite-Requests
fOADSRDWRTINDEX (

CLEAR:=FALSE ,

MINIDXGRP:= 16#84000000,

VALID=>
NETID=>
PORT=> ,
INVOKEID=>
IDXGRP=>
IDXOFFS=>
)

’

’

’

14

IF fbADSRDWRTINDEX.VALID THEN
IdxGroup:= fbADSRDWRTINDEX.IDXGRP;
IdxOffset:= fbADSRDWRTINDEX.IDXOFFS
MEMSET (ADR (request), O,
MEMSET (ADR (response), 0,
nResponselLen:=0;
//check for Indication Request
IF IdxGroup 16#848180E9 THEN
//check for Indication.datalength
IF fbADSRDWRTINDEX.WRTLENGTH >= SI
MEMCPY (ADR (request.reqHdr), fb
END IF
//check for Indication.datalength
IF fbADSRDWRTINDEX.WRTLENGTH > SIZ

SIZEOF (request
SIZEOQOF (respon

Ether

)) i
se));

net/IP-driver -> 16#848180E9

>= DUT MsgToAmsPortHeader

ZEOF (request.reqgHdr) THEN
ADSRDWRTINDEX.DATAADDR, SIZEOF (request.reqgHdr)) ;

> DUT_MsgToAmsPortHeader >>> save additional data
EOF (request.reqgHdr) THEN

MEMCPY (ADR (request.reqData), fbADSRDWRTINDEX.DATAADDR+SIZEOF (request.reqHdr), fbADSRDW
RTINDEX.WRTLENGTH-SIZEOF (request.reqgHdr)) ;
END IF
i:=10;
ELSE
i:=20;
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END IF
END IF
10: //new Ind from EthIp-Drv received
response.resHdr.nServiceCode := request.regHdr.nServiceCode OR CONST.CN_SC REPLY MASK;
response.resHdr.nGeneralStatus := 0;
response.resHdr.nAdditionalStatus := 0;
response.resHdr.nDatalLen := 0;

IF request.reqgHdr.nServiceCode = CONST.CN SC GET ATTR SINGLE OR request.reqgHdr.nServiceCode = CONS
T.CN_SC_SET ATTR SINGLE THEN

i:=11;
ELSE
response.resHdr.nGeneralStatus := CONST.CN_GRC_BAD SERVICE;
nResponselen := SIZEOF (response.resHdr) ;
i:=20;
END IF
11: //case decision for request
CASE request.regHdr.nClassId OF
16#1000: //erlaubte Beispiel Class 0x10000
CASE request.regHdr.nInstancelId OF
16#1: //erlaubte Beispiel Instance 0x1
CASE request.regHdr.nAttributeId OF //
Attributes 1-4 erlaubt; only attr 4 is settable
1,2,3: IF request.regHdr.nServiceCode = CONST.CN_SC_ SET ATTR SINGLE THEN
response.resHdr.nGeneralStatus := CONST.CN_GRC_ATTR NOT_ SETTABLE;
nResponselen := SIZEOF (response.resHdr) ;
i:=20;
ELSE
1:=12;
END IF
4g IF request.regHdr.nServiceCode = CONST.CN_SC SET ATTR SINGLE THEN
i:=14;
ELSE
i:=12;
END IF
ELSE
response.resHdr.nGeneralStatus := CONST.CN_GRC_UNDEFINED ATTR;
nResponselen := SIZEOF (response.resHdr) ;
i:=20;
END_CASE
ELSE
response.resHdr.nGeneralStatus := CONST.CN_GRC_BAD CLASS_INSTANCE;
nResponselen := SIZEOF (response.resHdr) ;
i:=20;
END CASE
ELSE
response.resHdr.nGeneralStatus := CONST.CN_GRC_BAD CLASS INSTANCE;
nResponselen := SIZEOF (response.resHdr) ;
1:=20;
END CASE
12: //GetAttribute
response.resHdr.nGeneralStatus := CONST.CN_GRC_SUCCESS;

MEMCPY (ADR (response.resData), ADR(Attributes|[request.regHdr.nAttributelId]), SIZEOF (Attributes[requ
est.regHdr.nAttributeId]));

response.resHdr.nDatalen := INT TO UINT (LEN (Attributes[request.reqHdr.nAttributeld])):;
nResponselLen := UDINT TO UINT (response.resHdr.nDatalLen) + SIZEOF (response.resHdr);
1:=20;

14: //SetAttribute
response.resHdr.nGeneralStatus := CONST.CN_GRC_SUCCESS;

IF request.regHdr.nDatalen <= SIZEOF (STRING)-1 THEN
MEMCPY (ADR (Attributes[request.regHdr.nAttributeId]), ADR(request.regData), request.regHdr.nDat
alen) ;
ELSE
response.resHdr.nGeneralStatus := CONST.CN_GRC_BAD DATA;
END IF
nResponselen := SIZEOF (response.resHdr) ;
1:=20;

20: //response to Ethernet/IP-driver
fbAdsRdWrRes (

NETID:= fbADSRDWRTINDEX.NETID ,

PORT:= fbADSRDWRTINDEX.PORT ,

INVOKEID:= fbADSRDWRTINDEX.INVOKEID ,

RESULT:=nAdsResult ,

LEN:=nResponselen,

DATAADDR:=ADR (Response) ,

RESPOND:=TRUE ) ;
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i:=21;

nAdsResponsesSent :=nAdsResponsesSent+1;

fbADSRDWRTINDEX
21: 1:=0;

(CLEAR:=TRUE) ;

fbAdsRdWrRes (RESPOND:=FALSE) ;

END CASE

Implementation RS Logix 5000:
1. At the beginning you have to create a new module, either a "Generic Ethernet Module" or an EDS file

exported from TwinCAT.

The advantage of the imported EDS file is that it already contains the size of the process data created in
the TwinCAT configuration.

File Edit View Search Logic Ci

[Tools| Windew Help

‘ BSHE & 4 BB < o oomey  Options. B yE aq H Select 2 Language. . - 2 ‘
Security >
Offline (il :HUN @ Do — Backplane’0* v‘
No Forces » |EOK EEE e e
No Edits 2 ‘E/';T Import [ BUR Oy »
Export 13 Bit _Timer/Counter Input/Output Compare. Computehath. Mov
r Organizer SR EDS Harcwar Tool Import EDS-File
2 troller AllenBradieyBeckhoffTF6280_via_
= Controller Tags Motion G
2 Controller Fault Handler Monitor Equipment Phases
(3 Power-Up Handler
(-2 Tasks &)
(=43 Motion Groups B con i
Ungrouped Axes | Catalog | Module Discovery | Favorites
(21 Add-On Instructions
=& Data Types Erter Search Text for Modde Tipe. Clear Fillars. Hide Filters &
[ User-Defined
L Strings “ Module Type Category Fiters - || Module Type Vendor Fiters &
L} Add-On-Defined 7] Barcods Scanner BT menogey ;|
U3 Predefined ¥/ CIP Mation Diive [¥]  Beckhoff Automation GmbH L
- Module-Defined @ Communication Cognex Corporation
(23 Trends ¥ Communications Adapter || Endress=Hauser
£ £3 VO Configuration 91 Controler = | ] WeterToeds ks
=-f10 Backplane, CompactLogix System
~  Catalog Number Descrption Category

- 1769-L32E Ethernet Port LocalENB

] Discover Modules...
A1 Compacts

2 Paste

Print

fa - enBradleyBeckhof _via_|
1769-132E AllenBradleyBeckhoffTFG280 _via_|

[SEE A Ethern o
.o 174 [ NewModule..

Ctrl+V

3

ETHERNET-BRIDGE Generic EtherNet/IF CIF Bridge

Generic Ethemet Module

ETHERNET-MODULE

Allen Bradiey
Allen-Bradiey

Communication
Communication

006C_000C_0389 Beckho! -1L2301-8505 Communicatons Adapter
1006C_000C_235F Beckhoff - BK3055 Communications Adapter
006C_000C_2391 Beckhaff - BKI105 Communications Adapter 1 Imported EDS-File
1006C_00OC_7FFE TwinCAT Bthemet/IP Adapter Communications Adapter
EKS5XX Series EKS500 Barcode Scanner
EKSS5XX Seres EK9500 Communicatans Adapter
EKSSXX Series EKS501 Communications Adapter
Catalog | Module Discovery | Faverites
Generic Clear Filters Hide Filters %
] Module Type Category Fiters Module Type Vendor Fiters &
Barcode Scanner Alen-Bradiey
CIP Motion Drive Backhoff Automation GmbH
Communication Cognex Corporation
[#] Communications Adapter Endress+Hauser
Controllsr Wettler-Toledo =
~  Catalog Number Descrigtion Vendor Category
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Controller Organizer X%
3 Controller AllenBradleyBeckhof TF6280_via_EPCIP
B Controller Tags
~+(1 Controller Fault Handler
(53 Power-Up Handler
(3 Tasks
&4 Metion Groups
(1 Ungrouped Axes
~+[3 Add-OnInstructions
{5 Data Types
L User-Defined
- Strings
L Add-On-Defined
L Predefined
L3 Module-Defined
[ Trends
5 O Configuration
214D Backplane, CompactLogix System
ffa 1769-L32E AllenBradleyBeckhof(TF6250 via |
- 1769-L32E Ethemet Port LocalENE
=@ Ethemet
4 1760-L32E Ethernet Port LocalENB
£ 006€_000C 1888 TF6280.eds
0 CompactBus Local

5 Module Properties: LocalENB (31)

[E=8 =R X

General | Connection | Madule Infa | Intemet Protacal | Port Canfiguration

Type: Bax 1 (TC EtherNet/IP Save)
Vendor Beckhaff Automation GrbH
Parent LocalENB
Narme: TFE280_eds Ehemet Address
Deserption: ® Piivate Network
© IP Address:
2 Host Name

1921681, 2133

Madue Defintion

Revision: at
Blctroric Keying:  Compatible Module
Connections;

Assembly 1: Inputs and Outputs (Exclusive.

2] Module Definition ==
Revision =
Bectroric Keying: | Compatisle Modue -
Connections:
[Tname [sie |
[Assermoly T-Inputs nput | 8
and Outputs ST

(Excsive Ovner)

Output

4 % Mappin
-

RS

Outputs
oData
C EtherNet/IP Slave)
1 (Input/Output)

1 (TCIEIP Adapte 1]

In the settings of the attached module you may have to adjust the IP and the process data settings.

EtherNetlP_Example FvdMsgToAmsPort + X CONST MAIN GVL
General  Settings
Slave Settings

Index Name flags Value

= 3000:0 Slave Settings (Box 1y MRO >43¢

- 8001:0 10 Assembly 1 Settings MRO >12¢

= 90000 Slave Info (Box 1} RO >43<
S000:01  Slave Number RO 00001 (1y
900003 Product Name RO Box 1 (TC Etherlet/IP Slave)
S000:04 Device Type RO 0000C (12)
00005 Vendor ID RO 0x006C (108)
500006 Product Code RO 101838 (6280)
900007 Revision RO a1
500008 Serial Number RO OACEATTON (1021574273)
00020 MAC Address RO 020001 17EAC
S00021_IP Address RO 152.168.1.213
SO0 ZE Network Wask i 57550
900023 Gateway Address RO 0000
00024 DHCP Max Retries RO 0
900025 TCP/IPTTL RO 128
00026 TCP/IP UDP Checksum RO TRUE
900027  TCP/IP TCP Timeout RO 30 Seconds
500028 MutiCast TTL RO i
00029 MutiCast UDP Checksum RO FALSE
900024  Forward Class3to AmsPort RO 851
500028 Advanced Slave Options RO 00000 (0

90010 10 Assembly 1 Info RO >12¢

3. To be able to send and receive messages acyclically, structures of the type "Messages" are necessary.
In the sample, one structure is used for sending and one for receiving. You must configure both
structures accordingly for sending and for receiving.

taken over as indicated in the screenshot.
The specifications Class, Instance and Attribute are freely selectable. At Service Type set Set
Attributes Single. At Source Element, create an array whose contents are to be sent. Select the
Source Length so that it does not exceed the length of the target variable created in TwinCAT.

Right-click on the tag SetMsg-Configure SetMsg to open the configuration settings. These are to be

Controller Organizer ~1x
(=3 Controller AllenBradleyBeckhoffTF6280_via_EPCIP
i-[# Controller Tags
.C3 Controller Fault Handler

1.2 Power-Up Handler

[ Tasks
-&5] Motion Groups

1.0 Ungrouped Axes

[ Add-On Instructions
€5 Data Types
1.0, User-Defined
L, Strings

i3, Add-On-Defined

-, Predefined

L Module-Defined

3 Trends
-£5 IO Configuration

£ {0 Backplane, CompactLogix System

*.ff 1769-L32E AllenBradleyBeckhoffTF6280_via_|

P 1763-L32E Ethemet Port LocalENB

=25 Ethernet

P 1769-132E Ethemet Port LocalENB
f 006C_000C 1888 TF6280_eds

Controller Tags - AllenBradleyBeckhoffTF6280_via_EIPCIP(controller)
Scope: [0 AllenBradieyBecl +  Show: All Tags -~ Y. ¢
| IMeme  =zfofAlssFor|BaseTag | DataType Description | Esternal dccess | Constant | Stis | = properties 7
biGst BOOL Readfwiits [ |Decimal
bSet BOOL Read/Wiite [ [Decimal
+- Gethsg MESSAGE Read/Wiite O
+ Case INT Readrwile T |Decimal
¥ iGet INT Read/wiite 1 |Decimal =]
+- iLoop INT Read/wiite [ |Decimal
+ 0ldCass INT Readwiits [T |Decimal
+ RiData SINT[128] Readrwite | Decimal |=
T Gettdsg MESSAGE Read/wiite ]
+ test STRING N\ ReadWite [}
- testdint ot S\ Flead Wit [ [ecimal
+ TF6280_eds:| _00BC0a0C_1288_F2114DCF 10 Readrwile O
+ TF6280_eds0 _opeC000C_1888_DD7BIFE:C:0 Readrwite O
+ TeData _AinTpag) \ Readwiite E]  [Decimal
> / X0 =]
«|[+|Y Monitor Tags )\Emtlep(/ ]| « |\\ m s

.0 CompactBus Lecal

Message Configuration - Sethsg [2535] | Message Configuration - Sethsg 51 Message Path Browser =
Configuration | Commurication | Tag Corfiguration | C Tag
Message Type [CIP Generic -] | Path rem— | TFE280_eds
TF6280_cds | & 5 /0 Corfiguaton
$erwce Set Attibuts Single ~| SourceElement:  TxDatald] - Sroahas =) Backplene, CompactLagix System
ype: st
Soucslengh 80 2] (Byles) [0 1763L32E AllenBradieyBsckhoffTFE280_via_EIPCIP
Serice T3 e Cast 1000 (e B T e A% 1769L32E Ethermet Port LocalENB
Code @cP OHe r 0 & Ethemet
Instance: 1 Attribute: 4 [Hex) ) s 5 - hernat-RaroealE g
Source ID B ol
[] Connected Cache Connections % Large Connecti
® Enable ) Enable Waitng ) Start ® Done Done Length: 0 @® Enable O Enable Wating ) Start ® Done Done Length: 0 i
O Emor Code Exdended Eror Code: [C] Timed Out 0 Emor Code: Extended Eror Code: [T] Timed Out. &
Eror Path: Error Path.
Enor Teat Error Text
o [ome )| e | [ ]

5. Right-click on the tag GetMsg - Configure GetMsg to open the configuration settings. These are to be
taken over as indicated in the screenshot.
The specifications Class, Instance and Attribute are freely selectable. At Service Type set Get
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Attribute Single. Create an array at Destination Element that receives the acyclic messages. The size
of the array is to be chosen according to the receiving messages.

Controller Organizer -3 x
Contraller Tags - AllenBradleyBeckhoffTF6280_via_EIPCIP(controller) oll@][=
3 Controller AllenBradieyBecknoffTF6280_via_EIPCIP & -
i Controller Tags Scope: JaAllerBradiesBec ~  Show: All Tags - T N
H E Controller Fault Handler Name ==l | Alas For | Bass Tag | Data Type Description | Extemal Access | Constant | Style |+ Properties n
éT:W“WH“m’ bt BOOL Rieadiwite O [pecmd | | [E)44| @ #
iy bl BOOL Readiwiie L [pecinal | | 5
55 Motion Groups - . = eiE &
i o 4] GetMsg MESSAGE Readriie O Nars Getiteg E
Ingrouped Axes =
- a4 >
1 A0 o £ INT | RS [ [Deoma Usage <omal>
5 Deta Types ] iGet INT / 1\ Fleadiuiite O |pecimal Type Base |
i B User Defined Lo w7 \ Fleadwiite [ [Decmal Alias For 3
58 Strings [+ iDIdCase N~ | Fleadiuiite O |pecimal Base Tag
(., Add-On-Defined # AvData T0128) | Readiuiite ] |Decimal |5  DetaTope L[S
5.5 Predefined [+ Setblsg 7 | MESSAGE | Read/wiite ] ot ffa AlenEradey... =
2 = Eitemal Access Read/Wrte
- Module-Defined - test ~ |stamG | Fleadwite o] Se
{1 Trends - tostdint i DINT | Readiviite [ |pecinal e o
£ YO Configuration +TFEZELedsl | _O0BL:000C_1888_F211ARCFL0 Flead itz ] Tocaad
-8 Backplane, CompactLogix System + TFE2E0_eds 0 _O0BC:000C_1888_DD7BE|FE0:0 Readrwits O Visile
§4 1769-L32€ AllenBredleyBeckhoffTF6280_via_| # TeData SINTII28] | FReadiwiice O] |Decimal = ipi i
- 1769-L32E Ethemet Port LocalENE B | B
25 Ethemet / l !
A 1769-132€ Ethemet Port LocalENE %Mm“mmg N Edit Tags | IR i v
] 006C_000C_1888 TFE280_edls 1
-0 CompactBus Local /Iﬂ/ l
Message Configuration - GethMsq [2538] | Meszage Configuration - GetMsg @l
Corfiguration | Communication | Tag Corfiguration | Commurication | Tag
| Message Path Browser =)
Message Type:  [CIP Genene = © Patn: TFE0 ol
— Patt; | TFE200_eds
Senvice | Get Alibuts Singls 7] Souice Element = TFE280_eds
Type Broadoast
Soucelengthe [0 [ =63 120 Configustion
5 c
o ® (Hex) Class: 1000 Ml pggingtion FiaD atalll] Ej . Me‘md‘ . -0 Backplane, Compactlogis System
i T ey Element @CP  ©DH- Channel -0 1763-L32E AllenradleyBeckholiTF5280_via_EIPCIP
CIP With o 1763-L32E Ethemet Port LocalENE
Source ID + Wogs Ethemet
[ Cornected Cache Connections & Large Connection : § 006C_000C. 1695 TRo260 eds |
+ 0 Chmpattetstoca
O Enable O Ensble Watng O Start © Done Done Length: 0 O Enable (O ErbleWatng O Star & Dene Done Length: 0
3 Enor Code: Extended Error Code: [F Timed Cut 3 Eror Cod Exdended Eror Code: [C] Timed Out «
e S o
r r Text:

= The following sample code sends requests to the EtherNet/IP™ driver of the TF6280, which forwards

them to the TwinCAT PLC

for further processing.

A single attribute value is read from the TwinCAT PLC with a positive edge at "bGet". In this sample the
values "TestReadOnlyAttribute1, TestReadOnlyAttribute2 and TestReadOnlyAttribute3" can be read.

A single attribute value is written to the TwinCAT PLC with a positive edge at "bSet". In this sample the fourth
attribute in the TwinCAT PLC can be described with the content "123Beckhoff567" and "HelloBeckhoff".

//GetAttribute

IF bGet THEN
bGet:=0;
iCase:=20+iGet;

END IF;

//SetAttribute

IF bSet AND iOldCase=5 THEN
bSet:=0;
iCase:=6;

ELSIF bSet AND iOldCase=6 THEN

bSet:=0;
iCase:=5;
END IF;

CASE iCase OF

53 //HelloBeckhoff --> (ASCII)
i0ldCase:=iCase;
TxDatal[0] :=72; //H
TxData[l]:=101; //e
TxData[2]:=108; //1
TxDatal[3]:=108; //1
TxDatal[4]:=111; //o
TxDatal[5] :=66; //B
TxData[6]:=101; //e
TxDatal[7]:=99; //c
TxDatal[8]:=107; //k
TxData[9]:=104; //h
TxData[10]:=111; //o
TxData[1l1l]:=102; //£
TxDatal[l2]:=102; //£
iCase:=10;

6: //123Beckhoff567 --> (ASCII)

i0ldCase:=iCase;

TF6281
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10:

20:

21 3

22:

30:

:=49; //1
3=50p //2
:=5]; //3

TxData[0]
1]
2]
3]:=66; //B
4]
5]
6]
7]

TxData
TxData
TxData
TxData [
TxData [

[
[
[
[

s=101g //e
:=99; //c
TxData[6]:=107; //k
TxDatal[7]:=104; //h
TxData[8]:=111; //o
TxData[9]:=102; //£
TxData[10]:=102; //£
TxData[ll]:=52; //4
TxData[12] :=53; //5
TxData[l13]:=54; //6
iCase:=10;

//SetAttribute
msg (SetMsq) ;
IF SetMsg.DN OR SetMsg.ER THEN
FOR iLoop:=0 TO 80 DO
TxData[iLoop] :=0;
end FOR;
iCase:=0;
END_ IF;

//TestReadOnlyAttributel
GetMsg.Class:=16#1000;
GetMsg.Instance:=16#01;
GetMsg.Attribute:=16#01;
iCase:=30;

//TestReadOnlyAttribute?2
GetMsg.Class:=16#1000;
GetMsg.Instance:=16#01;
GetMsg.Attribute:=16#02;
iCase:=30;

//TestReadOnlyAttribute3
GetMsg.Class:=16#1000;
GetMsg.Instance:=16#01;
GetMsg.Attribute:=16#03;
iCase:=30;

//GetAttribue
msqg (GetMsqg) ;
IF GetMsg.DN OR GetMsg.ER then
iGet:=iGet+1;
IF iGet >= 3 THEN
iGet:=0;
END_IF;
iCase:=0;
END IF;

END_CASE;

You can find the documented example as a TwinCAT project here: https://infosys.beckhoff.com/content/

1033/TF6281 Tc3 EtherNetlPScanner/Resources/14758092427.zip.
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6 PLC API

The TwinCAT function blocks can only be used in conjunction with the TC1200. The library Tc2_EthernetlP

can be found under Communication. It is part of the TC1200 TwinCAT installation.

6.1 Function blocks

6.1.1 FB_GET_ATTRIBUTE_SINGLE

—sNetId
—sIPv4Addr
—{bExecute
—{nClass
—nlnstance
—nAttribute
—{pDst
—nMaxLen

—nSession TimeoutMSec

—nCmdTimeoutMsec
—bRackComm
—nPart

—nSlot

FEB_GET_ATTRIBUTE_SINGLE

bBusy
bError
nErrId
nDatalen

The function block FB_GET_ATTRIBUTE_SINGLE enables reading of parameters from an EtherNet/IP

device.

Service Code: 0x0E

# Inputs

VAR INPUT
sNetId
sIPv4Addr
bExecute
nClass
nInstance
nAttribute
pDst
nMaxLen
nSessionTimeoutMSec
nCmdTimeoutMSec
bRackComm
nPort
nSlot

END VAR

: T _AmsNetID;
: T _IPv4Addr;
: BOOL;

: WORD;

: WORD;

: WORD;

: POINTER TO BYTE;
: WORD;

: DWORD;

: DWORD;

: BOOL;

: BYTE;

R ENATRE]
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Name Type Description
sNetld T_AmsNetID AMSNetld of the TwinCAT EtherNet/IP™ scanner via
which the command is to run
sIPv4Addr T_IPv4Addr IP address of the target device.
bExecute BOOL A positive edge starts the command.
nClass WORD Class number of the CIP service
ninstance WORD Instance number of the CIP service
nAttribute WORD Attribute number of CIP service
pDst POINTER OF BYTE Pointer to the variable into which the value is to be copied
(get the pointer with ADR)
nMaxLen WORD Size of the variable to which the pointer pDst points (get
with SizeOf)
nSessionTimeoutMS |IDWORD Timeout for the session; the default is 30 seconds
ec
nCmdTimeoutMSec | DWORD Timeout for the command; the default is 7.5 seconds
bRackComm BOOL TRUE if the CPU is modular, i.e. a CPU with a rack design,
for example a CompactLogix
nPort BYTE Port number of the CPU (the TF6281 currently only
supports port 1)
nSlot BYTE Slot number if the CPU is not plugged into slot 0
& Qutputs
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
nDatalen : WORD;
END_ VAR
Name Type Description
bBusy BOOL When the function block is enabled, this output is set and
remains set until a feedback is received. While Busy =
TRUE, no new command will be accepted at the inputs.
bError BOOL If an error occurs during the transfer of the command, then
this output is set once the bBusy output was reset.
nErrid UDINT If an bError output is set, this parameter supplies an error
number.
nDatalen WORD Returns the number of valid data (number of bytes).
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6.1.2 FB_SET_ATTRIBUTE_SINGLE
FB_SET_ATTRIBUTE_SINGLE

—sMetId
—{sIPv4Addr
—{bExecute

—nClass
—nInstance
—nAttribute

—pSrc
—nSrcDatalen
—nSessionTimeoutMSec
—nCmdTimeoutMSec
—{bRackComm
—nPaort

—nSlot

bBusy —
bError—
nErrId—

The function block FB_SET_ATTRIBUTE_SINGLE enables writing of parameters in an EtherNet/IP device.

Service Code: 0x10

% Inputs
VAR INPUT
sNetId : T _AmsNetID;
sIPv4Addr : T IPv4Addr;
bExecute : BOOL;
nClass : WORD;
nInstance : WORD;
nAttribute : WORD;
pSrc : POINTER TO BYTE;
nSrcDatalLen : WORD;
nSessionTimeoutMSec : DWORD;
nCmdTimeoutMSec : DWORD;
bRackComm : BOOL;
nPort : BYTE;
nSlot 3 IBYIIE 2
END VAR
Name Type Description
sNetld T_AmsNetID AMSNetld of the TwinCAT EtherNet/IP™ scanner via
which the command is to run
sIPv4Addr T _IPv4Addr IP address of the target device.
bExecute BOOL A positive edge starts the command.
nClass WORD Class number of the CIP service
ninstance WORD Instance number of the CIP service
nAttribute WORD Attribute number of CIP service
pSrc POINTER TO BYTE Pointer to the variable that contains the value for sending
the service (get the pointer with ADR)
nSrcDatalLen WORD Size of the variable to which the pointer pSrc points (get

with SizeOf)

nSessionTimeoutMS | DWORD

Timeout for the session; the default is 30 seconds

ec

nCmdTimeoutMSec | DWORD Timeout for the command; the default is 7.5 seconds

bRackComm BOOL TRUE if the CPU is modular, i.e. a CPU with a rack design,
for example a CompactLogix

nPort BYTE Port number of the CPU (the TF6281 currently only
supports port 1)

nSlot BYTE Slot number if the CPU is not plugged into slot 0

TF6281
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& QOutputs
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END_ VAR
Name Type Description
bBusy BOOL When the function block is enabled, this output is set and
remains set until a feedback is received. While Busy =
TRUE, no new command will be accepted at the inputs.
bError BOOL If an error occurs during the transfer of the command, then
this output is set once the bBusy output was reset.
nErrid UDINT If an bError output is set, this parameter supplies an error
number.

6.1.3 FB_CUSTOM_SERVICE

—sNetId
—sIPv4Addr
—{bExecute
—{nServiceCode
—niClass
—nInstance
—{nAttribute

—pDst

—nMaxLen

—pSrc
—nsrcDatalen
—nSessionTimeoutMsec
—nCmdTimeoutMSec
—bRackComm
—nPart

—{nSlot

FB_CUSTOM_SERVICE

bBusy
bError
nErrId
nDatalen

You can create almost any CIP service using the FB_ CUSTOM_SERVICE function block.

# Inputs

VAR INPUT
sNetId : T AmsNetID;
sIPv4Addr : T _IPv4Addr;
bExecute : BOOL;
nServiceCode : BYTE;
nClass : WORD;
nInstance : WORD;
nAttribute : WORD;
pDst : POINTER TO BYTE;
nMaxLen : WORD;
pSrc : POINTER TO BYTE;
nSrcDatalen : WORD;
nSessionTimeoutMSec : DWORD;
nCmdTimeoutMSec : DWORD;
bRackComm : BOOL;
nPort : BYTE;
nSlot : BYTE;

END_ VAR
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Name Type Description
sNetld T_AmsNetID AMSNetld of the TwinCAT EtherNet/IP™ scanner via
which the command is to run
sIPv4Addr T _IPv4Addr IP address of the target CPU.
bExecute BOOL A positive edge starts the command.
nServiceCode BYTE Service code of the CIP service.
nClasss WORD Class number of the CIP service.
ninstance WORD Instance number of the CIP service.
nAttribute WORD Attribute number of CIP service.
pDst POINTER TO BYTE Pointer to the variable into which the value is to be copied
(get the pointer with ADR).
nMaxLen WORD Size of the variable to which the pointer pDst points (get
with SizeOf).
pSrc POINTER TO BYTE Pointer to the variable containing the value for sending the
service (get the pointer with ADR).
nSrcDatalen WORD Size of the variable to which the pointer pSrc points (get
with SizeOf), or number of bytes to be sent. This is usually
the size of the variable.
nSessionTimeoutMS | DWORD Timeout for the session; the default is 30 seconds.
ec
nCmdTimeoutMSec | DWORD Timeout for the command; the default is 7.5 seconds.
bRackComm BOOL TRUE if the CPU is modular, i.e. a CPU with a rack design,
for example a CompactLogix.
nPort BYTE Port number of the CPU (the TF6281 currently only
supports port 1).
nSlot BYTE Slot number if the CPU is not plugged into slot 0.
E- Qutputs
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
nDatalen : WORD;
END_VAR
Name Type Description
bBusy BOOL When the function block is enabled, this output is set and
remains set until a feedback is received. While Busy =
TRUE, no new command will be accepted at the inputs.
bError BOOL If an error occurs during the transfer of the command, then
this output is set once the bBusy output was reset.
nErrid UDINT If an bError output is set, this parameter supplies an error
number.
nDatalLen WORD Returns the number of valid data (number of bytes).
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6.1.4

FB_CIP_DATA_TABLE_RDWR

FB_CIP_DATA_TABLE_RDWR

sNetld

sIPv4Addr

bExecute
bDataTableWrite
sSrcElementiName
sDstElementName
nNumberOfElements
nlLocallndex
nRemotelndex

nsessionTimeoutMSec

nCmdTimeoutMSec
bRackComm

nPort

nslot

bBusy
bError
nErrld

Variables are read and written from TwinCAT via a function block that is part of the Tc2_EthernetIP.

The function block FB_CIP_DATA_ TABLE_RDWR can be used for reading and writing.

.-'

Inputs

VAR INPUT

sNetId

sIPv4Addr
bExecute
bDataTableWrite
sSrcElementName
sDstElementName
nNumberOfElements
nLocalIndex
nRemoteIndex
nSessionTimeoutMSec
nCmdTimeoutMSec
bRackComm

nPort

nSlot

END VAR

: T AmsNetID;
: T _IPv4Addr;
: BOOL;

: BOOL;

: WORD;

: WORD;

: POINTER TO BYTE;
: WORD;

: DWORD;

: DWORD;

: DWORD;

: BOOL;

: BYTE;

g 1L 2
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Name Type Description

sNetld T_AmsNetID AMSNetld of the TwinCAT EtherNet/IP™ scanner via
which the command is to run

sIPv4Addr T _IPv4Addr IP address of the target CPU.

bExecute BOOL A positive edge starts the command.

bDataTableWrite BOOL FALSE triggers a DataTableRead, TRUE a
DataTableWrite.

sSrcElementName |WORD String for the source name.

sDstElementName |WORD String for the target name.

nNumberOfElement
s

POINTER OF BYTE

Number of elements

nLocallndex WORD For ARRAYs the start index has to be set to indicate from
which ARRAY index the data should be taken (local
system).
nRemotelndex DWORD For ARRAYs the start index has to be set to indicate from
which ARRAY index the data should be taken (remote
system).
nSessionTimeoutMS | DWORD Timeout for the session; the default is 30 seconds.
ec
nCmdTimeoutMSec | DWORD Timeout for the command; the default is 7.5 seconds.
bRackComm BOOL TRUE if the CPU is modular, i.e. a CPU with a rack design,
for example a CompactLogix.
nPort BYTE Port number of the CPU (usually 1).
nSlot BYTE Slot number if the CPU is not plugged into slot 0.
E- Qutputs
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END VAR
Name Type Description
bBusy BOOL When the function block is enabled, this output is set and
remains set until a feedback is received. While Busy =
TRUE, no new command will be accepted at the inputs.
bError BOOL If an error occurs during the transfer of the command, then
this output is set once the bBusy output was reset.
nErrid UDINT If an bError output is set, this parameter supplies an error
number.
Sample

® Removing test code

1 If you have already tested the communication from AB to Beckhoff, you should remove the function
calls to DataTable Read/Write from the AB project.

VAR

FB CIP DATA TABLE RDWR: FB CIP DATA TABLE RDWR;
SourceName: STRING := 'Test';

DestName: STRING

Error: STRING;
END VAR

:= '"ETHIP.Test';

FB CIP DATA TABLE RDWR(
sNetId:='5.18.71.214.4.1' ,
sIPv4Addr:='192.168.1.220" ,

bExecute:=TRUE ,
bDataTableWrite:=

’

sSrcElementName:=(SourceName) ,
sDstElementName:= (DestName) ,

TF6281
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nNumberOfElements:=1 ,

nLocalIndex:= ,
nRemotelIndex:= ,
nSessionTimeoutMSec:= ,

nCmdTimeoutMSec:= ,
bRackComm:=TRUE ,
nPort:= ,

nSlot:= ,

bBusy=> ,

bError=> ,

nErrId=> );

IF NOT FB_CIP_DATA TABLE RDWR.bBusy THEN
FB CIP DATA TABLE RDWR (bExecute:=FALSE);
Error:=F GET ETHERNETIP ERROR TEXT (FB_CIP DATA TABLE RDWR.nErrId);

END IF
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6.1.5 Error Codes function blocks
Error Code (hex) Description
no error 0x00000000 No error

communication timeout: not able to
establish session to remote node

O0xEE000001

Timeout - connection to the
"remote node" cannot be
established

communication timeout - no O0xEE000002 Timeout - no response from

response from remote node "remote node"

invalid parameter size in ads OxEE000003 Invalid parameter size in ADS

request request

communication driver: not ready OxEE000004 Driver is not ready

communication driver: out of OxEE000005 Driver out of memory

memory

invalid syntax in ads request (f.e. |0OxEE000006 Invalid syntax in the ADS request

symbolname too long or invalid (e.g. symbol name too long or

syntax invalid syntax)

local tag name not found OxEE000007 Local tag name not found

local tag array index does not exist |OXEE000008 Local tag array index does not exist

number of elements extends local |0xEE000009 Number of elements exceeds the

tag local tag

local tag datatype does not match |OXEEOOOOOA Data type of the local tag does not
match

number elements extends remote |OXxEE00000B Number of elements exceeds the

tag remote tag

remote tag datatype does not OxEE00000C Data type of the remote tag does

match not match

remote node reports: link address |OXEEO0000D "Remote node" reports: link

not valid (invalid slot) address not valid (invalid slot)

path segment error (CIP Data OxEEO0000E Error in path segment (in case of

Table RW: remote tag name not CIP data table RW: remote tag

found) name not found

path destination error (CIP Data OxEEO0000F Error in destination path (in case of

Table RW: remote tag array index CIP data table RW: remote tag

invalid) array index invalid)

In FB internally generated error: OXEEFFO0001 In function block internally

timeout generated error: timeout

in FB internally generated error: OxEEFF0002 In function block internally

destination data buffer to small generated error: destination data
buffer too small

in FB internally generated error: OXEEFFO0003 In function block internally

source data buffer to large generated error: source data buffer
too large

unsuccessful statuscode from OxEEFE0000 unsuccessful status code from

remote node "remote node

in FB internally generated error, OXEEFFO0000 In function block internally

undefined generated error, undefined
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6.2 Functions

6.2.1 RSL5KSTRING_TO_STRING

RSLSKSTRING_TO_STRING
—in RSLSKSTRING_TO_STRING F—

The function converts an RSL5KString value [P 61] to a string value.

FUNCTION RSL5KSTRING_TO_STRING : STRING(82)

# Inputs

VAR_INPUT
in : RSL5K_STRING;
END VAR

6.2.2 STRING_TO_RSLSKSTRING

STRING_TO_RSLSKSTRING
—in STRING_TO_RSLSKSTRING f—

This function converts an RSL5KString value [P 61] to a string value

FUNCTION STRING_TO_RSLS5KSTRING: RSL5K_STRING

# Inputs

VAR _INPUT
in : STRING(82);
END VAR

6.2.3 F_GET_ETHERNETIP_ERROR_TEXT

F_GET_ETHERNETIP_ERROR_TEXT
—|nErrorld F_GET_ETHERNETIP_ERROR_TEXT}—

This function returns a descriptive text based on an error number.

See list of TF6281 error codes [P 63]

FUNCTION F_GET_ETHERNETIP_ERROR_TEXT: STRING(80)

# Inputs

VAR _INPUT
nErrorId : UDINT;
END VAR
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6.3 Data types

6.3.1 RSL5K_STRING
TYPE RSL5K STRING
STRUCT
LENGTH : DINT;
DATA : ARRAY [0..81] OF SINT;
END STRUCT
END TYPE
Name Type Description
Length DINT Length of the Char characters contained in the data (max.
82).
Data ARRAY OF SINT Char character
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7 Appendix

7.1 Prepare Wireshark® recording

The Wireshark® recording can be created with a network hub, a network switch with port mirroring, e.g. the
Beckhoff ET2000, or with the Promiscuous Mode of the TwinCAT system. In Promiscuous Mode, it can
happen that the telegrams are not recorded in the correct order, depending on the system performance and
traffic. It is recommended to use an ET2000 for the recording.

General | Adapter |Pr0mcnl | Sync Task | Diag Hismryl DPRAM {Online}|

(@ Network Adapter

@ 05 (NDIS) CIPCl () DPRAM
Description: LAMN-Werbindung (Intel(R) Ethernet Connection 1218-LM - VirtualBox Bric
Device Name: \DEVICE\{C706CD25-DCCF-42A7-B4B7-81D7EGEEDI 79}
[ Search... ]
MAC Address: ecf bb 1f7e 83 [ Compatible Devices... ]
IP Address: 169.254.254.51 (255.255.0.0)

Promiscuous Mode (use with Wireshark only)
[ Virtual Device Names

() Adapter Reference

Freerun Cycle (ms): 4

Al
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7.2 Error Codes TF6281
Error Code Description Remedy/meaning
hex /
(deci-
mal)
CN_ORC_ALREADY_USED 0x100/ |Connection already |The connection is already established;
(256) in use use another connection or close this
one.
CN_ORC_BAD_TRANSPORT 0x103/ |Transport type not |The transport type is not supported
(259) supported
CN_ORC_OWNER_CONFLICT 0x106 / |More than one guy |A connection already exists; a further
(262) configuring connection cannot be established
CN_ORC_BAD_CONNECTION 0x107 / |Trying to close Faulty connection
(263) inactive connection
CN_ORC_BAD_CONN_TYPE 0x108 / |Unsupported The connection type is not supported;
(264) connection type check your setting.
CN_ORC_BAD_CONN_SIZE 0x109/ |Connection size The connection size does not fit; check
(265) mismatch your setting.
CN_ORC_CONN_UNCONFIGURE |0x110/ |Connection Connection was not configured
D (272) unconfigured
CN_ORC_BAD_RPI 0x111/ |Unsupportable RPI |The task time usually doesn't match;
(273) make sure that the EL6652 operates
internally with 1 ms and that you can
adjust this with the Cycle Time
Multiplier. Otherwise, adjust the task
time.
CN_ORC_NO_CM_RESOURCES |0x113/ |Conn Mgr out of No further resources are available
(275) connections
CN_ORC_BAD_VENDOR_PRODU |0x114/ |Mismatch in Incorrect manufacturer number
CT (276) electronic key
CN_ORC_BAD_DEVICE_TYPE 0x115/ |Mismatch in Incorrect device type
(277) electronic key
CN_ORC_BAD_REVISION 0x116/ |Mismatch in Incorrect revision number
(278) electronic key
CN_ORC_BAD_CONN_POINT 0x117 /  |Non-existent Incorrect connection number
(279) instance number
CN_ORC_BAD_CONFIGURATION |0x118/ |Bad config instance|Faulty configuration
(280) number
CN_ORC_CONN_REQ_FAILS 0x119/ |No controlling The connection could not be
(281) connection open |established
CN_ORC_NO_APP_RESOURCES |0x11A/ |App out of No further free connections available.
(282) connections

If you cannot fix this error yourself, Support will require the following information:

e TwinCAT version and build number and a

* Wireshark® recording

TF6281
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7.3 Cybersecurity risk analysis

If you have installed this product, Beckhoff will provide you with the following information for a cybersecurity

risk analysis for your system.

Runtime

Workload: TwinCAT.Standard. XAR

In addition to the TwinCAT standard XAR workload, the following components are registered and started/

loaded when the product is launched:

Open Ports Description

TCP 44818 CIP protocol

UDP 44818 CIP protocol

UDP 2222 For cyclic communication

UDP 68 For responses from a BOOTP/DHCP server.

The open ports are not forwarded to the operating system and are available only to the TwinCAT TF628x

driver.
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8 Support and Service

Beckhoff Support and Service provides assistance with questions regarding Beckhoff products and system
solutions, as well as with their planning, commissioning, and operation.

Beckhoff subsidiaries and representative offices

Please contact your Beckhoff subsidiary or your representative office for local support and service for
Beckhoff products. You can find the addresses of Beckhoff subsidiaries and representative offices at:
www.beckhoff.com/worldwide.

For Beckhoff products and technologies, we offer Training programs, tutorials, and webinars.

Beckhoff Support

Beckhoff Support provides assistance with technical questions regarding the use, planning, programming,
and commissioning of Beckhoff products.

& Hotline: +49 5246 963-157
& Email: support@beckhoff.com, Support form
Web page: www.beckhoff.com/support

Beckhoff Service

Our service specialists are here to assist you with any questions you may have regarding after-sales service
processes, such as replacement parts, repairs, etc.

& Hotline: +49 5246 963-460
& Email: service@beckhoff.com, Service form
Web page: www.beckhoff.com/service

Download finder

The Download finder serves as a central source for downloadable documents and files related to Beckhoff
products, such as application reports, technical documentation, drawings, and configuration files.

Beckhoff Information System

The Beckhoff Information System is the central online documentation resource for Beckhoff products and
contains documentation on products and automation topics, as well as sample code.

Beckhoff Headquarters

Beckhoff Automation GmbH & Co. KG
Hulshorstweg 20

33415 Verl, Germany

@ Phone: +49 5246 963-0

& Email: info@beckhoff.com

Web page: www.beckhoff.com
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Trademark statements

Beckhoff®, ATRO®, EtherCAT®, EtherCAT G®, EtherCAT G10° EtherCAT P®, MX-System®, Safety over EtherCAT®, TC/BSD®, TwinCAT®,
TwinCAT/BSD®, TwinSAFE®, XFC®, XPlanar® and XTS® are registered and licensed trademarks of Beckhoff Automation GmbH.

Third-party trademark statements

ControlNet®, DeviceNet and EtherNet/IP are trademarks of ODVA, Inc.

Excel, IntelliSense, Microsoft, Microsoft Azure, Microsoft Edge, PowerShell, Visual Studio, Windows and Xbox are trademarks of the Microsoft
group of companies.

The registered trademark Linux® is used pursuant to a sublicense from the Linux Foundation, the exclusive licensee of Linus Torvalds, owner of
the mark on a worldwide basis.

Wireshark is a registered trademark of Sysdig, Inc.
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